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FCC STATEMENT

Class A Digital Device

This equipment complies with Part 15 of the FCC rules. Operation is subject to the
following conditions.

1. The device may not cause harmful interference.

2. This device must accept any interference received, including interference
that may cause undesired operation.

Federal Communications Commission Notice

This equipment complies with the limits for a Class A digital device, pursuant to Part
15 of the FCC Rules. These limits are designed to provide reasonable protection
against harmful interference.

The equipment can radiate radio frequency energy. If not installed and used in
accordance with the instructions in this manual, it may cause harmful interference to
radio, television or telecommunications reception, which can be determined by
turning the equipment off and on. The user is encouraged to try and correct the
interference by one or more of the following measures.

e Reorient or relocate the receiving antenna
e Increase the distance between the equipment and the receiver

e Power the equipment via a different electrical circuit from that which the
receiver is connected

e (Consult the dealer who installed the equipment, or an experienced radio
frequency technician

Modifications

The FCC requires that no changes or modifications may be made to this device that
are not expressly approved by Guest Internet Solutions. Any unauthorized changes
may void the users authority to operate the equipment.

Internet
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Preface

We work very hard to ensure that our customers get the product features that they need. We always value feedback from our
customers regarding new features that they would like to have in future versions. If you have a request for a new feature then please
contact us at: info@guest-internet.com with your suggestions.

TAKE CARE WHEN USING WIRELESS ROUTERS WITH GUEST INTERNET GATEWAYS

Please be aware that wireless routers will prevent your WiFi hotspot working correctly if the wireless router is not configured properly.
Please avoid using a wireless router unless you are familiar with configuring the wireless router as a bridge mode access point

All GIS gateway products authenticate users by issuing an IP address to each user, and recording the MAC address of each users
computer. The GIS gateway requires a wireless access point to be connected for WiFi access. If a wireless router is used to connect
users then the login and authentication process will become intermittent. DO NOT use a wireless router such as the Linksys WRT-54G
unless you are familiar with the procedure to disable the NAT'ing service. A wireless router, such as the Linksys WRT-54G, can be
used if (a) the WAN port of the router is left disconnected, and (b) the router DHCP service is disabled.

Always install the GIS gateway together with a wireless access point configured in bridge mode (default mode) to the GIS gateway
LAN port. Wireless routers intended for residential use have a limited range and area of coverage due to low RF power output. We
recommend installing high power, long range commercial grade access points with GIS gateway products, such as those
manufactured by Engenius and Ubiquiti.

UPGRADING EARLIER FIRMWARE

Upgrades are always free: Guest Internet products can be upgraded to the latest firmware specification free of charge.
Please see our website support page to request a firmware update. Install the upgrade file
using the firmware upgrade feature shown in the menu. When the upgrade has been initiated
leave the unit powered up for 10 minutes before using it or powering it down. This time is
required to store the new firmware in the product memory.

NEW GATEWAY FEATURES FOR CURRENT PRODUCT MODELS

Social media login The user login process can optionally use the guests social media account (Facebook) to login
'Social WiFi' to the _public h_otspot. This login proc_edure can provide.t.he hotspot owner with the .guests
profile information is the guest authorizes access. In addition the guest is presented with the

opportunity to 'like' the hotspot owners social media website.
Access codes with download Access codes can now be generated with a limit on the volume of bytes that can be
volume limits downloaded in addition to the time limits set on the codes as with previous versions. This

feature has been added for customers that have ISP's who add additional charges for monthly
data volumes.

FUTURE GATEWAY FEATURES

Cloud Management for The gateway firmware can be upgraded to become a managed node in the Guest Internet
remote management of cloud based management and accounting system. Guest Internet will offer a server that
multiple devices: includes: central management of devices and groups of devices, central failure monitoring of

devices, comprehensive reporting that includes usage and billing for both devices and groups,
global access codes, and credit card reporting. The cloud management system is suitable for a
multi-device, multi-site network. The cloud service is free to manage one device. An annual fee
is paid for the cloud service that will manage 2 to 99 devices..
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1: INTRODUCTION

Provide a Public
Internet Hotspot
Service for your
Guests and Visitors

Many restaurants, bars, hotels and motels offer free wireless Internet for guests, or charge
guests for the Internet service. Guests and travelers make reservations based on Internet
availability because they have gadgets that use wireless Internet: iPhones®, iPod Touch®,

laptop computers, and Blackberries®

Guest Internet (GIS) products provide an easy and economical solution for any restaurant
or lodging business that wants to begin offering Internet for guests, or wants to upgrade

an existing system.

Restaurant and lodging businesses that already provide Internet for guests can install GIS
products to improve their Internet service quality and increase returns.

e GIS low cost products are tough, reliable and very simple to install and can be

used in many different applications

e You can brand your Internet service with the easy to use wizard

e Use your guest Internet service to advertise your special offers and promote your

website

e You can control Internet access to prevent guests abusing the service

e Choose to provide free Internet or charge guests for your Internet service

Many locations can benefit by providing Internet services to the public. Business benefits
include improved sales, more return customers, and increased walk-in customers.

e  Restaurant
e  Coffee bar
e  Public library
e  Truck stop

e  Motel

e RV park

e Visitor center
e  Public park

e University

e Student dorms
e Marina

e Church

e Trade show

e Event reception
e  Fashion show

Train station
Music concert
Theater

Golf club
Casino

Sports club
Gymnasium
Bookstore
Beach kiosk
Hospital
Airport
Shopping mall
Hotel

Resort
Multi-tenant condo

Internet access can be offered for free or can be charged for by selling access codes.
Advertising can also generate revenue for both free and charged Internet access. Free
controlled access can be provided where authorized customers are provided with access
codes. The duration of access codes is selected when they are generated.

@ Guest .
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Guest Internet gateway products are very robust and reliable as they are manufactured to
commercial grade standards. Wireless access points can be connected to the gateway to
provide WiFi wireless Internet. Any type of WiFi enabled device can receive the signal:
including PC laptops, MAC computers, netbook computers, iPhones™, and Blackberries™.

Guest Internet products have a ‘login page’ that requires the user to agree to the terms
and conditions, and possibly pay a fee for an access code. The business owner decides if
Internet will be free or if guests will pay for the service.

Login Display
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The login page is very important for the business providing the Internet service as it has
several essential features:

e Brand the Internet service

e Provide the business contact information for guests

e Encourage the guest to go to the business Web site

e  Guests must agree to a disclaimer, so the business avoids liability

e Advertise products or services provided by the business

e  Control who uses the Internet with access codes

e Charge for Internet access by selling access codes

This manual explains how to install a Guest Internet gateway product and create a custom
login page ready for guests to access the Internet. The only decision you have to make is if
you will provide free Internet or charge for the service.

Two login page examples are shown below. The first is an example of unlimited access
where the user has to click on a button agreeing to the terms and conditions. The second
example shows controlled access: the user has to enter an access code that has been
generated using the code management admin page

Internet
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Login Page Example: the
user has to accept the
terms and conditions

Login Page Example: in
addition to accepting the
terms and conditions, the
user has to enter an
access code provided by
the business owner

0 Guest
[nternet
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Provide Managed
Internet Access (with
the social media
login option) or
Controlled Internet
Access

Unlimited Internet Access

Before installing the Guest Internet router product you must decide if you want to provide
unlimited Internet for your guests or if you want to control the access your guests have to
Internet services.

Both unlimited access and controlled access show the guests your login page when their
computer browser opens. Both options also require guests to click on a disclaimer button
accepting the terms and conditions of use. You can edit and change our standard
disclaimer document. The disclaimer is important to protect you if your guests download
copyrighted files or illegal content.

Controlled access also adds the requirement that the guest must enter an access code. You
generate the access codes using the Guest Internet gateway product and you determine
who gets access codes and who does not. If you wish you can charge your guests for
access codes. Please read later sections describing access code generation.

When unlimited Internet access has been selected during the configuration wizard setup
process the guest tries to access the Internet but sees the custom login page in the
browser. The custom login page provides business contact information that may be useful
for the guest. A box is shown on the page that requires the guest to click on a button that
says "I agree to the terms and conditions of use”. The guest can read the terms and
conditions of use document. The terms and conditions of use document can be modified to
include local laws (see the later section).
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When the guest has clicked on the button then a second page is shown with a button that
says click to access the Internet. When this button is clicked the guest has access to the
Internet. The web page that the guest initially requested (the guests home page) is also
shown. The figure below shows the screen that the guest sees when the ‘I agree..” button
is clicked

e Guest |
[nternet Guide to Operation

Copyright © Guest Internet Solutions, 2015. All Rights Reserved www . guest - internet . com 9



6

) Wireless Hot-Spot Countdown ... |Z||E|[‘>__(|

I W | http:ffaplagin. comgtimebo:. cgi T

ﬁ r & wr WA v o oo i T e

Try our specials; foday only . fwe doughnads for the price of one

Thankyou

—— T ateet uring the biemet

ik "{:t
|I:! Hot Sped pénrmed pired opiaratad by S Cply Ty ey e Condifiorg
102 Wiy Phvmd, P Lopchorciabe, TR0, HS-1 S0 Copari ghl S803 mﬂﬂfﬂjﬂ _“';
b 3 e £ -
it = | = d o 1 £ |
3 e -l ¥ . i
b . l "'*‘.' |I - E-_I_I__= ‘i-':i; 3 H:"' b
T ] | '\ '.- i - P
1 v %h;’ m N
. L_-j o4

In addition to the browser showing the Web page that was originally requested, a small

window will open that provides a button for the guest to log out of the Internet service.

The figure below on the left shows the window that the guest sees when the ‘Click here’
button is clicked. When the guest has finished using the Internet and clicks on the ‘Logout’

button then the window changes to that shown on the right.

YWou will remain connected for

00h 00m 00s
Logoutl

) Wireless Hot-Spot Countdown ... |Z||E|[‘>__(|

I 1! http:/faplogin. comjtimebox. cgizsubmit=-+Logou 57

Leave this window open. [Close window]

Click Logout when you are done.

Guest .

You have heen logged out. Thanks.

If the guest closes the window showing the remaining time then this information can be

accessed once more by opening a new browser window and typing the URL:

http://aplogin.com
The time that remains for the guest’s access code is shown on the screen.

Internet
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Controlled Internet
Access

Login Box

Enter access code
then click on

‘I agree’to
dischimer

e

There is also an alternative to uncontrolled access called open access. In this mode the
login page is not displayed, however all controls are applied to the user, including content
filtering, speed control, P2P blocking and other firewall rules. Open mode is ideal for a
condominium or rental community where a login page is not required, however access
controls are necessary.

There is an option of uncontrolled access where information can be requested from the
user before the user is permitted to access the Internet. Three data fields can be specified,
where the fields might be name, phone number and email address. The email option is
configured to send the information that is collected to the hotspot owner. Note that there is
no verification of the information provided by the user.

When controlled Internet access has been selected during the configuration wizard setup
then the login process requires the guest to enter an access code.

When the guest opens a computer browser to access the Internet the custom login page
will be shown in the browser window. The box shown on the page requires the guest to
enter an access code and then click on a button that says, “I agree to the terms and
conditions of use”.

Access codes are generated within the Guest Internet gateway unit for use with only that
unit: see later sections describing how this is done. Each access code has a fixed duration,
determined when the code is generated. When the time expires the code cannot be
reused.

The login screen that the guest will see is shown below.
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When the guest has typed in the access code and clicked on the button then a second
page is shown with a button that says click to access the Internet. When this button is
clicked the guest has access to the Internet. The web page that the guest initially
requested (the guests home page) is also shown. The figure below shows the screen that
the guest sees when the ‘Connect me’ button is clicked.

e Guest |
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In addition to the browser showing the Web page that was originally requested, a small
window will open that provides a button for the guest to log out of the Internet service.

The figure below on the left shows the window that the guest sees when the ‘Click here’

button is clicked. When the guest has finished using the Internet and clicks on the ‘Logout’
button then the window changes to that shown on the right.

©J Wireless Hot-Spot Countdown ... |Z||E|[Z| ) Wireless Hot-Spot Countdown ... |Z||E|[Z|

I W | http: ! faplogin, comytimebo:, coi Wi

I ! | http: ffaplogin. comtimeboe:, cgi?subrit=+Logau 57

You will rermain connected for

27d 17h 50m 28s

You have been logged out. Thanks.
Logout |

Leave this window open. [Close windaw]
Click Logout when you are done.

If the guest closes the window showing the remaining time then this information can be
accessed once more by opening a new browser window and typing the URL:

@ Guest .
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Using Social Media
(Facebook) Login to
Know who your
Users are:

http://aplogin.com

The time that remains for the guest’s access code is shown on the screen.

Controlled Internet access requires the guest to type an access code into the login page
box. You will generate the access codes using the managed code feature. You can access
the managed code feature by logging in to the gateway product as the administrator;

http://aplogin.com/admin

The screen will request you type in a username (admin) and the password that you will
enter during the wizard setup process.

When you are logged in the select ‘manage codes’ shown in the menu on the left side of
the screen.

You can generate codes that are valid from 30 minutes to 180 days and also unlimited time
codes. You can generate single user or multi-user codes. Only one guest can use a single
user codes and the code cannot be passed from one guest to another. Many guests can
use multi-user codes simultaneously.

You decide who can access your Internet service by giving codes only to guests that you
authorize. You can also sell codes to guests and provide wireless Internet as a paid service.

Some examples are included here to illustrate how codes can be used

1. Restaurant: Prevent guests at the restaurant next door using your Internet service
by creating a one-day multi-user code that you can give to your guests when they
ask for Internet access. Create a different multi-user code each day.

2. Hotel: Free Internet for guests; generate a unique code to give to each guest for
the length of the stay. However if a visitor using the conference room wants to
use the Internet then charge for a code (e.g. $10/day).

3. Coffee bar: charge guests for Internet, each day download access codes and print
onto adhesive labels.

Use your Internet service as a tool to attract customers. For example, if your competitor is
charging for Internet then offer free Internet.

Take care how you offer Internet service for guests. For example a coffee bar that offers
free unlimited Internet might find that guests are occupying tables to use the Internet and
not buying coffee or food. This problem can be easily solved using Guest Internet gateway
products. Give 30-minute free codes at the checkout, and state that codes are given only
with a purchase. The guest will be blocked from the Internet after the 30-minute code
expires and the only way for the guest to continue using the Internet is to make a second
purchase.

Social Wifi helps your guests to grow your business by telling their friends how great you
are. Your guests use your Internet Hotspot and tell you how they are via social media. You
can also give them an opportunity to 'like' your social media web page.

Improve sales: Social WiFi is great marketing. You provide a high speed wireless Internet
service for your customers and they thank you by telling their friends about your business
via social networking.

Low cost: Guest Internet products offer great price/performance. Install social WiFi for as
little as $99. There are no additional fees to pay - unlike other Social WiFi vendors. This
small investment can pay you back within a few days.

6 fuest
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What is Social Media?

From Social Media to
Social WiFi

Easy to use: No technical skills are required. If you can use a computer then you can get
the benefits of social WiFi. Set up your social media business page then connect the GIS
product to your DSL/cable router. Configuration takes five minutes using the simple setup
wizard. Get customer 'likes' plus powerful analytical reports.

Analytical Reports: Social media traffic analysis is at your fingertips via the Guest Internet
Gateway.

Social media is regularly used by over a billion people worldwide to maintain contact with
friends and family, and share information about people, places and events with friends.
Social media is a collection of websites that permit people to post information for their
relatives and friends quickly and easily. The top ten social media websites are listed below,
the most important social media sites are Facebook, Twitter and Google plus+.

#1 - Facebook; 800,000,000 - Estimated Unique Monthly Visitors.

#2 - Twitter; 250,000,000 - Estimated Unique Monthly Visitors .

#3 - Linkedin; 200,000,000 - Estimated Unique Monthly Visitors .

#4 - Google plus+; 150,000,000 - Estimated Unique Monthly Visitors .

#5 - Pinterest; 140,500,000 - Estimated Unique Monthly Visitors.

#6 - Tumblr; 125,000,000 - Estimated Unique Monthly Visitors .

#7 - Flickr; 67,000,000 - Estimated Unique Monthly Visitors .

#8 - VK (similar to Facebook); 65,400,000 - Estimated Unique Monthly Visitors.
#9 - Instagram; 50,000,000 - Estimated Unique Monthly Visitors .

#10 - Myspace; 26,500,000 - Estimated Unique Monthly Visitors .

Each social media website requires a login procedure with username and password. A
smartphone that is used to access the social media website can access via either the 3G/4G
network or using a WiFi network. A WiFi is much faster then the 3G/4g network. Most
tablets must access a WiFi Hotspot in order to connect to the Internet. Many businesses
that have visitors or guests also provide a WiFi Hotspot Internet service. By adding a Social
WiFi Gateway and use the guests social media login to authorize access to the Internet via
the WiFi hotspot, then the business can begin building a social relationship with the guest.
This concept is called Social WiFi.

The visitors and guests of many businesses are anonymous. Restaurants and retail stores
for example do not know who their visitors and guests are. Businesses can employ social
media as a tool to begin to build a relationship with with anonymous customers. A one-to-
one relationship with the customer permits the business to generate more sales per
customer through several methods. This includes encouraging the customer to return to
the business frequently, and to persuade the customer to tell friends about the business.
Building a special relationship with the customer requires the business to give the customer
advantages that anonymous customers don't have. These advantages include discounts
when purchasing products and services, and advance information about new products and
services before anonymous customers know about them. Although the profit per sale to
this special customer is reduced, the revenue per customer is greatly increased, which
more than offsets the lower profit per sale. In addition, business that have a one-to-one
relationship with customers are much more valuable than businesses that have only
anonymous customers. The one-to-one customer relationship also promotes faster
business growth, which further increases the value of the business. Social WiFi is one of
the best tools available to enable businesses to begin marketing using social media.

6 fuest
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Social WiFi data

Nurture the relationship
with each guest

6

Social WiFi Gateway

Guest .

The proposition of Social WiFi is that your business provides an Internet WiFi Hotspot for
guests to use with smart-phones and tablets and in return you ask your guests to 'like' your
social media website and possibly comment on your business via the guests social media
web page. If your guest gives authorization then you can collect some information about
the guest that is provided by the social media website. The guest is encouraged to use
your WiFi Hotspot because you provide a much faster download speed than the 3G/4G
wireless network. Your guest will click on his/her social media website icon (e.g. facebook)
to get access to the Internet. Before connecting the guest to the Internet one or more
questions are asked of the guest

- Will you click the 'like' button to add 'likes' to the business social media page?
- Will you allow the the business to post a comment on your social media page?
- Will you allow the business to collect some information about you?

- Will you allow the business to send you special offers and information?

By interacting with the guest by asking the questions listed above, the guest ceases to be
an anonymous customer, and becomes a 'friend' who can receive special offers and can tell
friends and relatives about your business. A one-to-one marketing channel is established
with each guest who provides social media information.

The people who decided to establish a connection with your business via social media are
special, each one represents income for your business and so you must take steps to make
them feel special. Here are some suggestions that you might try to strengthen the
relationship with each guest.

- Send each guest a daily/weekly/monthly discount voucher to encourage returns
- Give guests a referral discount for each new guest that they send to you
- Encourage guests to post blog articles which will improve your website SEO rating

- Offer special deals for groups to encourage guests to network your business

Social media is a very powerful marketing tool and Social WiFi is the ideal method to access
the power of social media marketing.

The Social WiFi Gateway is a tool that permits the business to offer a high-speed WiFi
Hotspot Internet service with the user providing his or her social media links to get Internet
access. The deal is good for the Internet user, he or she can decline to provide any
information and still get Internet access - the terms and conditions of social media websites
prohibit the business obliging the user to provide social media information in exchange for
Internet access. However it is not desirable to coerce users to provide social media
information, it is much better to provide the user with benefits and advantages that can
only be obtained using social media as a tool. Examples of this are sending the user special
discounts via social media, or advising the user of a product availability before other
customers, via social media. The Social Wifi gateway has a list of features that benefit the
business owner, some are listed below.

- Wifi Hotspot welcome page that advertises the business
- Display format that is suitable for smartphones and tablets

- Description of the social media benefits for the user

Internet
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- Social media website login options

- Requests for different interaction levels with each user

- Logging of user information, sent to the business owner via email

- Extensive reporting for analysis of usage and social media interactions

- PCI compliance permits using the same Internet connection as business computers
- Control over the bandwidth available to each user

- Protection from viruses on the users computer, smartphone or tablet

- Website content filtering when the WiFi service must be family friendly

- Very easy for the business owner to install and use

- Remote access for management of the equipment

- Network diagnostic and alarm features to locate network problems

Social WiFi Data analysis While many Social WiFi providers charge a monthly fee to provide each business owner
with a comprehensive report about social media data gathering using the Social WiFi
Hotspot, Guest Internet does not charge you a cent or penny for this service. When you
purchase the GIS Social WiFi gateway the product software has built in features that
generate tables and charts from data logged during operation. The data files can be
downloaded to your computer for long term analysis using spreadsheet or other software
that can read CSV files. Data analysis is presented in five different formats. as listed below.

Email of user social media Email transmission is an optional feature for use when the Social WiFi hotspot owner needs
data. immediate notification of login events. Data collected at each login is sent via email to the
designated email account, Gmail is the default email service supported on all GIS gateway
products.
Connected users table. Connected user data is tabulated and accessed via the administrator login. The data

includes user information and the network usage. The table can be downloaded in CSV
format for additional analysis. The last 10,000 data entries are logged so the file should be
downloaded periodically when long term data analysis is required.

Internet use graph. A graphical display that shows network data use for the WiFi Hotspot. Use this graph to
verify that the Internet backhaul bandwidth is sufficient for the number of users who are
using the WiFi Hotspot service.

IPs vs. logged users graph. The IPs issues vs. logged user graph compares the number of smartphone and tablet
devices within range of the WiFi Hotspot vs. the number of users that are actually logged
into the WiFi Hotspot. This valuable information tells the business owner that additional
advertising of the WiFi Hotspot service is required when the logged users is small
compared to the devices in the proximity of the WiFi Hotspot.

Media type login graph. The media type login graph shows a comparison between the login options chosen by the
users. Each user has several login options, including login without providing information,
login and like the business social media page. login and agree to a comment sent to the
users social media page, and finally user authorization to provide some personal
information to the business.
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How Social WiFi can
benefit your business

IT Installers: Provide a
Social WiFi service for
your business customers

Your guests can easily recommend your business to their friends: Each time that your
guests connect to the Internet using the GIS Social WiFI Gateway they are invited to click a
button which will place a recommendation of your business on their social page.

Your social media website visits rapidly increase with guest clicks: When your guests
connect to the Internet using your GIS Social WiFi Gateway they are asked to 'like' your
business social media page, which is the fastest way to add 'likes' to your social media

page.

You get access to information that helps you improve your business sales: You can get
your guests social media analytical data directly from the GIS Social WiFi Gateway. There is
no need to pay for expensive 3rd party services to get the analysis of your guests social
media use, saving you a lot of money.

Increase the tie-in's between your website and others to improve SEO: Improving Search
Engine Optimization (SEO) means that your website gets a higher ranking on search
engines like Google. Social WiFi can establish thousands of links between your business
website and social media pages.

Help business owners without computer skills get the benefits of Social WiFi: Many
business owners understand the benefits that social networking can provide to their
businesses. However most don't have the skills to create a social media website and
analyze the data to make it work. This is an opportunity for you.

Sell your analytical services with the advantages of recurring revenue: Your business may
provide website development, SEO or business marketing for your clients. Now you can
add social media services to your portfolio using the GIS Social Wifi Gateway as a tool to
analyze your clients social media performance.

GIS Social WiFI Gateways are managed remotely directly by you: By installing a GIS Social
Wifi Gateway at your clients site you can provide ongoing reports and analysis of your
clients business social networking performance. You can access your clients data directly
from the GIS Social WiFi gateway, and package the data in daily and weekly reports.

There are no additional charges for you to operate a GIS Social WiFi gateway: The great
advantage of providing social media services for your clients using GIS Social WiFi Gateway
products is that there are no service charges - unlike our competitors. When you purchase
and install the GIS Social WiFi Gateway it provides all the data analysis that you need.

Integrate your back-office data analysis tools: If your business includes social media
marketing then you will have already developed a suite of back-office analytical tools that
generate data for your customers. These same tools can load data from any GIS Social
WiFi Gateway for further analysis.

Product branding is available for quantity buyers: Resell products with your branding with a
minimum five-piece quantity order of any model. Product branding includes labeling the
enclosure with your logo and model number, and adding your logo and model number to
the product firmware.

6 fuest
Internet Guide to Operation

Copyright © Guest Internet Solutions, 2015. All Rights Reserved www . guest - internet . com 17



2: PRODUCT FEATURES

Features of Guest When any business provides an Internet service for guests, visitors and customers, it is very
Internet Gat eway important to prevent abuse of the services, otherwise bad things can happen;

Products People are using your Internet service without your consent.
A free service can become a headache if users start complaining about the poor

performance of the Internet service.
Users start surfing inappropriate websites in public areas.

The DSL or Cable service provider can threaten to disconnect the service because
users are sharing files illegally.

A free service starts costing the business a significant amount of money as the
use is far greater than expected

The Hotspot gateway give you control of the Internet service that you provide for your
guests, visitors and customers. You can prevent unauthorized use, and prevent any
authorized user abusing the service.

The Hotspot gateway is installed in your network between the wireless access point, and
the DSL or Cable router. See the diagram below. All communications between your users
and the Internet flows through the Hotspot Gateway. The gateway allows Internet access
for authorized users, and blocks people not authorized. The gateway also controls how
users access the Internet. You choose how your users will access the internet by choosing
to set the features described in this manual.

The gateway is very easy to setup and use. A setup Wizard will be displayed on your
computer the first time that you connect your computer to the gateway. Simply follow the
steps described in the Quick Start Guide that is shipped with the product.

Connecting the Hotspot
Gateway

| Wireless access points

Hotspot
Gateway

<4—p Internet

DSL/

Cable
Choosing the Right Hotspot Guest Internet manufactures a range of Hotspot gateways that provide different levels of
Gateway performance and features. The gateway performance is specified as the number of users

that can use the Hotspot simultaneously. This is called the maximum number of concurrent
users. The maximum number of concurrent users can only be reached when the Internet
connection has a minimum speed. The maximum number of concurrent users is also
reduced when several users are downloading large files such as video or music files. The
following summary (next page) lists the Guest Internet products, and the parameters for
each product.
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Login Page The login page is the most important feature of the Hotspot gateway. All Guest Internet
gateways provide three levels of login page customization;

Twelve pre-prepared login pages are contained in the gateway, choose one of the
twelve login pages when answering the setup Wizard questions.

Any photo or design background can be uploaded in a JPG format and displayed
as part of your login page. Combine a photo of your business and include your
logo using Photoshop® to create a custom login page.

Design and program your login page using HTML. This procedure takes longer but
gives the best results. Create a login page that looks like your website and then
create a ‘Walled Garden’ to make sure that your users are familiar with your
website.

Social media login Social Wifi hotspot login using the customers social media account (Facebook). With user
authorization the hotspot owner can access the customer profile and add 'likes' to the
hotspot owners social media web page.

Disclaimer Text and Editor When any user connects to the Internet they have to click a button and agree to the terms
and conditions of use. This is very important and protects the service provider from possible
legal action at a later date.

A standard disclaimer text is installed that is appropriate for US laws. A disclaimer editor
permits the text to be modified so that additional requirements can be added, or the text
can be translated to a different language.

Access Codes The login page can be setup so that the user only has to click on a button to agree with the
terms and conditions, however there is no control over who can access the Internet.

Alternatively the gateway can be setup in the controlled access mode. Users can be
authorized to access the Internet by generating access codes and giving one to each user.
Access codes can have a time duration from 30 minutes to 180 days and can also be
unlimited. An access code can also be terminated at any time.

Access codes ensure that only authorized users get access to the Internet.

Reports of Usage The Hotspot use can be monitored at all times by checking the usage report. This report
shows the number of users connected (obtained IP addresses) and authenticated (entered
a valid access code). The MAC address of each user is shown and the bytes each user has
transferred has shown. Any users abusing the Hotspot service can be easily seen. A check
box is provided to include the users MAC address in the blocked MAC list, thereby
preventing the user accessing the Internet.

Timer/Calendar for Many Hotspots are available 24x7 in businesses such as hotels. However the Hotspot in a
Availability dental office should only be available during business hours e.g. 9AM to 5PM). A 7-day
timer /calendar is provided to set availability of the Hotspot in 1 hour increments. Outside
the time that the Hotspot is activated the user will get a login screen with the message
‘Hotspot not available’.

Content Filter The content filter blocks access to websites that are not suitable for a public environment.
Content filtering services are provided by OpenDNS who have a basic free service and a
range of paid services when advanced content filtering rules are required.

Bandwidth Control All gateway products provide an overall bandwidth control where download and upload
speeds are set independently. In addition each access code can have a download and
upload speed associated that will override the overall bandwidth setting.

This feature enables tiered use of the Hotspot. A basic free low speed service can be
provided, and augmented with a paid service where the bandwidth is much higher. Typical
applications for such a service are student accommodation and motels.

Firewall GIS gateway products include a firewall that stops users on the public network (DMZ)
accessing computers in the business network behind the gateway. This feature permits the
public network and business network to share one DSL or Cable circuit.

The GIS-K1 also includes a second firewall that protects business computers (such as PoS
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Remote Management

Remote access to Wireless
Devices via Port
Forwarding

Monitoring and Alerting

Allowed and Blocked IP
and MAC Addresses

Network Port
Configurations

Backup and Restore the
Configuration

Upgrade Firmware

Tabulated Summary of
Features

terminals) from access via the Internet.

All gateway products can be managed from a remote location, provided that the network
DSL or Cable service has a fixed IP, and that the DSL/Cable router has a port forwarding
feature to provide access to the Hotspot gateway.

In the case where the DSL or Cable service has a dynamic IP allocation the Hotspot
gateway can be accessed remotely using the DynDNS service. The Hotspot gateway has a
DynDNS agent installed to permit the network IP address to be located via the DynDNS
server. A free test account is provided by DynDNS, and the monthly account fee is very low.

The Hotspot gateway port-forwarding feature allows access to devices from outside the
network (wireless access points) that are connected in the public network (gateway LAN
ports). This feature can be used in conjunction with the monitoring and alerting feature to
provide complete remote management and support for the Hotspot network.

It is very important that a Hotspot operator find out that a wireless network has problems
before the users do to avoid stressful calls and complaints. All our Hotspot gateways can
monitor LAN attached devices, such as wireless access points, for failure. The failure
warning is sent out via email to the owner or operator of the network. The installer can use
an existing email SMTP service to send the message. In many cases however the network
provider who offers the email service is not the one that the gateway is connected to.

All our gateway products have an agent for the STMP2go service that permits an email to
be sent out from any network. The SMTP2go service has a very low monthly charge and the
benefits of this service far outweigh the small cost.

When any computer connected to the public network must access the Internet without
requiring the login page then the device MAC address is included in the MAC bypass table.

Web sites that must be seen by users without login can have their IP addresses or URL’s
included in the IP bypass table. This feature permits a walled garden login when
implemented in conjunction with the custom login page feature.

When users abuse the Hotspot service then their computer MAC addresses can be blocked.
Look in the usage report table and identify users who are causing a lot of traffic. Then click
on the block MAC address to block that user from the Internet.

The LAN port configuration is set permanently as a DHCP server. The reason for this is that
IP addresses must be allocated to users as the IP’s are used to authenticate each user.
Other LAN port parameters can all be modified. The DHCP start and end addresses are used
to set the limit for the maximum number of users.

The WAN port can be either a DHCP client or can have a fixed IP. When the content filter is
activated the WAN DNS settings are replaced with those of OpenDNS.

The product configuration can be saved in a backup file. If the product is replaced or
configuration changes are made but previous settings are required then the configuration
file can be restored.

The configuration file of any gateway model can be restored on any other gateway model.
All gateway models use an identical file structure.

Firmware upgrades are released periodically for all gateway products. The upgrades include
new features that have been requested by customers. We also work on product
performance improvements. Firmware upgrades are free for our customers. There will never
be a charge for the latest firmware.

The tables on the following pages summarize the features provided with each product
model, grouped as: Performance

Access control

Management

Security

Billing

Benefits

Social WiFi
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All Guest Internet products include a feature for Social WiFi login.

Social WiFi permits the Hotspot user to long onto the network using his or her social media
account (Facebook).

When the user gives authorization, the Hotspot owner can download the users social media
profile and save via email. The user is also given the opportunity to ‘like’ the Hotspot
owners social media web page.

The user can bypass the social media request and begin using the Internet if desired. The
terms and conditions of social media usage do not permit the Hotspot owner to oblige the
user to login using his or her social media account in order to get Internet access.
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Social WiFi
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Guest Internet is committed to providing customers with an integrated product solution and
we work with partners to achieve this goal.

Partners provide us with value-added channels and with additional functionality that we
don't provide. Currently we have four functionality partners.
SMTP2go: Additional SMTP services for the gateway mail server
OpenDNS: Content filtering using their DNS service
DynDNS: Remote access service when the gateway network has a dynamic IP
PayPal: Payment services for the credit card billing feature
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3: PRODUCT INFORMATION

Current Products The Guest Internet product range extends performance from 25 users who can access the
Internet concurrently, up to 500 concurrent users.

The product range includes two wireless products suitable for installation in coffee bars and
small restaurants, for 25 and 50 users, and is being expanded from 10 to 1000 users. The
range also includes seven gateware models for 50 to 1000 users. The gateway models are
installed together with wireless access points and all compatible with products from all
manufacturers. Finally the product lineup includes an access code ticket printer then can be
connected to any of the gateway models.

The current product lineup is shown in the figure below:

At a Glance Product Model Features

GIS-K1 GIS-R2 GIS-R3 GIS-R4 GIS-R5 GIS-R6 GIS-R10 GIS-R20 GIS-R40 GIS-TP1

Core GIS features (] [ ] (] [} (] (] [ ] (] o
Social WiFi Hotspot [ ] [ J [ ] [ ] [
Advanced firewall (] [} [} (] (] [ ] (] ®

PayPal® & Credit Card Billing [ ] [ ] [ ] [ ] [ ] [ [ ] [ ]

Peer to peer Torrent blocking [ ] [ ] [ ] [ ] [ ] [ ] [ ] [ ]
2 Wan fail-over (] [ ] (]
4 WAN fail-over [ ]
Ticket printer support [ ] [ ([ ] [ ] [ ] [ ] [ [ [ ] [ ]

Built-in Wireless (WiFi)

Users 25 50 100 150 100 200 250 500 1000
Throughput 10Mb/s 10Mb/s 15Mb/s 20Mb/s 2x15Mb/s 40Mb/s 2x50Mb/s 3x100Mb/s 6x100Mb/s

® ® ® ® ® ® ® ® ®
GIS-K1 <
GIS-R40 Yy GIS-TP1
I
> & = e
GIS-R2 GIS-R3 GIS-R4 GIS-R5 GIS-R6 GIS-R10 GIS-R20

Guest Internet constantly incorporates the latest technology advances into the range of
gateway products. For this reason product specifications will change from time to time,
ensuring that you get the best performance for your budget.

Firmware upgrades are always free for the lifetime of the product.
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Your Guest Internet
Gateway Product
Contents

|

Your Guest Internet gateway product contains several components that have to be installed
and connected to make the system work. Your product package contains the following
components.

e Quick start guide (Please read this document before operating your GIS product)

e Gateway unit
e  Ethernet cable

e  Power supply

ﬁ Guest T, Hotspot Gateway
Intermet

ﬂlﬂﬁ'ﬂl‘mm TR T IR AT E T ST T TS LT
o i b b b L ey
it et e M bt s “

B P ro—
i

T i, 1
1 S ) S B S
a

[ Yo ST ———

When you receive your Guest Internet product, first verify that you received the items
listed above.

If one of these items is missing then please inform our customer support immediately;
contact information is provided on our website.

This manual is downloaded from our Web site to ensure that you always get the latest
version. See the manual download URL on the rapid start guide card or copy this link:

http:/ /www.gquest-internet.com/manual
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GIS-K1 Gateway

GIS-K1: The wireless
gateway has five
Ethernet connectors. One
is for the Internet or
WAN, and is connected to
the DSL router. The other
connectors are the LAN
ports. These ports can
have any network device
or computer connected.

The LAN ports can also be
optionally configured to
extend the hotspot
network by adding
wireless access points.

If more LAN ports are
required then a switch
can be connected to one
of the LAN ports.

The GIS-K1 is shown with
guest laptop computers,
tablets and smart-phones
connecting wirelessly

The GIS-K1 is a wireless hotspot gateway for up to 25 concurrent users; this means that
the unit can have wired computers connected directly to it (Internet kiosks, business center
computers, etc), and can have wireless access points connected to it. Each wireless access
point can provide a wireless, or WiFi connection for laptop computer users who are within
range of the wireless transmission. The GIS-K1 has all the features of the GIS-R4, including
social media login, peer to peer (P2P) blocking and credit card billing, for up to 25 users.
The GIS-K1 gateway product is shown below.

12volt power supply
For 110/220volts

GIS-K1 Wireless Internet Gateway

B Disclaimer to accept the terms and
%4. conditions

Guest computers

DSL / cable router

Internet
- Mebwork

B -

Office computers
isolated from the '
ublic WiFi
P i A
0,
o s 7

The internal wireless access point can be expanded by connecting additional wireless
access points to the LAN port via a switch.
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The GIS-K1 is shown with
additional wireless access
points connected to the
LAN ports that will
extend the wireless hot
spot network. Each LAN
port is firewalled to
prevent public hotspot
users hacking into
business computers that
are connected to the
same DSL/cable circuit

The GIS-K1 is shown with
the GIS-TP1 ticket printer
what will permit printing
of access codes. A tablet
computer connects to the
GIS-K1 via wireless to
control ticket printing

<

|
e il
% HR
s

Guest computers

o
——

GIS-K1 Wireless Internet Gateway

DSL router

=
e

—

Expansion
wireless
access points

=

GIS-TP1 ticket printer

Point of Sale
(PoS)
computer

<

Ticket printer

GIS-K1 Wireless Internet Gateway
Acce ss controlled by code with the

DSL / cable

W

Internet
Metwork

Touch
screen

Credit card
reader

router

Internet
Mebwork
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GIS-R2 Gateway

The GIS-R2 gateway has
five Ethernet connectors.
One is labeled Internet
and is connected to the
DSL/cable/T1 router. The
other four connectors are
labeled LAN to LAN4. A
computer can be
connected to the LAN
ports directly or via a
wireless access point. If
more LAN ports are
required then a switch
can be connected. There
is also a power plug for
the 12 volt connector, and
a reset button to reset the
unit to factory defaults.

The GIS-R2 is shown with
wireless access points
connected via a switch to
the LAN port. Business
computers connected to
the same DSL circuit as
the WAN port are
protected from hacking by
the PCI DSS compliant
firewall.

GIS-R2 power supply and
connections

12 volt power supply

Use only the power supply
provided to avoid damage

The GIS-R2 is a hotspot gateway for up to 50 concurrent users; this means that the unit
can have wired computers connected directly to it (Internet kiosks, business center
computers, etc), and can have wireless access points connected to it. Each wireless access
point can provide a wireless, or WiFi connection for laptop computer users who are within
range of the wireless transmission. WiFi enabled devices include notebook computers,
MAC™ computers, iPhones™, iPods™, and Blackberries™. The GIS-R2 has many of the
features of other GIS gateway products, however credit card billing and peer to peer
(Torrent) blocking are not included. The GIS-R2 gateway product is shown below.

Wireless access points ' ' | —
1
~ g DSL/ Cable
g _ Ensure that the Internet circuit
|

has sufficient speed for the

F ] T number of i
=1 T | people who will be
e 7] [ | = connected
& = =
GIS-R4 Hotspot Gateway -
Business computers are
Internet Kiosk protected from hacking by the

GIS-R4 firewall

i[]?

12 volt power

supply for
110/220volts
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GIS-R3 Gateway

The GIS-R3 gateway has
two Ethernet connectors.
One is labeled Internet
and is connected to the
DSL/cable/T1 router. The
second connector is
labeled LAN. A switch can
be connected to the LAN
port to permit several
wireless access points to
be connected. There is
also a power plug for the
12 volt connector, and a
reset button to reset the
unit to factory defaults.

The GIS-R3 is shown with
wireless access points
connected via a switch to
the LAN port. Business
computers connected to
the same DSL circuit as
the WAN port are
protected from hacking by
the PCI DSS compliant
firewall.

GIS-R3 power supply and
connections

12 volt power supply

Use only the power supply
provided to avoid damage

The GIS-R3 is a hotspot gateway for up to 100 concurrent users; this means that the unit
can have wired computers connected directly to it (Internet kiosks, business center
computers, etc), and can have wireless access points connected to it. Each wireless access
point can provide a wireless, or WiFi connection for laptop computer users who are within
range of the wireless transmission. WiFi enabled devices include notebook computers,
MAC™ computers, iPhones™, iPods™, and Blackberries™. The GIS-R3 gateway product is
shown below.

,GIS-R3 Hotspot
Gateway

<4—) Internet

DSL/
Cable

—— .. Point of Sale
screen (Pos) is
g protected from

Wireless access B

hacking by the
points Ticket printor Credit CE“"E firewall

reader

12 volt power
supply for
110/220volts

e Guest |
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GIS-R4 Gateway

The GIS-R4 gateway has
five Ethernet connectors.
One is labeled Internet
and is connected to the
DSL/cable/T1 router. The
other four connectors ares
labeled LAN to LAN4. A
computer can be
connected to the LAN
ports directly or via a
wireless access point. If
more LAN ports are
required then a switch
can be connected. There
is also a power plug for
the 12 volt connector, and
a reset button to reset the
unit to factory defaults.

The GIS-R4 is shown with
wireless access points
connected via a switch to
the LAN port. Business
computers connected to
the same DSL circuit as
the WAN port are
protected from hacking by
the PCI DSS compliant
firewall.

Virele
z i — 1oe, POINt Of Sale
@<= T e (PoS) is
™ a8 - protected from

The GIS-R4 is a hotspot gateway for up to 100 concurrent users; this means that the unit
can have wired computers connected directly to it (Internet kiosks, business center
computers, etc), and can have wireless access points connected to it. Each wireless access
point can provide a wireless, or WiFi connection for laptop computer users who are within
range of the wireless transmission. WiFi enabled devices include notebook computers,
MAC™ computers, iPhones™, iPods™, and Blackberries™. The GIS-R4 gateway product is
shown below.

Ss access points

<4—) Internet

DSL/
Cable

=~

hacking by the

(v
Y

= Ticket prnter Credit card GIS-R2 firewall
GIS-R4 Hotspot Gateway

GIS-R4 power supply and
connections
12 volt power supply
Use only the power supply
provided to avoid damage

12 volt power

supply for
110/220volts
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GIS-R5 Gateway

The GIS-R5 gateway has
five Ethernet connectors.
Two are labeled WAN1
and WAN 2 for connection
to two DSL/cable/T1
routers. Three connectors
are labeled LAN1, LAN2
and LAN3. Any network
device or computer can be
connected to these ports.
If more LAN ports are
required then a switch
can be connected.

The GIS-R5 is shown with
wireless access points, a
business center computer
and a kiosk are connected
to a LAN port via a switch.
Business computers
connected to the same
DSL circuit as the WAN
port are protected from
hacking by the PCI DSS
compliant firewall.

GIS-R5 power supply and
connections

12 volt power supply

Use only the power supply
provided to avoid damage

0 Guest
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The GIS-R5 is a dual-WAN hotspot gateway for up to 100 concurrent users; this means
that the unit can have wired computers connected directly to it (Internet kiosks, business
center computers, etc), and can have wireless access points connected to it. Each wireless
access point can provide a wireless, or WiFi connection for laptop computer users who are
within range of the wireless transmission. WiFi enabled devices include notebook
computers, MAC™ computers, iPhones™, iPods™, and Blackberries™. The GIS-R5 gateway
product is shown below.

DSL/T1 circuit

Point of Sale (PoS) computer is protected
from hacking by the firewall
Internet

d DSL/T1 circuit Hetwark
d o ! Dual WAN load balance
Q 4 = with fail-over

.- Touch
Fay .-, - JI seroen
g :
— Business

Crodit carg
roader
Wireless Internet center
computer

i Internet  ricketprner
| Kiosk

i

WAN1 WAN2 LAN1 LAN2 (WK RESET

12 volt power
supply for
110/220volts
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GIS-R6 Gateway

The GIS-R6 gateway has
two Ethernet connectors.
One is labeled Internet
and WAN, and is
connected to the
DSL/cable/T1 router. The
connector labeled LAN is
connected to computers
wireless access points via
a switch. If more LAN
ports are required then
the switch can be
expanded.

The GIS-R+ is shown with
three wireless access

=~

The GIS-R6 is a hotspot gateway for up to 200 concurrent users; this means that the unit
can have wired computers connected directly to it (Internet kiosks, business center
computers, etc), and can have wireless access points connected to it. Each wireless access

T

point can provide a wireless, or WiFi connection for laptop computer users who are within
range of the wireless transmission. WiFi enabled devices include notebook computers,

MAC™ computers, iPhones™, iPods™, and Blackberries™. The GIS-R6+ gateway product

is shown below.

points connected via a " Internet
switch to the LAN ports. DSL/
Business computers — Cable
connected to the same ‘;'ﬁ / - Router
DSL circuit as the WAN (@ = { Point of Sale
n Touch
port are protected from L& B = ternet I-] scren compu(t':??s)
- - = | S nterne
hackln_g by _the PCI DSS Wireless Internet 5::;2‘:55 Eg‘i J| ‘ Kiosk "-'I?""-}_Jr protected from
compliant firewall. computer : et pm, Cret card hackms;i'l?g v:l;fl
GIS-R6 power supply and
connections
24 volt power supply
Use only the power supply
provided to avoid damage
24 volt power
supply for
110/220volts
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GIS-R10 Gateway

The GIS-R10 gateway has
three Ethernet
connectors. Two are
labeled WAN1 and WAN 2
for connection to two
DSL/cable/T1 routers.
The connector labeled
LAN1 can have computer
can be connected directly
or via a wireless access
point. If more LAN ports
are required then a switch
can be connected for a
maximum of 250 ports.

The GIS-R10 is shown
with two wireless access
points connected to the
LAN port via a switch. The
two WAN ports are DSL
and Cable circuits.
Business computers
connected to the same
DSL circuit as the WAN
ports are protected from
hacking by the PCI DSS
compliant firewall.

GIS-R10 power supply
and connections

12 volt power supply

Use only the power supply
provided to avoid damage

0 Guest
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The GIS-R10 is a hotspot gateway for up to 250 concurrent users; this means that the unit
can have wired computers connected directly to it (Internet kiosks, business center
computers, etc), and can have wireless access points connected to it. Each wireless access
point can provide a wireless, or WiFi connection for laptop computer users who are within
range of the wireless transmission. WiFi enabled devices include notebook computers,
MAC™ computers, iPhones™, iPods™, and Blackberries™. The GIS-R10 gateway product is
shown below.

GIS-R10

il

DSL/T1 circuit

Point of Sale (PoS) computer is protected

from hackir by the firewall

£
DSL/T1 circuit Hetwark

g Dual WAN load balance
. with failover
L

Internet ket pnter Sredtcard
Business ﬁ | Kiosk
Wireless Internet center

computer e

Internet

D

1ZE

12 volt power
supply for
110/220volts
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GIS-R20 Gateway

The GIS-R20 gateway has
four Gbit Ethernet
connectors. Two ports are
configured for WAN
connections. Two ports
are configured for LAN
connections with
independent and isolated
subnets. Any network
device or computer can be
connected to the LAN
ports. If more LAN ports
are required then a switch
can be connected.

The GIS-R20 is shown
with wireless access
points and Internet kiosks
connected via a switch to
one of the LAN ports. The
two WAN ports provide
load balancing and fail-
over for redundant
operation. Business
computers connected to
the same DSL circuit as
the WAN ports are
protected from hacking by
the PCI DSS compliant
firewall.

GIS-R20 power connector
12 volt supply

4-pin power connector

12 volts, 3amps

Use only the power supply
provided to avoid damage

0 Guest
[nternet
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The GIS-R20 is a hotspot gateway for up to 500 concurrent users; this means that the unit
can have wired computers connected directly to it (Internet kiosks, business center
computers, etc), and can have wireless access points connected to it. Each wireless access
point can provide a wireless, or WiFi connection for laptop computer users who are within
range of the wireless transmission. WiFi enabled devices include notebook computers,
MAC™ computers, iPhones™, iPods™, and Blackberries™. The GIS-R20 gateway product is
shown below.

GIS-R20

DSL/T1 circuit

DSL/T1 circuit ‘ ‘ ‘
ﬁ Wireless
Dual WAN In.ternet ﬁ Internet
Load balance  Kiosks o)
With fail-over

Internet

- ‘ L I.

12 volt 3Amp
power supply for
110/220volts
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GIS-R40 Gateway

The GIS-R40 gateway has
eight Ethernet
connectors, Four
connectors are Gbit and
for connectors are 100Mb.
Up to 6 ports are
configured for WAN
connections. Two or more
ports are configured for
LAN connections with
independent and isolated
subnets. Any network
device or computer can be
connected to the LAN
ports. If more LAN ports
are required then a switch
can be connected.

The GIS-R40 is shown
with wireless access
points and Internet kiosks
connected via a switch to
one of the LAN ports. The
two WAN ports provide
load balancing and fail-
over for redundant
operation. Business
computers connected to
the same DSL circuit as
the WAN ports are
protected from hacking by
the PCI DSS compliant
firewall.

GIS-R40 power connector

The GIS-R40 is a dual-core hotspot gateway for up to 1000 concurrent users; this means
that the unit can have wired computers connected directly to it (Internet kiosks, business
center computers, etc), and can have wireless access points connected to it. Each wireless
access point can provide a wireless, or WiFi connection for laptop computer users who are
within range of the wireless transmission. WiFi enabled devices include notebook
computers, MAC™ computers, iPhones™, iPods™, and Blackberries™. The GIS-R40
gateway product is shown below.

QUAD- WAN load balance with fail-over

DSL/T3 circuit 1

Internet ° —I
Network
DSL/T3 circuit 4
Wireless
Internet
Property Switch
management = Touwen o .
system (PMS) —L = Business
. . J center
or point of Wired guest rooms ﬂ t
sale (PoS) e card ‘@ - compiier
Ticket printer reader
12 volt supply
4-pin power connector
12 volts, 3amps pouer supply for
110/220volts
Use only the power supply
provided to avoid damage
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GIS-TP1 Ticket Many Internet WiFi Hotspots are configured so that the user has to type an access code to
R be connected to the Internet. This procedure prevents unauthorized users from getting
Printer Internet access. Guest Internet gateways have a page to generate access codes which can
be downloaded to a spreadsheet and printed on labels. GIS gateways also have an
application program interface (API) that allows point of sale (PoS) systems to request an
access code and print the code on the PoS ticket printer. The GIS-TP1 provides an
alternative to print access codes on demand when the user requests a code. This greatly
simplifies the management of access codes as it is no longer necessary to generate a large
number of codes and then print codes using a computer. A hotel reception desk or
concierge can now print access codes for guests. A coffee bar can print access codes for
guests when purchases are made. Codes are printed using the touch screen of a tablet
computer. This can be a low cost Android tablet with a 7inch display screen, or an Apple
iPad tablet. Ten access codes can be pre-configured and appear as buttons on the screen
of the tablet computer.

Like all Guest Internet gateway products, the ticket printer is very easy to install and
operate. The ticket printer should be connected to a LAN port of the GIS gateway using a
switch. Wireless access points will also be connected to the GIS gateway using the same
switch. Next, the ticket printer is configured using the GIS administrator page to select up
to ten access code durations as ticket options. A new login password is also created for the
tablet computer login. Finally, the tablet computer wireless should be connected to the GIS
gateway via the wireless access point. Open the browser and use the ticket printer login.
The ticket select buttons are then displayed on the screen.

GIS-TP1 access code
ticket printer

The GIS-TP1 ticket printer uses 58mm thermal paper that can be obtained from any office
supplies store. 58mm thermal paper is used by point of sale thermal printers.

The GIS-TP1 ticket printer has an Ethernet connection that must be connected to a LAN
port of the gateway, either directly of via a switch. The GIS-TP1 cannot be connected to
the WAN port of the gateway.

The GIS-TP1 is connected to the gateway as shown in the figure below. A separate tablet
computer is required to control ticket printing.

6 fuest .
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DSL/
Cable

GIS-TP1 network

connection I

GlIS-gateway

Wireless Internet

Ticket printer
Control tablet

GIS-TP1 ticket printer

Power Ethernet

GIS-TP1 power connector

12 volt 3amps power

supply The power and data connections
of the GIS-TP1 are underneath the
Use only the power supply unit to the rear.

provided to avoid damage Use only the 12 volt, 3 amp power

Connect the Ethernet data supply provided with the unit.

cable as shown A power on/off switch is located at

the rear of the printer.

The GIS-TP1 is shipped together with the following accessories
- Power supply, 12 volts, 3Amps
- Ethernet cable
- Quick start guide

e Guest .
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4: PREPARING YOUR GATEWAY FOR USE

Installing the When the GIS-gateway has been configured it can be installed in the business network.

Gateway Product in a

features required for the business network.
Computer Network

Configuration changes may be necessary for the GIS-gateway to provide all the desired

Several different network configurations are possible when installing the GIS- gateway. It is

important to recognize that restrictions are placed on the network design if the network

has any computer point-of-sale terminal that is used to process credit card information.

The Payment Card Industry Data Security Standard (PCI DSS) requires all
businesses to ensure that credit card information is protected, by preventing unauthorized

access via the network, using one or more firewall products.

Network designs have two points of entry for hackers who try to steal credit card
information from point of sale computers. The first point of entry is through the Internet
connection. The outbound Internet connection is required to process credit card
information. However the inbound direction has to be blocked to prevent hackers using the

internet to access the point of sale computers.

The second point of entry is through any wireless access point that is provided for guests
and visitors to get Internet access. The PCI DSS standards recommend that two separate
Internet circuits should be used: one for the point of sale system, and one for the public

guest Internet network.

One Internet circuit can be used when firewall devices are installed to protect the point of
sale system from attack. A firewall however is only as good as the person who configures
the firewall. It is necessary to take great care when writing the firewall rules to ensure that

no path exists for a possible attacker.

PCI DSS compliant network configurations are shown in the following figures. Additional

information about PCI DSS recommendations can be found at this URL.

https://www.pcisecuritystandards.org/security_standards/pci_dss_download_

agreement.html

The gateway connected
to a DSL router to provide
Internet access for
guests

Point of Sale
d_;?l__- . o (PoS)
h . Internet computer is
Business %
Wireless Internet center g J \ Kiosk Q protected from

mouter - o Cred cam"@ hacking by the
- ic rinter -
compute icket pri reader firewall
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The next figure shows the GIS-gateway connected to a business network that has an
Internet connection via DSL or T1. The GIS-gateway firewall blocks access of public
network DMZ (de-militarized zone) users to the business network computers for PCI DSS

compliance.

. . Public user access is blocked to the business
Gateway Firewall Details network that includes a point of sale terminal

Set private IP range 192.168.xx.xx 172.16.xx.xx
or 10.xx.xx.xx to prevent access from the public

network

Public network (DM2): wireless
hotspot, kiosks, busine ss center

GIS-R6

DSL/T1
o circuit
Inventory
Business Internet I:]nt:rne:
Wireless Internet center Kiosk s ST ELWOr .
computer R
PoS

The next figure shows a business network with full PCI-DSS compliance: a single firewall
isolates the business network and public network (DMZ). With this configuration it is
possible for one of the business computers to generate and manage access codes using the
GIS-gateway providing that the computer has been authorized to do so within the firewall.

Gateway Connected via a Firewall Firewall: isolates the public and private
networks. Protects the private network

Public network (DM2): The gateway
from attack via the Internet

cannot be accessed from a business

network computer

GIS-R6
oo s g DSL/T1
ireui
Switch circuit
| 3 BTN aean
4 | swi
Switch Inventory

j ~:::’L‘ - =

= ' = Internet
Business = Internet Metwaork

. ter a Kiosk |
Wireless Internet cen e
computer — |
PoS
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The GIS K1+/K3 wireless gateway devices are configured differently to the GIS-R-series
gateway devices. Configuration changes may be necessary for the GIS-K1+/K3 to provide
all the desired features required for the business network.

Several different network configurations are possible when installing the GIS-K1+/K3. It is
important to recognize that restrictions are placed on the network design if the network
has any computer point-of-sale terminal that is used to process credit card information.

The Payment Card Industry Data Security Standard (PCI DSS) requires all
businesses to ensure that credit card information is protected, by preventing unauthorized
access via the network, using one or more firewall products.

Network designs have two points of entry for hackers who try to steal credit card
information from point of sale computers. The first point of entry is through the Internet
connection. The outbound Internet connection is required to process credit card
information. However the inbound direction has to be blocked to prevent hackers using the
internet to access the point of sale computers.

The second point of entry is through any wireless access point that is provided for guests
and visitors to get Internet access. The PCI DSS standards recommend that two separate
Internet circuits should be used: one for the point of sale system, and on for the public
guest Internet network.

One Internet circuit can be used when firewall devices are installed to protect the point of
sale system from attack. A firewall however is only as good as the person who configures
the firewall. It is necessary to take great care when writing the firewall rules to ensure that
no path exists for a possible attacker.

PCI DSS compliant network configurations are shown in the following figures. Additional
information about PCI DSS recommendations can be found at this URL.

https:/ /www.pcisecuritystandards.org/security_standards/pci_dss_download_
agreement.html

All GIS hotspot gateway products have identical PCI DSS compliant firewalls.

Internet
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Switching the
Gateway Product on
for the First Time

Connect your computer to
the gateway product LAN
port

Connect your computer
using the wireless
interface. Look for the
network name (SSID):
Hotspot and connect

The GIS-gateway must be configured before it can be used. The product has a very easy to
use Wizard which speeds through the configuration process. Configuration takes around
five minutes.

The GIS-gateway must be connected as shown in the diagram at the bottom of this page.
The INTERNET port must be connected to the Internet via the DSL router. The GIS-
gateway cannot be configured without Internet access. The computer Ethernet cable is
connected to any LAN port

When the GIS-gateway is connected as shown in the diagram the power supply should be
connected. Check the power on LED is lit on the front of the enclosure, or the LCD display
is lit on some models. The WAN link LED indicates that the Internet port is connected to
the DSL router, on models with the LCD display a message indicated this connection.

Next switch on the computer. When the computer has booted up then open the browser.
If the browser gives a message that the Internet is not available then check the Ethernet
cable and connectors between the GIS-gateway LAN port and the computers Ethernet
connector.

Product Configuration

DSL

Internet port Cable

Internet
Network

Configuration
computer

The GIS-K1 must be connected as shown in the diagram on the following page. The GIS-K1
INTERNET port must be connected to the Internet via the DSL/Cable/T1 router. The GIS-
K1 cannot be configured without Internet access. The computer wireless network interface
is connected to network name: Hotspot

When the GIS-K1 is connected as shown in the diagram the power supply should be
connected. Check power on LED is lit above the enclosure. A LED indicates power is
connected and a LED indicates that the Internet port is connected to the DSL router.

Next open the computer browser. If the browser gives a message that the Internet is not
available then check the wireless connection between the GIS-K1 and the computer.

Setup wizard

Router

DSL
Or
WAN Cable
Internet port
Internet
& Mestwork

__..-". Configuration

e e,
%
e __,-"-f computer

With the Guest Internet gateway connected as shown, proceed to the Wizard configuration

process.

@ Guest .
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Connecting Your
Computer Browser to
the Guest Internet
Product

When the browser
window openes it will go
to the home page URL

If the Setup Wizard is not
displayed then type the
website name:

www.aplogin.com

0 Guest
[nternet

Guide to Operation
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When your computer is connected to the GIS-gateway (previous section) then you
can start the configuration and set up process using your computer browser. The
set up process can be done with any type of browser.

When a browser opens it is usually directed to go to the home page. This is the page you
always see when the browser opens.

When you open your browser your home page will change, instead of your usual home
page you will see the Guest Internet setup wizard.

If you did not have a home page set in your browser you should type the following into the
URL address line.

http://aplogin.com

The setup wizard will appear only the first time you power up the device. When the Guest
Internet product has been configured then the configuration wizard is no longer shown. It
is replaced by a login page, which was generated by the setup wizard.

&
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The Quick Start

Wizard: Get Your
Gateway Working
Quickly

6

Guest .

The first time that you connect to your Guest Internet gateway product you should see the
page shown below displayed in your Internet browser window.

The screen shows that there are five steps to complete the setup process. Each step is a
page that requires some information to be typed in or an option selected.

Please read through this manual first before setting up your Guest Internet product.

E Internet Hotspot Gateway
) Guest Internet Solutions GIS-RG+

8 Connecled to the Intemet: YES

Setup Wizard ¥ Setup Wizard
| Introduction |
‘Test Infernet access This WIZARD will only appear the firsi lime this unit is booled. The WIZARD allows
you o set up the login page displayed o your customers. Please complete the
o el information that is requested, if you don't want to provide an item of information then
Login page branding leave the field blank.
Guest access control

Status Adfter the selup process is completed your customers will see your custom login page
each time they access the Intemnet.

System information

Connected users

Usage reporis

Billing reports
Management —P scnen —p SETUP

Manags codes Cautra)

Hotspot availability

Change password

Reboot system
Advanced Settings ¥

The steps for the selup process are shown below:

© Fired Syetems inc, 2012 Trademarks, Sefvice marks and 10gos are proparty of thall FeSpective Dmners. Privacy policy Temms and condilone

The purpose of the setup wizard is twofold
(a) Verify that the gateway is connecting to the Internet

(b) Configure the login page that your guests will see when they try to connect to the
Internet

During the wizard set up process you will be requested to enter information about your
business that will be shown to guests on the login page. It is always good to present your
website address, email address and telephone number for guests to note or save on their
computers. All information is optional: if you don't type it in it will not be shown on the
login screen.

In addition to your business information you can also type in an advertising message. The
message could tell guests about a special offer, or provide information essential for guests.
You can also log in at any time to change the advertising message.

Internet
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Check the Internet

Connection

The TEST INTERNET ACCESS setup page verifies that your Guest Internet gateway product
is connected to the Internet. The setup process cannot be completed unless the product is
connected to the Internet.

Look on the top right hand corner of the browser window. You will see a green YES or a
red NO. If you have a green YES then your product is connected to the Internet and you
can proceed to the next page by clicking on the button ‘Continue to Step 2'.

@ hitp//aplogin.., 2 ~ B O X | € setup Wizard

. Internet Hotspot Gateway
Guest Internet Solutions GIS-R5+

Connecled to the Intemet: YES

Setup Wizard ¥ Setup Wizard

Intreduction
Test Infemnet access Tasl Confgurs Login Guast
Comgwehospot  setup ¥ lenst —b teliee — veie — s — Sih
Login page branding
Guest access control
Status TEST INTERMNET ACCESS: Verify this product can connect to the Internst
System information
Connected users Look at the fop right hand comer of this page for "Connected to the Internet”.
Usage reports
Billing reports If a green YES is showing in the box above, you can proceed by clicking on the button
Management below.

Mm?‘tr;ag; mqfsbﬂ. If a red NO is showing then you have either not connected this device fo the Intemet or
pot availability there is a problem. Make sure you have connected a CATS ethemet cable with
Change password Internet access fo the LAN port, if you have a DSL or cable modem or router, this is
Reboot system the same cable you would use to connect your computer to the modem: If you have
Advaniced Settings ¥ just connected the cable to this device then click to fest the conneclion

If you slill see a red NO dick to correct the problem.

Continue to step 2

© Fired Systems Inc. 2012 Trademarks, service marks and logos are proparty of thelr respective owners. Privacy policy Tenms and conditions

If you see a red NO then you have a connection problem.

First verify that your DSL modem provides a good Internet connection by connecting a
computer to the DSL modem using an Ethernet cable.

Verify that the Guest Internet product is connected to the DSL router (check that the blue
LED is lit) and then click on *click to test the internet connection’.

If the Internet status still shows a red NO then click on *click to correct this problem’.

Verify that your DSL modem is a ‘DHCP server’. You may need help from an IT or network
person to answer this question. Click on the link *click to attempt an IP address’ shown on
the following page.

You may have a shared T1 service in which case you will have to configure your Guest
Internet product with a ‘fixed IP address’. You can click on Advanced Settings and then
click on Network Interfaces to set a fixed IP address. This procedure is explained later in
this manual. Your T1 service provider will tell you what IP address should be configured.

@ Guest .
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- . Internet Hotspot Gateway
) Guest Internet Solutions

Cannected to the Intemet: YES

Setup Wizard ¥ Setup Wizard

Infroduction

Tesilntemd acl:.ess Tasl Configurs Legin Guast
e i START e SETUP
Configure hotspot SETUP —.- INtBmel w— HOf SOt =e—  Page e Accesd FINISH

Accaze Saitings Eranding Control

Login page branding

Guest access control
Status TEST INTERNET ACCESS: Verify this product can connect to the Internet

System information

Connected users Look at the top right hand comer of this page for "Connected to the Internet”.

Usage reperis

Billing reports If a green YES is showing in the box above, you can proceed by clicking on the button
Management below.

it cod
anagc: .stﬂ.l_ If a red NO is showing then you have either not connected this device fo the Infermet or
Hotsinl avadsthwiily there is a problem. Make sure you have connacted a CATS ethemet cable with
Change password Intemet access to the LAN pori. if you have a DSL or cable modem or router, this is
Reboot system the same cable you would use to connect your computer to the modem. If you have
. just connected the cable to this device then click to test the conneclion.
Advanced Settings ¥

If you still see a red MO cdick o comect the problem,

You may need fechnical help for this step from your network
or DSL provider.

This product is set as a "DHCP client”. Check with your DSL
or network provider fo confirm that the router you have is a
"DHCP server”

If your provider tells you that devices have to be configured Set fixed IP

with a "fced IP addrese™ then you will need to ask what IP
access you should use. The IP address is four groups of three
digits and will lock like this example 192.168.90.3. Use the
button on the right 1o set the IP address you were given by
your DSL or network provider.

If you are sure that you are using DHCP then click to attempt
fo get an IP address.

Continue to step 2

& Fired Syetems inc, 1012 Trademarks, service marks and logos are proparty of their respective cwners. Privacy policy Tenmes and conditions

If you still have a red NO after trying the steps described above then you will have to call a
network specialist to help you. You can contact a network specialist by calling local IT
companies. You may also find a network specialist by calling your high speed Internet
service provider.

It is likely that your DSL router or cable modem has a firewall that is preventing the GIS-
gateway connecting to the Internet. You should look at your DSL router configuration to
‘enable NAT'ing devices'.

Unfortunately our support line cannot help you with this problem because an on-site
inspection is required. The network specialist will visit your premises to diagnose and
correct the problem.

Configuration of the Hotspot gateway cannot be completed until a connection to the
Internet is obtained. Connect the gateway to an alternative DSL or cable service to
complete the configuration process.

Guest | .
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Set the Time Zone
and Password

6

Guest .

When your Guest Internet product has a good connection to the Internet and you have
clicked on the link to proceed to page 2, then you will see the page shown below.

. Internet Hotspot Gateway
) Guest Internet Solutions GIs-Rs+

Connecled to the Intemnet: YES

Setup Wizard | Setup Wizard

Introduciion
Test Intermet access Tost Configurs Login Cuset
START SETUP
M r 1 —'- Internet —’ Huof $pot —} Fage —'- Aocass
| Configure hotspet | SETUP Access zattings Branding Contral FINISH
Login page branding
Guest access control

CONFIGURE PRODUCT: Set the product operating parameters
Status

System information Time zone: S

Connected users Deﬁr?&e n}_ng dispiayed for |JS/Eastem E
Usage reporis loging and logowts

Billing repaorts Admin password:
Username is always admin
Kesp the password safe

Management

Manage codes

Hotspot availability Repeat password:

Change password

BEtootsysten [ Save setting and continue to step 3 |
Advanced Settings ¥

© Fired Systams inc, 3012 Trademarks, service marks and logos are proparty of their respective oaners. Privacy policy Tenms and condiilons

The GIS-gateway synchronizes with Internet time and date to time access codes and
provide the data and time for the usage log. It is necessary to first select the time zone for
the gateway. Click on the arrow at the right of the box to see the drop down menu. Select
your time zone from this list. The default time zone is US eastern time.

The GIS-gateway has no default administrator password. The administrator access
password must be entered in the box. Guest Internet products can only be operated when
a unique password has been entered, following the recommendations of the Payment Card
Industry Data Security Standard (PCI - DSS). Create a ‘strong’ password using the following
rules:

The password should be at least 8 characters
Don't use words that are in the dictionary

Include capital letters, numbers and punctuation marks in the password

The GIS-K1 and GIS-K3 wireless gateways have an additional box to set the hotspot name
(SSID) that is broadcast wirelessly. The default name is HOT SPOT. A name should be
selected that can be recognized by users (e.g. Coffee Bar Hotspot).

See the screen on the following page.

Internet
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B

i Fawieites

R Setup W

Edtup Wiard ¥
I rosd bom
Test inlemred access
T Nolsmo
Logn page branding
Gues acoess conlng
SERLE
Sysiem inlomation
Cormecied users
Usage repors
Manigement
Manape codes
Holspod avaiabily
Chrange passwnnd
Feboot syslem
Agyamsss SeInngs §

-8

Guest Internet Solutions

W
Wl

-FI HOTSPOTS 1

P —

e Paes Goene Tookv i 8

Internet Hotspot Gateway
Gl5-K1

Connecied o e inlemet YES

Setup Wizard

SETIRR

CONFMIURE PRODARCT. Bet the prosdwct operating paramsetears

Kame of Hot Spot:
THiS b5 Mie mame cusAvners
WA SEE on e pomGuter

Hat Erad|

Tieme ZOnE:
Defmes dme arsmayed i
foipns g ooty

Adenin pasransrd:
Lisprname 15 akvaps aomim
HEED Me DassenT =ais

Al pasEWaTE

| sawe serting and continue ta step 3 |

When you have completed this screen click on the button to proceed to step 3.
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Enter Your Business
Information for the
Login Page

The first option you select is the
category that describes your
venue. This selection determines
the login page background
image. The information you type
into the boxes will be displayed
on your login page. It is
important that you provide
guests with the information they
need to email to friends or make
a return reservation. In addition
to your business information you
can also type in an advertising
message so that you can
promote a product or service.
You may not want your guests
to see all the information listed
on this page. Type in only the
business information that you
want your guests to see on your
custom login page. Ignore the
boxes where you do not wish to
provide the information. When
you have completed this screen
click on the button to proceed to
step 4.

The next step in the setup process is the creation of the login page. Your guests will see
this page when they connect to your Internet service. Your guests have to click on the
disclaimer or enter a code to access the Internet.

-- 2 Internet Hotspot Gateway
) Buest Internet Solutions

Connected to the Intemet: YES

Setup Wizard ¥ Setup Wizard

Introduction
Test Intermet access Teat Caonfigurs Login Cuset
START i SETUP

Configure hotspot setup P i Sottings . acces = Fimisu

Guest access conirol
Status

Sysiem information

Connected users

Usage reporis

Billing reporis

LOGIN PAGE BERANDING: Generate the login page used by customers

Set login page background:

Management
Manage codes
Hotzpot availability
Change password
Reboot system

Advanced Settings =

2 Pocl area 1 Sports bar 2 2 Restaurant

% Custom background image (Uploaded via Login Seffings Page}
A cugiom background Image or login page can be added via the advanced login saifings page afisr ssiup.
Enter business information to present to customers:

Business Mame:
(max £0 charsciers)

Business Address.
Business City:
Business Sate
Business Zip:
Business Phone:
Business Email-
Business Web Site: hitplf
Enter advertizement message: Leave blank if no message is required.

Customers will see this
when they log in:

fmEx 140 charaders|
Page fitle; Wireless (Wi-Fi) Intemet Hot Spat

Selecting 3 background image will erase a custom login page and background.

[ Save setiing and continue fo step 4 |

© Fira4 Syslems Inc, 2012, Trademarks, eervice marks and loges are propenty of Melr reepeciive QWNesE. Privacy palicy Terms and canditions [
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Select Disclaimer or
Code Access 1.

The next step is to select the type of access control you require. You have two options.

Unlimited access: The guest sees the login page and has to click on the disclaimer

button to get Internet access.

2. Controlled Access: The guest has to type in an access code. The code is
generated using the MANAGE CODES menu option and can be given or sold to the

guest.

The choice you make here is determined by the way that you want to offer your Internet
service for your guests. See the earlier section that explains this choice.

It is also necessary to type a message that tells your customer how to proceed to get
Internet access. For example, you may wish to give access codes at the point of sale. In
this case the message should read; “Speak to the cashier to get your access code”.

Setup Wizard ¥
Intreduction
Test Internet access
Configure hotspot
Lognane tnanding

[ Buest access control

Status
System information
Connected users
Usage reporis
Billing reports

Management
Manage codes
Hotspot availability
Change password
Reboot system

Advanced Settings ¥

© Fired Syetems inc, 2012 Trademarks, Sefvice marks and logos are proparty Oof Ihair respective Dwners.

@ st ntemet Soltions

Internet Hotspot Gateway
GIS-R5+

Connecied to the Intemet: YES

Setup Wizard

Tast Confgura Login Gusat

START SETUP
—'h Iniernet —’ Hot Spot —’ Page —} LcoEas
SETUF Access seftings Eranting Control FINISH

GUEST ACCESS CONTROL: Choose unlimited or controlled Internet access

Unlimited access requires the user to accept your terms and

conditions, Confrolled access requires the usertoenteran - Unlimited access
access code. You can also collect email addresses, thiscan & Controlled access
be set up later from the Advanced Settings menu.

Login instructions:

Instructions to be displayed to the cusiomers, eg:
Collect free login foken from cashier or
Please use our free service

Enter a login token to use this Hot Spos

[ Save setting and finish wizard |

Piacy policy TEMms and conamons

When completed click on the save settings and finish button

@ Guest .
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Completing the
process

The Guest Internet gateway unit

will take approximately three
minutes before it  begins
functioning again. Now open

your browser and you will see
the login page that you created.
Your login page will be similar to
the display shown here.

The final step in the setup process is to restart or reboot the Guest Internet gateway unit.

This step will restart the gateway unit with all the parameters that were entered during the

setup process.

Click on the Reboot button shown on the screen below.

Setup Wizard
Intraduction
Test Internet access
Configure hotspot
Login page branding
Guest access control
Status
System information
Connected users
Usage reporis
Billing reports

Management

Manage codes
Hotspot availability
Change password
Reboot system
Advanced Settings 3

© Fired SyEtame &

12 Trademarks, &

Internet Hotspot Gateway
GIS-R5+

Connected to the Intermet: YES

Setup Wizard

Guagt
Accasn
Control

Tast configura

= iniemat =—fp Hot Spot =—

Accees Zaitings

Legin
Page
Eranding

SETUP
FINISH

START
SETUFP

FINISHED: You are ready to go

‘Wou will need to reboot this device so the changes take affect. If you changed the Hot
Spot name (551D}, you will need to reconnect.

Reboot

& marks and logos are proparty of thair respactive CWners. Terms and condiions
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5: USING YOUR GATEWAY

Operating the Guest
Internet Gateway

Unit

6

Important Note

Guest .
Internet

When the setup wizard procedure has been completed it should not be necessary to make
any configuration changes. If the access mode was set to CONTROLLED ACCESS then it
will be necessary to log in to the device periodically to generate and download access
codes.

The Guest Internet gateway unit has many features that you may wish to take advantage
of by accessing the unit as the administrator. The password that you entered during the
wizard setup process will be required to login as the administrator so keep a note of that
password in a safe place, and don't share it with others, unless you are authorizing
someone to administrate the product. You can also set a different password for a dedicated
page that is used to generate and administrate access codes.

When you log in as administrator you will see a menu on the left side of the page. The
menu is divided into four sections for convenience.

- SETUP WIZARD: by clicking on this menu option any information provided during
the setup process can be changed.

- STATUS: this page shows the status of the product. This information will be useful
for an IT technician.

- MANAGEMENT: These functions are used to administer your Internet service, you
may use the manage codes page frequently if you are providing guests with
codes.

- ADVANCED SETTINGS: These settings permit you to change technical parameters of
your product. Changes in these parameters should not be required unless you have
specific network requirements. For example your IT technician may have to set a
fixed IP address.

This manual has a description of each page and how it can be configured.

Some of the advanced settings can disrupt normal operation of the Guest
Internet gateway if changed without care. In extreme cases you may get
‘locked out’ of the device due to changes that you made. You can also get
‘locked out’ if you forget your password.

If you are ‘locked out’ then there is a procedure to reset the unit to factory
defaults. This procedure is described later in this manual. All Guest Internet
products have a label on the product that explains how to reset the unit to
factory defaults.

Once set to factory defaults you will have to follow the setup wizard procedure
to configure the product again for your requirements.

The Guest Internet gateway is configured using any type of computer. The notebook
computer can be connected directly to the GIS-gateway unit using an Ethernet cable, or
connected wirelessly through an access point connected to one of the LAN ports.

After powering the Guest Internet product allow 2 minutes for the unit to perform internal
test routines before beginning the configuration process.

The computer’s browser is used to configure the Guest Internet product. Open the browser
and type the URL:

http://aplogin.com/admin

Guide to Operation
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Second Login for
Access Code
Generation and
Management

A box will open requesting the user name and password.

Authentication Required

e A username and password are being requested by http:/faplogin.com. The site says: "admin®

User Mame: |

Password: | LTI |

QK l ’ Cancel

The username and password are:
Username = admin

Password = (password set during the Wizard setup process)

When the password has been accepted then the Status: System Information page will
open (following section). The computer is now logged in as the administrator of the Guest
Internet GIS-gateway.

Remember the password as it is required each time you wish to login as administrator. If
you forget your password then you will have to reset the GIS-gateway to factory defaults
and start the configuration process anew.

All GIS gateway products have a special graphic user interface specifically to generate
access codes that are given to guests for Internet access. The user interface has been
optimized for display on a Zinch tablet permitting the tablet to be located at the point of
sale, and be operated like a PoS screen. The user interface can also be displayed on larger
and small tablets, and with both desktop and laptop computers. The access code
generation display is also excellent for use with smart-phones. When the ticket printer is
activated the display is used to print access codes onto tickets, as a self-contained PoS.
Access codes can be generated and managed using the administrator login:

http://aplogin.com/admin

The administrator login gives access to all the features of the GIS- gateway. In many cases
it is desirable to give someone the permission to generate and manage access codes, but
not permit that person to have access to all the configuration parameters. A page that
permits only the generation and management of codes can be accessed using the URL:

http://aplogin.com/codes

A username and password is requested when this URL is typed in and so the code
administration page password must be created before this feature can be used. First login
as administrator and click on the change password menu entry to create the password for
the access code management page. See the screen below.

6 fuest
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. Internet Hotspot Gatewa
D Guest Internet Solutions " GisRs+

Connected to the Internet: YES

Setup Wizard ¥ Change Password

Status

Cha nge password screen: . i To change the admin password please enter a new password below, If you forget the
d di System information password you will have fo reset to factory defaults. A codes password can also be set,
a second passwora is Connectad users this will allow access to the code management interface without allowing access to the

required for the access Usage reports N plages
code generation and Billing reports
management page

Password to access the admin interface at http://aplogin.com/admin
Management

Manage codes
Hotspot availability
Change password New Password:
Reboot system Refype:

Advanced Settings ¥

Username:

Change admin password

Pazsword to access the codes interface at http:iaplogin.comicodes

Username:

New Password:
Retype:

Change codes password

© Fired Syetems Ine, 2012 Trademarks, service marks and logos are property of their respective owners. Privacy policy Terms and condillons

If your Guest Internet gateway has been configured for the controlled access mode then
you will use the Manage Codes feature frequently. This page is used to generate codes in
several different formats and to cancel codes. It is also used to list outstanding codes.
Codes can also be printer using the optional ticket printer GIS-TP1.

Now login to open the access code generation and management page typing in the URL:

http://aplogin.com/codes

The username for the code generation and management page is always codes. The
password that was configured for the code generation and management page should be
typed into the box shown below. Click on the button OK to see the access code
management page as shown in the figure below.

Wedow: ey o

The server aplogin.com at codes requires a username and password.

Warning: This server is requesting that your username and password be
sent in an insecure manner (basic authentication without a secure
connection).

{ [y ) | codey] |

| I Password |

"] Remember my credentials

[ ok || Cancel

e Guest
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Access code management

page

Add one-click button

Guest
[nternet

page
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__ e .f'fi'\ @ nitp aplogin., 2« B € X | € Access Code Management

| Access Code Management

One-click buttons: Creafte and pnnt new codes with one ciick

| Add a one-click button |

[ Manage one-click buttons |

| Create / View codes |

The ticket printer screen is designed to be easy to use, similar in operation to a point of
sale (PoS) display. It is necessary to first create buttons that are used to generate access
codes. Up to ten buttons can be added to the display. The button can be touched on a
tablet display, or clicked with a mouse on a desktop or laptop computer, to generate the
access code. The buttons also work with a smart phone touch display.

Clock on the ‘add a one-click button’ to add a button to the display. The screen that is
shown on the following page will be displayed.

__ e @ @@ nhitp://aplogin.. 0 ~ B © X | € Access Code Management

Access Code Management

Create a one-click button:

Name of button:
Expiry Tme:  [30mins [+] UserType:  [Single  [v]

Download Limitt  [Default  [»] Upload Limit:  [Default  [=] Create button

Manage one-click buttons: Remove and reorder butfons

Exit management

First type the name of the button that will be shown on the display subsequently. This
could refer to the access time, e.g. two-hours, or the type of user, e.g. conference-guest.
The code duration can be selected from 30 minutes to 180 days using the drop down
menu. One of two codes types can be selected

- Single: Only one guest can use this code. The code runs to completion after
login. The duration of the code is selected by the time option.

- Multi-User: Many guests can use this code concurrently for Internet access. The
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|
timer starts the first time that the code is used by any user, and the code expires
after the duration set for the code. Subsequent users will therefore have less time
available for the code.

The download and upload speed limits can also be specified for the code using the drop
down menu. When the ‘create button’ is clicked the following screen is displayed.

Access Code Management

Create a one-click button:

Mame of button:
Button added page Expiry Time: 30mins [v] UserType:  [Single [¥]

Download Limit:  [Defaull  [»]  Upload Limit:  [Default =] Create button

One-click button added

Manage one-click buttons: Remove and reorder huttons

thirty-mins Remove one-click button |

Click the ‘exit management’ button to see the display with button that is used to generate
access codes.

Access Code Management

One-click buttons: Create and print new codes with one ciick

Access code generation

page [ Manage one-click buttons |

| Create / View codes |

¥y —fa

Two more buttons have been added to the display shown below. A maximum of ten
buttons can be added to the display.
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Access Code Management

One-click buttons: Create and print new codes with one ciick

Access code generation
page showing three
buttons [ Manage one-click buttons |

{thirt_y—mins‘ |four—h0urs‘ ‘ﬂn&day‘

| Create / View codes |

When any button is clicked the access code that has been generated is shown on the
display. See the figure on the following page.

Access Code Management

One-click buttons: Create and print new codes with one click

Access code generated [thirtymins] | four-hours ‘ | one-day

| Manage one-click buttons |

New Code: L9AH5J

| Create ! View codes |

Buttons can be removed, and new buttons created at any time by clicking on ‘manage one-
click buttons’. When clicked the screen shown on the following page is displayed. Any
button can be removed by clicking on ‘remove one-click button’. New buttons can be added
by following the procedure describer above. Click on ‘exit management’ when finished.
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Access Code Management

Create a one-click button:

Mame of button:

Expiry Time: l;i_i;[_rpjpg__[ﬂ User Type: ;_S_in _I_g_E]
Manage buttons page Download Limitt  [Default  [¥] Upload Limit.  [Default  [=] | Create button |

Manage one-click buttons: Remove and reorder butfons

thirty-mins [ Remove one-click bution |
[ Remove one-click button |

one-day [ Remove one-click button |

The access code management page also has a ‘create/view codes’ option. See the figure
above. The create/view codes display is shown on the following page.

Access Code Management

One-click buttons: Create and print new codes with one click

Create/view codes page [thirlgy—mins |four—h0urs ‘ | one-day

[ Manage one-click buttens |

Create custom codes: You have you used 18 of 10000 codes

Code Text [Random [v]  Mumber of codes fo create: [1 [=]
Expiry Time: [30 mins  [+] User Type: [Single |

Download Limit: ~ [Default  [=]  Upload Limit: |Default [ Create Codes

Check ( Delete Codes: Codes are aulomalically delefed 7 days after they expire

Enter code to check: [ Check Code | | View All Codes |
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Create new custom code

6

Guest .

The create/view codes page provides two features. The first is the option to create custom
codes. The screen below shows a custom code that has been generated.

Access Code Management

One-click buttons: Create and print new codes with one click

[thirtymins] ‘f{:-ur—hours‘ |0ne{13y

[ Manage one-click buttons |

Create custom codes: You have you used 10 of 10000 codes

Code Text: [Random [v]  Mumber of codes to create: [1 [=]
Expiry Time: [B0minz [+] User Type:  [Single  [+]

Downlead Limit:  [Default  [v]  Upload Limitt  [Default [+ Create Codes

New Codes:

# Code Time Type Down Up
W284GW 30 mins single user default default

. Check [ Delete Codes: Codes are automalically deleted 7 days after they expire

Enter code fo check: [ Check Code | | View All Codes |

|

This option is used when several of codes are required as the number of codes can be
specified. As an alternative, one code can be generated with a hame that can be specified
in the code text box, rather then use the random codes generated by the buttons. As with
the button, the code duration, user type, and download /upload limits are specified. Click
the ‘create codes’ button to generate the access codes.

Access codes can also be verified by typing the code into the ‘code to check’ box. Click the
‘check code’ button to see the access code characteristics.

Click the ‘view all codes’ button to display a list of all access that have been generated, and
have not expired. This display is shown in the figure below. This display can be used to
delete any code or codes by checking the boxes and clicking the ‘delete checked codes’
button.

Internet

Guide to Operation
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View all codes page

Guest .

ccess Code Management

One-click buttons: Create and print new codes with one click

[thirty—mins | ‘ four-hours | | one-day

[ Manage one-click butions |

Create custom codes: You have vou used 9 of 10000 codes

Code Text: [Random [=]  Number of codes fo create: [1 [+]
Expiry Time: [30mins  [+] User Type:  [Single  [+]

Download Limit:  [Default  [=] Upload Limit:  [Default  [+] Create Codes

Check | Delete Codes: Codes are automafically deleted 7 days after they expire

Enter code to check: | Check Code | | View All Codes

F| Code Time | Type |Used | Time Left E:;F?; kgiﬁfs Dol\rsr:gaﬂ US:;T
| 0BXH45 | 30 mins | single [ NO 30 mins X 2 0 1]
| OTOWAF | 30 mins | single [ MO 30 mins * % 0 1]
[ | 20EY1E | 30 mins | single | NO 30 mins * " 0 0
O | 4LL5DH | 2 hours | single | NO 2 hours % s 0 ]
| 7158TEB | 30 mins | single [ MO 30 mins * s 0 1]
£ | 9F6KRE | 2 hours | single | NO 2 hours * * 0 0
[ | CBKQYQ | 30 mins | single | NO 30 mins * = 0 0
O | DETXCC | 30 mins | single | NO 30 mins X 2 ] 1]
| W2W31K | 30 mins | single | MO 30 mins * * 1] 0

[ Delete checked codes |

* Default bandwidth limit (kbit's)

|I!

Available access codes are shown in the list of generated codes. When the time of a code
has expired it remains in the list for seven days before automatic deletion. An expired code
can be removed from the list by clicking in the box to the left of the code then clicking the
‘Delete checked codes’ button and multiple codes can also be deleted. When codes are
removed from the list new codes can be generated. The list of codes can be downloaded in
a CSV format and copied into a spreadsheet for analysis.

The type of code that is generated will depend on your business and the type of Internet
service that you want to offer your guests.

For example, if you own a coffee bar and want to provide free Internet then give your
guests a 30-minute access code but only with a purchase. This will avoid Internet users
filling your tables and not buying your products. If the guest wants to continue to access
the Internet after 30 minutes then he or she has to make a second purchase to get a new
code.
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Guest .

e

In summary, you have to select the parameters for each code or block of codes according
to the needs of your business.

The access code parameters that can be configured are:

- Number of codes

- Duration of each code (30 minutes to 180 days)
- Type of code (single user of multi-user)

- Download speed limit (in Kbytes/second)

- Upload speed limit (in Kbytes/second)

The screens on the previous pages showed the generation of the access code where the
name was composed of random numbers and letters. An easily remembered name can also
be typed in to use as the access code. Note that if the code is easy to recognize then
unauthorized users will also discover the code and get access to the Internet. The custom
access code name must not include spaces. If it desired to separate two words then the
underscore character can be used. The code name is limited to nine characters maximum.

Guests and visitors who have been given codes for Internet access may complain that the
code cannot be used or the time was too short. Any access code can be verified. First type
the code into the ‘Enter codes to check box’, and then click on the Check code button.
The current status of the code will be shown. This feature is especially important if you are
selling codes and have to address customer complaints regarding the Internet service.

Internet
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5: STATUS FUNCTIONS

System Information

System Information
Display

On completion of the administrators login process the system information screen is
displayed (shown below). The information displayed shows;

- Product model (required for firmware upgrades)

- Firmware version (required for firmware upgrades)

- Serial number (required for firmware upgrades)

- Verification that the device is connected to the Internet

- Current date and time and timezone

- Authenticated users and codes used

- WAN and LAN port network configurations

- Status of firewall, content filter, remote access and Dynamic DNS
- Information text box for configuration notes

- - [ E——— - = | B ]
()N '|E;‘ http://aplogin.com/adr © = O” 2 System Information | | f Sk i,:’

Internet Hotspot Gateway
GIS-R3

Connectad to the intemet: YES

Guest Internet Solutions

Setup Wizard ¥
Status
Connected users
U=zage reports
Billing reporis

System Information

Uptime:
Hostname:

Date / ime
TIMEZONE:
Firmware version
Serial Number:

:

Hotspot enabled:
Authenticated users:
Codes used:

23h DOm 13s

aplogin.com

06/18/15 09:08:17 AM [Raset]
US{Eastem

24418

Management 4562ddas

Manage codes
Hotzpot availability
Change password
Reboot system
Advanced Setlings ¥

NEW legin code ticket printer available
Print login codes for hotspot users with the click of a button.

EOOUL NS NCW FOIN e TICESE DOMET.

YES [View Scheduls

WAN IP address:
WAN MAC address;
LAM IP address:
LAM DHCP rangs:

10.1.10.70 (dhep)
D4F021-10:57:85

192.168.96.1

192.168.96.10 - 192.163.111.254

Firzwall:
Content fitter:
Remote access:
Dynamic DMNS:

Notes: (Private information sbout this device)

© Fira4 Sysiems Ing, 20135, Trademarks, EEnice marks and ioJos ar2 progeny of Mel reepaciive JWNaErs. Privacy palicy Terms and conditions
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Connected Users

Connected Clients Menu
Page

Four main menu topics are shown, and each main menu has several configuration pages:

- Setup Wizard

- Status (includes this system information page)
- Management

- Advanced settings

The management menu is used to manage the product for day-to-day use. Click on the
down arrow to expand the Setup Wizard and the Advanced settings.

Clicking on the Connected Users menu will show the page seen in the figure below.

There are two boxes, Authenticated users and Connected users. Connected users lists all
the computers that are connected to the gateway unit: they have requested and obtained
an IP address. The authenticated users box shows all the guests that have provided a valid
access code (controlled access mode) or clicked on the disclaimer agreement button
(unlimited access mode). Information about connected clients is shown: MAC address, IP
address allocated by the gateway unit, time that remains on the code, bytes out (use of

the network) and the access code used.

e F———————

@': o ':'| & nitp://aplogin.com/adr O ~ C'” = Connected Users

Guest nternet Solutios

Internet Hotspot Gateway
GIS-R3

Connected to the intemet: YES

Setup Wizard ¥ Connected Users

Status

The fist below containe details of users connected to this device.

Us-a-ge' re-pE-rts.'

Authenticated uzers (logged in):

Billing reporis Mac address OS/Browser Time left

Bytes In [ Out Code

Management

Mo users connected

Manage codes
Hotspot availability
Change pazsword
Reboot system

Advanced Settings ¥

A Lagout user. ] Logowt and biock wser from this hatspot

Tinckad MAC s00resess £an be ralsase hers

Connected users (using the gateway):

Mac Address IP Address Blocked IP

Blocked MAC Allowed MAC

B0.c1:Bec4b:07:0T 192 168.96.10 No

Mo MD

WAL 3dirazses 2 Diock=n manualy (3DoVE) and by the Trewal, ey can be r23lessan fas
|P =ddresses r= Dlocked Sutomatically for Soushe == of he senics

ADUSS 23N be caLEed by VIRiBSE, TO|ENE OF 3 MEITkus Ussr
19 blocks 2 automaticaty removad afer the buse stops

IF addresses issued:

Mac Address IP Address Host Name Lease Expiry Time

B0t Be4b07:b7 102.168.96.10

K7

21:58:04

The IP addness B6L |5 prowtified 80 show NSOk LEage nat iogins or Imamel uEage
Dresioas may Sonnect 3nd get =n IP aodress but not SHemps 1o uee the Inemet

© Flra4 Systems Inc, 2015. Trademaiks, Earvica manke and IDgos are property of felr reEpaciive JWNEerE.
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Usage Report

Usage Reports Menu Page

Clicking on the blue X" in the right hand column will disconnect that authenticated user.

Clicking on the red ‘X’ in the right hand column will disconnect that user, and include the
users computer MAC address in the blocked MAC list, preventing the user accessing the
Internet.

Clicking on Usage reports will display the page shown below. The last 10,000 entries are
stored and displayed on this page. The number of users per day is shown on the top time-
varying graph that can extend up to 28 days. The graph below shows the login times
during the previous 24 hour period, and an indication below the graph shows the number
of new guests vs. returning guests, and the devices used for access.

The data table had seven parameters for each entry: Login time, MAC address, Access
code used, Time connected, Downloaded data volume, Uploaded data volume, Logout
reasons (listed on the next page). The usage data can be downloaded in a CSV format and
loaded into a spreadsheet program such as Excel for further analysis.

' = i - =T ﬁ
@E = |£' http://aplogin.com/zdr £ = O” (2 Usage Reports | | fifk At

Internet Hotspot Gateway
GIS-R3

Caonnected to the intemet: YES

Guest nternet Soluions

Usage Reports
Hotspot usage for

Setup Wizard T
Status
System information
Connected users
Usage reports
Eilling reporis
Management

Manage codes
Hotspot availability
Change password
Reboot sysiem

Advanced Settings ¥

LT ] L]

(<] o
B = = B = = =
STHEEEEE &
New vs returning guests Devices used for access

Mo data HNo data

Deliver daily report to email address: |
Emalls senf a1 12am, emall must ©e enabied. Sand now.

|| Update |

P Payment by PayFal™
[ togin | mac ]

|Dowmiaad raport 38 CEW ] [Clear 3§ dala]
OS/Erowsar [ usage [ Down [ Up [ Logout

© Firad Systems Inc, 2015, Trademal Snvica Marke and iogos are propeny of Melr respaciive JWnNers. Privacy palicy Terms and conditians
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Logout reasons: -

Guest
[nternet

Unknown logout reason

User User logged out (logout button)

Time Up Login time expired

Inactivity User disconnected from the network or turned computer off

Forced User was logged out by admin on connected users page or settings were changed
Banned User was banned by admin from connected users page

Disabled Hotspot entered disabled mode (see hotspot availability schedule)

Banned/P2P User was blocked for using Peer-to-peer software

Duplicate There was a duplicate MAC address or IP address on the network

Reboot The hotspot was rebooted

Over limit User exceeded upload or download data limit

Guide to Operation
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Billing Report
(Function not
available in model

GIS-R2).

The GIS-K1, and GIS-R3 to R40 products include PayPal™ credit card billing functionality
for public hotspots and Internet cafes. Please see the later section: Advanced Settings:
Credit Cards / PayPal™, for additional information about credit card billing.

The status functions section includes a billing report that summarizes the transactions
process.

All GIS products comply with the Payment Card Industry Data Security Standards (PCI
DSS) recommendations for computer systems that process credit card transactions. This
includes Point of Sales Systems (PoS) and Internet Kiosks. GIS systems do not store credit
card information. Each transaction record is identified by a transaction ID. The merchant
can login to the PayPal™ business account and locate the transaction details using the
Transaction ID. GIS units also send transaction emails to both the merchant and purchaser
with a notification of the transaction.

The billing report display shows four account parameters:
- Total sales during the current day
- Total sales during the previous day
- Total sales during the current month
- Total sales during the previous month.

The table displays information about each transaction. The table contents can be
downloaded as a CSV file and imported into accounting software such as Quickbooks™.

Guest Internet Solutions T Gsks

Connected to the internel: ¥EB

Sutup Wiksd 3 | PayPal™ Billing Reports |

Slatis
Sysiem rformation
Correcied users
Usage reporis
Billieag FepomT - =

Bk AipErTri | — 7| o FTHYE :w:-f ?:'_1
ffarage codes
Hotnot availsbebny
Crang: paszword
Fetood sysiem

Al nedd SaEnGE T

£2.00 $1.99 518.89 £0.00

Todey (80 bah vaaErday Thes it (8ot st manih

[
Ly R
EIHITC
JHId1N
LR

L] LHITHL

TN £2:1 Erroe HELLS Rimamg

(EVTEOTLLL L0813 Ervoe LIS Mg

(FANTWCEIILL 510 Enm ULLLS Kuong

TR PSS Errm ALLIS RMmawg

[FEATRGAILT D801 Errm ALLLS Mmaieg L3

TRNESCET]] D1 B & powiie] rovrert o i

VTl D1y R ]

TELTRCTILL 0815 B UM e oker. ra Eker.

masmniczas | ase | senam | BLUEEEEI CVRTL AT |  moemniccas

Eno IED Secody e Sermiy S s wnl sall

1 B DREENC LSRG B 1A T AVDRILL D257

LG T WCEHETIINTLLS ORI M

L T ST L4 5T T BENAR Y Hzi Lz
Erren [THEHC Timsa et infsser] e sen ' of @ eesle apreem. See ehiies e
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6: MANAGEMENT FUNCTIONS

Manage Codes

Access code generation
and management page,
the access code type is
random: a random name
will be generated

If your Guest Internet gateway has been configured for the controlled access mode then
you can login as admin to use the Manage Codes menu page or login as codes to use
the Manage Codes page (previous section). This page is used to generate codes in several
different formats and to cancel codes. It is also used to list outstanding codes. Codes can
be downloaded in a CSV format (comma separated value) and then used by popular word
processors such as MS WORD™ to print the codes onto Avery peel-off labels. When the
Manage Codes menu option is selected the page shown below appears. The upper part of
the box is used to generate codes; the lower part of the box is used to manage codes. Up
to d 10,000 access codes can be generated. As codes are used they are deleted from the
database and more codes can be generated. The code duration can be selected from 30
minutes to 180 days. Code usage can be selected as follows

- One to five guests: Specify one to five guests who can use this code. The code
runs to completion after the first login. The duration of the code is selected by the
length option.

- Multi-User: Many guests can use this code concurrently for the duration set for
the code. Note that the counter starts the first time that the code is used by any
user, and the code expires after the duration set for the code. Subsequent users
will therefore have less time available than the time set for the code.

The screen below shows the access code setting options. The code can have random or
user specified text. In addition to expiration time ad number of users, the code can have
up and down speed limits set, and also up and down byte count limits.

e'. '|E} hitp://aplogin.com/adr 2 = G” (= Access Code Management | | (0 T &3

a Internet Hotspot Gateway
@ Guest Internet Solutions GIS-R3

Connected to the intemet: YES

Setup Wizard T Access Code Management

Status
System information

Conerteties: Code Text: MNumber of codes to create:
Down Speed: Up Speed:
SR - Down Limit:  [Defast &  Up Limit

Manage codes
Hotzpot availability Usage: Code can be shared by the number of selected users. Code
Change password sxpires st pre-set time affer code was first ussed
Reboot system Speed: Guests using this code will be throftled (limited) to the speeds
Advanced Settings ¥ selected. Defauwit set on pandwidth confrol psge.
Lirnit: Data usage will be limited to values selected. Guests shaning
codes will also share the limit. Defauit set on bandwidth page

You can also use htpuiaplogin comicodes! to manage codes, 58l 8 password.

Import codes from a CSY file, all existing codes will be replaced.

Create codes: You have you used 0 of 10000 codes

Check [ Delete Codes: Codss sre sufomatically deleted 7 days after they sxpire

Enter code to check: | | Check Code | | iew Al Codes

© Firz4 Systems Inc, 2015. Trademankes, sanvice marks and logos are property of Melr recpaciive JWTErE. Privacy palicy Terms and condiions
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Access code generation
and management page:
Select the type of access
code, random or custom

Two buttons at the bottom of the screen are Check Code and View all Codes. A code
that has been given to a guest can be checked for validity. This is important if you are
selling codes to guests. Type the code into the box then click on the Check Code button. A
report will be shown of the remaining time for that code. Clicking the View all Codes button
will display all codes that have been generated and show the status of each. The procedure
to generate an access code is shown in the sequence of screens below.

po— F——————n B sk

|x.?;‘l http://aplogin.com/adr O - C'H (2 Access Code Management

=]
-
i3

. Internet Hotspot Gatewa
@ Guest Internet Solutions " iSRS

Connected to the intemet: YES

Setup Wizard T | Access Code Management

Status
Sysfem information

Connected users Code Text: Mumber of codes to create:
;;’I?f: rr:;f:: Expiry Time:  [swme=——]  Usage:
Dosn Speed Up Speedt
Mmagenet Down Limit  [Defesk ]  Up Limit

Manage codes

Hotspat availability Usage: Codie can be sharsd by the number of selected users. Code
Change pazsword sxpires & pre-set lime affer code was first used

Reboot system Speed: Guests wsing this code vall be throttled (limited) to the speeds
Advanced Settings ¥ selected. Default set on bandwidth confrol page.
Lirnit: Data usage will be limited fo values selected. Guests sharing
codes will alzo share the limit. Default set on bandwidih page.
You can also use hitpofaplogin comicodesd to manage codes, sei a password.
Import codes from a CSY file, all existing codes will be replaced.

Create codes: You have yvou used 0 of T0000 codes

Check / Delete Codes: Codes sre avfomatically deleted 7 days after they expire

Er-tercodetccheck:| | | Check Code | | Wiew Al Codes

© Fire4 Systems Inc, 2015. Trademarks, Eanvice marks and IngoE 3re propety of Melr respaciive JWNETE. Privacy paicy Tarms and condithans

The access code can be a randomly generated sequence of eight characters, or
can be a custom name of up to 9 characters (letters and numbers.

If random is selected then the box to the right permits the humber of codes to be
selected, up to a maximum of 10,000. If custom is selected then only one code is
generated, and the box to theright permits the characters to be typed for the
custom code. A name up to 9 digits can be entered, letters and numbers, spaces
are not allowed. An example for a custom access code is ‘cityhotel’. Only one code
can be generated with this name.
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For random code type,
select the number of
codes to create

Select the duration of the
code(s) from 30 minutes
to 180 days, or a custom

time, or unlimited

@ Guest .
[nternet

—

P ————— =

Setup Wizard T

Status
Syztem information
Connected users
Usage reparts
Billing reporis

Management
Manage codes
Hotspot availability
Change password
Reboot sysiem

Advanced Setfings ¥

e & http://aplogin.com/adr 2 = C'H (2 Access Code Management |

@ ﬂugs.t Int.ern_gat Sulu.t_iuns

Internet Hotspot Gateway
GIS-R3

Connected to the Intemet: YES

Access Code Management

Create codes: You have you used 0 of 10000 codss

Down Speect

Code Text:
Expiry Time:

Droevm Limit:
Usage:

Speed:

Caode can be shared by the number of selecied usd
expires st pre-set ime sifer code was first used.

Mumber of codes to create:
UpSpeec: Dot
Uplimt [Ceed o

= 5~ ]

Guests using this code will be throfied (limited) to {1
selected. Defauit set on bandwigth confrol page.

Dats usage will be limited fo values selected. Gusd
codes will also share the limit. Default set or bandy

You can slso use hitpfaplogin comicodes! to manage codes, 2g1
Import codes from a CSY file, all existing codes will be replaced.

Lirmit:

S E WG i o

Pl [ B [l Pl e
LR

Check / Delete Codes: Codes are automatically defeted 7 da)

Enter code to check:

© Firad Systems Ing, 2015, Trademarnks, Eervica marks and fogas are propery of Melr respaciive JWNers.

JEE ]

| [CheckCade | [

T

E

&l

e ol

Privacy palicy Tarms and condiions
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=2 h

Setup Wizard ¥

Status
System information
Connected users
Usage reports
Billing reports

Management
Manage codes
Hotzpot availability
Change password
Reboot system

Advanced Settings ¥

)| & hitp://aplogin.com/adr O ~ O” (22 Access Code Management | |

@ Guest Internet Solutions

Internet Hotspot Gateway
GIS-R3

Connected to the Intemet: YES

Access Code Management

Create codes:

Code Text:

You have you used 0 of 70000 codes

Number of codes to create:

Expiry Time:
Down Speed:
Drown Limit:
Uszage:
Speed:

Limnit:
You can also ug®

Import codes fry

_?an:lorr. ~

undimit=d

Usags:
Up Speed

Up Limit Craste Codes

Bdf by the number of selected users. Code
hime affer code was first used.

ode will be thraftied (limited) to the speeds
et on bandwidth confrol page.

limited to values selected. Guests sharing
e the iimit. Defsult set on bandwidth page.

Lomicodes! to manage codes, 5ot & password.
existing codes will be replaced.

Check / Delete Codes: Codes are sutomaficaly delefed 7 days aiter they expire

Enter code to chack: [

| [ checkCode | [ View Al Codes

© Fira4 Sysiems Inc, 2015, Trademarks, E2nvica manks and DJOE are property of Melr r2cpaciive: JWners.
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Select the type of
code(s): single user, two
to five users, or multi-
user

Select download speed
limit for the code(s) (in
Kbytes/second). If the
speed you want is not in
the drop-down menu
then select custom and
type in the speed in
Kbits/sec.

-

e

@ Guest Intemet Solutions

Setup Wizard ¥
Status
System information
Connected users
U=age reports
Billing reporis
Management
Manzsge codes
Hotspot availability
Change pazsword
Reboot system
Advanced Setfings ¥

Internet Hotspot Gateway
GIS-R3

Connected to the intemet: YES

Access Code Management

© Firad Systems Inc, 2015, Trademarnks, Eervice marks and logos are property of Melr respaciive wnars.

Create codes: Youw have you used 0 of 70000 codes

Code Text: Mumber of codes to create:
Expiy Time: Usege: T

Down Speed: Up Speed:
Down Limit: ~ [Defalt +|

Code can be shared by the number of selecied users. Code
expires st pre-set time sffer code was first used

Uip Limit

Usage:

Speed: Guests using this code will be thrathed (limited) to the speeds

selected. Default set on bandwidth confral page.

Limnit: Data usage will be limited to values selected Guests sharing
codes will also share the limit. Default set on bandwidth page.

‘Wou can also use hitp:faplogin. comitodes! to manage codes. sel a password.
Import codes from a CSY file, all existing codes will be replaced.

Check / Delete Codes: Codes are automatically deleted 7 days after they expire

Enter code to check: | | Check Code | | View All Codes

Privacy palicy Terms and canditons

.

———

@ Guest Internet Solutions

Setup Wizard T

Status
System information
Connected users
Usage reports
Eilling reports

Management
Manage cudl_as_ )
Hotzpot availability
Change password
Reboot system

Advanced Setfings ¥

Internet Hotspot Gateway
GIS-R3

Connected to the Intemet: YES

Access Code Management

0 Fired Systems Inc, 2015. Trademarks, service marks and logos are property of el respaciive JATIErE.

Create codes: You have you used 0 of 0000 codes

Code Text: Mumber of codes to create:
Expiry Time: [0 mins v]  Usags:
Down Spesd: Up Speed:

Up Limit Create Codes

Drown Limit:
Rd by the number of selected users. Code
ime affer coge was first used

Usage:

ode will be throttled (limited) to the speeds
et on bandwidth confrol page.
Lo Unlirnitad S
Limnit: Do fimited to values selected. Gussts shanng
codes will also share the limit. Defauilt set on bandwidth psge.

‘fou can also use hitpeifaplogin comitodesd to manage codes, el & password.

Import codes from a CSY file, all existing codes will be replaced.

Speed:

Check ! Delete Codes: Codes are sulomatically defeted 7 days after they expire

| [ checkcCade | [ wiewAll Codes

Enter code ta check: |

Privacy palicy Terms and conditions
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Select upload speed limit
for the code(s) (in
Kbytes/second). If the
speed you want is not in
the drop-down menu
then select custom and
type in the speed in
Kbits/sec.

Select download byte
limit for the code(s) (in
Mbytes). If the byte limit
required is not in the
drop-down menu then
select custom and type in
the download limit in
Mbytes. The default is
unlimited. This feature is
included for hotspot
operators who are
charged per Mbyte by
their ISP's.

@ Guest Internet Solutions

Setup Wizard T

Status
Sysbem information
Connected users
Usage reports
Billing reporis

Management
Manzge cadgs_ ;
Hotspot svailability
Change password
Reboot system

Advanced Settings ¥

Internet Hotspot Gateway
GIS-R3

Connected to the Intemet: YES

Access Code Management

Create codes: You have you used 0 of 10000 codes

Code Text:

Speed: Guests wsing thiz code will be throlfa045 ks
selected. Default set on bandwidif | custom
Lirmit: Dats usage will be limited fo values

Expiy Time:
Down Speed:
Down Limit: ~ [Defauk w|

Usage: Code can be shared by the numbel
expires & pre-set ime affer code w

Mumber of codes to create: |1

Usage: [1User W]

Up Speed:

Uhp Lirmit

Creste Codes

b=, Code

Ie speeds

Unilirnitad

==ts sharing

codes Wil also share the limit. Default sat on bandwidth page.

You can also use hitp/faplogin comicodes! to manage codes, sl 3 password

Import codes from a CSVY file, all existing codes will be replaced.

Check ! Delete Codes: Codes are automatically delsted 7 days after they expire

Enter code to check:

| [ checkcose | [ view Al Codes

0 Fired Sysiems Inc, 2015. Trademarks, 6ervica marks and iogos are property of el respeciive owners.

Privacy palicy Tearms and conditions

0

@ Guest Internet Solutions

Setup Wizard ¥

Status
System information
Connected users
Usage reports
Billing reporis
Management

Manzge codes
Hotspot availability
Change password
Reboot sysiem

Advanced Setfings T

& hitp://aplogin.com/adr O OH = Access Code Management

Internet Hotspot Gateway
GIS-R3

Connected to the intemet: YES

Access Code Management

Create codes: You have you used 0 of 70000 codes
Mumber of codes to create:

Usags: [TlUzer ]
Up Speed:

Code Text:

Usage:

Speed:

_?andorr'. w
Expiry Time:
Down Spesd

Down Limit: E =

I
024 MB (1 GB)
v 2045 MB (2 GB}
Limit: 4 Custom
cofUnlimited

Up Limit

Create Codes

by the number of selecied users. Code
ie affer code was first used

e will be throttled (imited) to the speeds

on b

bandvidth control page.

mited fo values selected. Guests sharing

the limit. Default set on bandwidth psge.

‘Wou can also use hitp faplogin comicodes! to manage codes, S&l 8 password
Import codes from a CSY file, all existing codes will be replaced.

Check / Delete Codes: Codes are aufomalically defeted 7 days after they expire

Enter code to check:

| [ checkCade | | View All Codes

© Fired Systems Inc, 2015. Trademarks, service marks and logos are property of helr respeciive OWners.
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Select upload byte limit
for the code(s) (in
Mbytes). If the byte limit
required is not in the
drop-down menu then
select custom and type in
the download limit in
Mbytes. The default is
unlimited. This feature is
included for hotspot
operators who are
charged per Mbyte by
their ISP's.

The screen shows the
generation of a 30 minute
access code with a
random name.

- R e i

@ Guest Intemet Solutions

Internet Hotspot Gateway
GIS-R3

Connected to the intemet: YES

Setup Wizard ¥

Access Code Management

Status
System information
Connected users
U=age reports
Billing reporis

Management
Manzsge codes
Hotspot availability
Change pazsword
Reboot system

Create codes:

Code Text:
Expiy Time:
Down Spsed:
Down Limit: ~ [Defalt +|

Usage:

Speed:
Advanced Setfings ¥

You have you used 0 of 10000 codes

Number of codes to create:

Usage:

Up Spect

Uip Limit

Code can be shared by the numbei
expires st pre-set time affer code W

Guests using this code will be thraf{s 12 me
selected. Defauit set on bandyidth |

Limnit: Data usage will be limited to valuegdCustom
codes will also share the limit. DefajUnlimited

‘Vou can also use hitp:ifaplogin. comitodes! to manage codes, sei a password
Import codes from a CSY file, all existing codes will be replaced.

speeds
024 ME (1 GB)

2048 MB (2 GB)

sharing
h page.

Check / Delete Codes: Codes are automatically deleted 7 days after they expire

Enter code to check:

| [ checkCate | | View Al Codes

© Firad Systems Inc, 2015, Trademarnks, Eervice marks and logos are property of Melr respaciive wnars.

Privacy palicy Terms and canditons
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[iugs_t Int_ern_e_t Snlutiuns

Internet Hotspot Gateway
GIS-R3

Connectad to the intemet: YES

Setup Wizard ¥

Access Code Management

Status
Syztem information
Connected users
Ussge reports
Billing reporis

Code Text
Expiry Time:
Diown Speed:
Down Limit ~ [Defauk w]

Management
Manags cﬂdgs_ )
Hotspot svailability

Change password Mew: Cores:

Create codes: You have you used 1 of 10000 codes

Mumber of codes to create

Usage:

1 User v

Up Spesc:

Up Limit:

Craste Codes

Reboot system = T

Down Spesd

Up Spesd | Down Limit | Up Limit

Advanced Settings ¥ 1 1

dafaui

dedaull oefaull default

Download CSY file

Check | Delete Codes: Codes are avtomatically delsted 7 days affer they expire

Enier code ta check: |

| [ CheckCode | [ View Al Cades

© Fire4 Systems Inc, 2015, Tragemarks, e2nvics marks and gos are property of Melr respeciive GWiers.
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. Internet Hotspot Gateway
@ Guest Internet Solutions GIS-R3

Connected to the intemet: YES

List all access codes
generated. The access

code list shows the code, Setup Wizard | Access Code Management
the duration of the code, Status
the COde type, if used, the SR Create codes: You have you used 1 of 70000 codes
time remaining’ and the E;:?;i‘:zﬂm Code Text: Number of codes to create: [T |
download/upload Biling reports o -
. p S Down Spesd; Up Spesc
T:lezllm (S:ﬁeeﬂst lS‘etb or b DownLimit [DEE ]  UpLimi
€ code. Lhec \ e box Hotspot availability
then CI|Ck on dEIEte Change pazsword Check / Delete Codes: Codes are automatically deleted 7 days after they expire
checked codes’ to delete Reboot system _
the codes and increase Advanced Setiings ¥ Enter code to check: | | Check Cade | | iew All Codes
the number of codes that = e oo | B [ Up [ Gown | Up | Bown | Up
woite | koiis | we | mE | used | uses
can be generated' 1| #HF2TR | 30mins 1 ND 30mine = = 5 B o 0

| Delete checked codes | | Download CSV file * Default bandwidth limit (kbit's)

© Fired Systems Inc, 2015. Trademarks, eervice marks and logos are property of felr respaciive owners. Privacy palicy Terms and conditions

Up to a maximum of 10,000 codes can be shown in the list of generated codes. When the
time of a code has expired it remains in the list for seven days before automatic deletion.
An expired code can be removed from the list by checking the box to the left of the code
and clicking on the ‘Delete checked codes’ button. When codes are removed from the list
new codes can be generated.

The list of codes can be downloaded in a CSV format and copied into a spreadsheet for
analysis.

The type of code that is generated will depend on the Internet hotspot service being
offered to guests.
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Hotspot
Availability

Default Hotspot
availability screen,
always enabled

Hotspot availability permits the gateway to be enabled or disabled during a weekly cycle.
Clicking on the Hotspot availability menu opens the default page, which shows always
enabled.

Click on the right hand arrow to see the drop down menu.

& nttp://aplogin.com/adi O = & || @ Hotspot Availability Schedule X | | i} 55 89

Internet Hotspot Gateway

@ Guest Internet Solutions GIS-R3

Connected to the intemet: YES

Setup Wizard ¥ | Hotspot Availability Schedule |
Status

. ) The hotspot schedule allows times to be set for Infemet access. The message
System information displayed to customers when access is blocked can be changed here. MAC
Connected users addresses in the allowed list can always use the Infemet.

Usage reporis

Billing reporis Hotzpot availablity [Always ensbled (allow ccess to Intemaf] |

Management

Manage codes
| Hotspot avaitahility
3 '(:jha'ng&- p assword
Reboot system

Advanced Settings ¥

© Fired Systems Inc, 2015. Trademarks, eervice marks and fogos are propery of el respaciive oWners. Privacy paolicy Terms and condltions

If ‘schedule access’ is selected from the drop-down menu then the selection table is
displayed (shown on the following page).

The Hotspot can be enabled or disabled in increments of 1-hour, during a 7-day period.

Each hourly selection box is checked for enabled when the table is first opened. Uncheck
the boxes when the Hotspot service should not be provided.

For example, to configure availability for a dental office where the hours of operation are
9AM to 5PM, Monday to Friday, uncheck the boxes as follows. First uncheck all boxes 12AM
to 8AM, Monday to Friday. Next uncheck all boxes 5PM to 11PM Monday to Friday. Finally
uncheck all boxes for Saturday and Sunday.

At the times when the Hotspot has been disabled, the login screen will display the message
“this hotspot is not available”. The message that is displayed can be changed, see the
Login messages menu page.
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Hotspot availability

Guest .

selection table

Internet Hotspot Gateway

_. I}_ugslt _l[ll_f[_ir}rll_.ﬁ"[ Solutions

GIS-R3

Connected to the intemet: YES

Setup Wizard ¥ Hotspot Availability Schedule

Status

. . The hotspot scheduls allows fimes to be set for Internet access. The message
Sysbemn information displayed to customers when access is blocked can be changed here. MAC

Connected users addresses in the allowed list can always use the Intemet.

Usage reports

Billing reports Hatspot availablity Schedule access {using table
Management

=
=]
=
-
=
o

Ianage codes AL/ NoNE |

v
i
=

| Hotspot avaiiabilty " s

Change password
Reboat system 01 am

Advanced Setlings ¥ ikl

03 am

04 am

05 am

D& am

O7 am

D8 am

09 am

10 am

11 am

12 pm

D1 pm

02 pm

03 pm

D4 pm

05 pm

08 pm

O7 pm

D8 pm

08 pm

10 pm

EEEEEEEEEEEEEEEEEEEEEEEE§1
] | B (| ) | | R R || ) ) & R R
B & B R R R AR E & E R E | E
) T || (|| (R R R R A A &R R E
EEHEEEHEEEHEEEHEEEHEEEHEg

11 pm

]| T | [ () B BT (T (| (| T (| | (S
] (| () (| () (| T | (| T | | T | | |

Ticked boxes indicated the hotspot is enabled

Update schedule

© Fire4 SYSIEMS Inc, 2015, Tragemarks, E2fvice Marks and 10gas ar2 propeny of Mel TEpaciive CWNEerE. Privacy pailcy

Terme and conditions:
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Change Password

Change Password Menu
Page

During the wizard setup procedure a password must be typed in for the administrator login.
The Change Password menu option is used to change the password at any time after the
initial setup procedure.

The change password menu page is shown in the figure below.

g T ———

http://aplogin.com/zdr O ~ O” (& Change Password | | it Tep 503

_ Internet Hotspot Gateway
Guest Internet Solutions GIS-R3

Connected to the intemet: YES

Setup Wizard 3 Change Password
Status

. . To change the admin password please enter a new password below. [ you forget the
System information password you will have to reset to factory defaults. A codes password can also be set,
Connected users this will aflow access to the code management interface without aflowing access to the
Lisage reparts aomin pages.

Billing reporis.

Password to access the admin interface at http:faplogin.comiadmin
Management ttp:iaplog

Manage codes
Hotspot svailability
é'h'ang'e_pé'ssmrd” New Password:
Reboot system

Advanced Seftings ¥

Usermame:

Change sdmin psssword

Password to access the codes interface at hitp://aplogin.com/codes

Username:

New Password:
Retype:

Change codes password

© Fired Systems Inc, 2015, Trademarks, Earvica marks and logos are property of lhelr respaciive owners. Privacy paiicy Tarms and conditions:

Two passwords are required. The first is the admin password that is used to access the
Admin pages: this password was entered during the Wizard setup process.

The second is the codes password is required for login to the Codes page (see previous
sections). The codes page is used to create and administer access codes, however there is
no access to other administration pages. The codes page is also used when the ticket
printer GIS-TP1 is used with the gateway.

Always make a note of your passwords and keep in a safe place: if the admin password is
lost then the Guest Internet gateway will have to be reset to factory defaults and you will
have to configure the device again.
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Reboot System

6

Reboot Menu Page

Guest .

The reboot system function restarts the device. Some functions may require the device to
be rebooted before the changes take effect.

To reboot the device select Reboot System from the menu. The screen will show the
page in the figure below.

, T o] e
e = :;—;‘l http://aplogin.com/adr @ ~ & H = Reboot I | I 57 fon

J . Internet Hotspot Gatewa
@ Guest Internet Solutions " GisR3

Connectad to the intemet: YES

Setup Wizard ¥ | Reboot

Status
System information

Connected users
Usage reports

Chick the button below to reboot, you'll be told when the reboot is complete.

Billing reporis

The system can be sei to sutomatically reboot st any ime of the day, to set up an
Management auto reboot simply select the time

Manage codes
Hotspot availability Set auto reboot:
Change_qas&mrd

SR

Advanced Setlings ¥

© Fired Systems Inc, 2015. Trademarks, ESTVIGE Marks and o are propeny of Mel IeEpactive JWNErs. Privacy palicy Terms and canditions

Click on the Reboot button to restart the device.

The firmware is reloaded and all interface ports are initialized using the data stored in the
configuration file. The reboot procedure will be required after uploading a login page, for
example. Each command will indicate if the unit should be rebooted on completion of the
command so that the command takes effect.

When the device has been rebooted there will be a pause of approximately three minutes
before it becomes functional again. This process is the same as cycling the power to the
device.

The reboot page also has a drop down menu for ‘set auto reboot’. The drop down menu
permits a time to be selected to reboot the device each day (see the next page).

The auto-reboot should be selected for a time of day when no one will be using the
hotspot, for example 3AM.

The auto reboot is very useful to release resources allocated by users. For example, IP’s
will be allocated and will only expire after the termination of the IP lease time. The auto
reboot forces the release of IP leases to free up resources for new users. This feature is
very useful for a hotel environment.
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Auto Reboot time

Guest .

selection

[ S — -

Setup Wizard ¥
Status

System information
Connected users
Usage reporis
Billing reporis
Management
Manage codes
Hotspot availability
Chlarlwge_qase.mrd
BEDOOE =il
Advanced Setfings ¥

ems Inc, 2015. Trademar|

@ =2)| @ hitp://aplogin.com/ads 2 - ¢ || 2 Reboot

@ Guest Internet Solutions

Internet Hotspot Gateway

GIS-R3

Connected to the intemet: YES

Reboot

Click the button below to reboot, you'll be told when the reboot iz complete.

The system can be =&t io sutomatically reboot at any time of the day, to set up an
auio reboot simply select the fime

ervice marks and logos ane pe

Update suto reboot

respaciive OwWnEers. Privacy palicy

Terms and candlth
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8: ADVANCED SETTINGS

Login Settings

The login page is a mechanism to present the Internet user with a browser page with
authorization request box (sometimes called the splash page) when the user attempts to
access a Web site.

When with login page is displayed on the users computer an access code can be entered if
the unit is configured for controlled access. The login page also has an unlimited access
mode where no access code is required to connect to the Internet, however the user has to
agree to the terms and conditions of use. The user can click on a link to read the terms and
conditions. This procedure offers legal protection to business owners who offer Internet
hotspot access for their customers.

The unlimited access mode also has a timer that determines how long users are permitted
access to the Internet: this is a feature for coffee bars that want to avoid becoming free
office space.

When the user opens a browser it will attempt to access the home page URL before
showing the login page. When the user has completed the login process then the browser
window shows the users home page. The login page is customized during the wizard setup
process. The login page process is illustrated in the diagram below.

Login Page

Guest
connection
process to
access the
Internet

Wireless

| Guest - - =
unlt — ————

[ =] computer
Laptop computer

The login page design is selected during the wizard setup process. A custom login page can
also be created and uploaded to the gateway. If you require help to prepare a custom login
page then please email for additional information at: info@guest-internet.com as we
have partners who can prepare custom login pages.

The login box displays the business owner’s information that was entered during the wizard
setup process. This information includes the business name, the business address,
telephone number, email and website. The business website address is displayed as a link
that the user can click on to see the business web page. The user can see the business
web page without logging in. However the user cannot navigate away from the business
web site until the login process is completed. When the login page menu entry is clicked
then the page shown below will be seen in the browser window.
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Login page Menu Page
Display: Controlled
access is selected

=
[ o . - . - : - | AL
@ : | @ nttp://aplogin.com/adr O ~ & ' (2 Login Page Settings | I ol

- Internet Hotspot Gateway
@ Guest Internet Solutions GIS-R3

Connected to the intemet: YES

Setup Wizard 3 Login Page Settings

Status
. . The login page is used to display a login box to customers before they are allowed
System information to use the Intemet.

Connected users
Usage reports Login page type: [Conirolled access (Reguirs a login code} ]
Billing reportz
Management Your business site:
Or f Facebook page |

Manage codes
Hotspot svailability
Change password
Reboot system

[ Force user to visit this web site after login

Enable timer window: [ Display pop-up with countdown after login
Advanced Settings 3
| Login seftings
Login messages Inactivity logout time: i o :
Credit Card { PayPal Log 7 maiciive tisers Time in minutes, set to 0 o disable
Disclaimer text
Time zane Default login time: i i S
Ermeil sefip Unless s=t by code Time in minutes, default (0) iz 24h
Content filter
Dynamic DMNS Authentication type: [WAC =2nd IF address {default)
Bandwidth control
MNebwork interfaces Xbox auto login: [ Auto login of ¥box games console
Firgawall
ROk imeeding ) i0SIntemetcheck: [ Block i0S (PhonefiPad) Internet check
onitoring / alerting
Hosiname
Allowed |P list
Allowed MAC list O Use wizard Use the wizard to set up the login page
Blocked MALC fist
Printer Setup
Upagrade firmwars
Backup & restors

Clear MAC at logout: [ Code can be reused by & different computer

Custom login page settings:

® Custom background:  Eackgroana imege must be = JPEG I 100kt
CO.T;F&'E the image o ymarm Ve CDH’.‘"I"I'.‘ES‘-‘EO_Q?\.TKZE(-’

O Custom login page:

ZIF archive, see manual for detals, mar size js 100k

WARNING: All hotspot users will be logged out when setfings are changed

Change setfings

© Flred Systems Inc, 2015. Trademarks, senvica marks and fogos are propery of Selr regpeciive owners. Privacy palicy Terms and conditions

Several configuration parameters can be modified: the function of each is explained below.

- Login page type: The drop down menu has four options, two of which were
available for selection during the wizard setup process.

Controlled access: shows the login page, the user has to type an access code to
connect to the Internet. If credit card billing is configured then controlled
access must always be selected to display the payment button.

Registered access: displays a request for the user to type three parameters
that permit access to the Internet. The user has to provide the data requested
before proceeding to the login page. The three parameters are usually name,
email address and phone number. The information typed by the user is sent to
the hotspot owner by email. Although the field format is verified (e.g. emails
have <name>@<name> it is not possible to verify the validity of the data
entered. The hotspot owner must provide an incentive to the user to type
his/her information correctly. For example a restaurant can offer to send a
discount voucher via email.
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6

Registered access
additional data fields

Guest .

e

Social media access: permits the user to connect to the Internet by providing a
valid Facebook login. The user is asked to authorize providing his/her
Facebook profile to the hotspot operator, and on agreement the information is
sent to the hotspot operator via email. The user can also be requested to 'like’
the hotspot operators Facebook home page. The user can decline both requests
and is then connected to the Internet for a specific period of time. Access to
the Internet is not a condition of the user providing personal information.

Unlimited access: shows the login page, the user has to click on the disclaimer
button accepting the terms and conditions.

Open access: permits all users to connect directly to the Internet without the
login page. All firewall restrictions apply (e.g. download speed control applies).
This access more is suitable for residential condominiums where a login page is
not required, however firewall rules are required.

When controlled access is selected then the screen is displayed as shown on the previous
page. When other options are chosen (e.g. Registered access or Social media access) then
additional information is required. The following pages show any additional information
required for the following login page types:

Registered access
Social media access
Unlimited access
Open access

When the registered access login page is selected then more settings are displayed in a red
box. Registered access data collection permits three data fields to be specified, and has the
option to check the format of the data entered (there is not validity checking however). In
addition to collecting the three data fields, two boxes can be checked to collect the users
computer MAC address and the users web browser type. The collected information is sent
to the email provided in the field below (Email sending must be configured on a different
page of the menu) and the email subject can be entered to permit email readers direct the
emails to a different folder. Finally a field is available for programmers who wish to write
the collected data directly to a server database. Implementation of this option required the
hotspot operator to program a server application that will listen for information packages
and store them in a database. Note that the email settings page has to be configured
before the registered access login page settings. The registered access login page settings
are as follows:

- Custom data field 1: A label is given to this field and displayed for the user on
the login page, and example for the field is ‘name’.

- Custom data field 2: A label is given to this field and displayed for the user on
the login page, and example for the field is ‘email’.

- Custom data field 3: A label is given to this field and displayed for the user on
the login page, and example for the field is ‘telephone’.

- Collect MAC address: when the box is checked the MAC address of the users
computer is recorded and included with the email containing the user-entered
information.

- Collect browser type: when the box is checked the browser type of the users
computer is recorded and included with the email containing the user-entered
information.

- Send to email: the email address to which the information is to be sent (the
email configuration settings must be completed first to specify how the email will
be sent via SMTP).

- Email subject: type the subject line of the email that is sent to identify which
gateway the message was sent from.

- HTTP post to URL (PROGRAMMERS ONLY): The collected information can be
sent to a server, however programming skills are required to write software for
the server that will receive the message and format the data.

- The registered access login page settings are shown in the figure below.
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Login page Menu Page
Display: Registered
access is selected, the red
box shows the
information that is
required in addition for
this mode of access

Setup Wizard ¥

Status
System information
Connscted users
Usage reports
Billing reports

Management
Manage codes
Hotspot availability
Change password
Reboot system

Advanced Settings ¥

| Login settings

Login messages
Credit Card / PayPal
Digclzimer text
Time zone
Email setup
Content filter
Dynamic DMS
Bandwidth controi
Metwork interfaces
Firzwall
Port forearding
Monitoring / alerting
Hostname
Allowed 1P list
Allowed MAC fist
Blocked MAC list
Printer Setup
Upgrade fimmware
Backup & restore

) Guest Internet olutons

Internet Hotspot Gateway
GIS-R3

Connected to the Internet: YES

Login Page Settings |

The login page is used to display a login box to customers before they are allowed
to use the Intemnet

Login page type:

Registered access data collection:

Up to 3 custom fields of data can be collected from your guest, you could for
example ask for their name, email address and age. The data collected will be
sent fo the designated email address every time a guest logs in. You should
publish a privacy policy so guests know how their data will be used.

Custom data field 1: [Na checie_w]
Data to collect eg: Name |Naw | ek,

Custom data field 2: = .
Data to collect eg: Email [Emai | o checks ]

Custom data field 3: |

Data to collect eg: Age |

Collect MAC address: [ Record guest's MAC address

Collect browser type: [ Record guest's web browser typs

Send data to email: | |
Your email address Email must &t up and tested on email page.

|Dal& collected from hotspot 1D 4562ddaf |

Email ject:
il S &g, Data collected from Joe's Burger Bar Hotspot

HTTP post to URL: [ |
Programmers only URL o post to {https:/imyserver.comyipost php)

Your business site: | |
Or FdFacebook page

[ Force uzer to visit this web site after login

Enable timer window: [ Display pop-up with countdown after login

Clear MAC atlogout: [ Code can be reused by a different computer

inaglivity logoct B Time in minutes, set to 0 to disable

Log off inactive users

Default login time:

Unless set by code [F | Timein minutes, default (0} is 24h

Authentication type: MAC and IP 2ddress [defaul) |
N —— =

—

-

© Fired Sysbems ic, 2t
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Xbox auto login: O Auvte login of Xbox games console

05 Internet check: M Block i0S (iPhonefiPad) Intemet check

Custom login page settings:

O Use wizard: Use the wizard fo sef up the login page

Browse...

@ Custom background:  ssckground mage mus
Compress e image at

= 3 T
) . E SE
! Custom login page: ZIF archive, see manuz! for delals, max size is 100k

WARNING: &il hotspot users will be logged cut when settings ars changed

Change seftings.

Tenms and conditions
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G Internet Hotspot Gateway
B Guest Internet Solutions GISR3

Connected to the Interet: YES

Setup Wizard ¥ | Login Page Settings |
Status

The login page is used to display a login box to customers before they are allowed

System information to uss the Intemet
Connected users
Usage reports Login page type: |Soial Media atoess {Lsing Facshook) ]
Billing reports
Management Sccial Media access:
Menooe sores All ts to log in o the hotspot thei ial di nt
(e ow guests to log in to the hotspot using their social media account.
Fotspot availability Facebook uses will be asked to "Like" your page and share with
Change password friends. Guests will see your updates on their Facebook page.
Reboot system
= You will need & Facebook page to set up access using Facebook. A Facebook
Advanced Setti
- s chliid 2 page can be created using your personal Facebook account.
Login page Menu Page | Login seftings

Display. social media Login messages . Facebook Page: hﬁps:f’.‘mwv.facsbook.cm:

Credit Card / PayPal
access Is selected, the red Disclaimer text Facebook Check: Guest has 5 mins to click Like or loss atcess
b h th Time zone Check Like was clicked
ox shows the s
|nf°rmat|0n that IS Content filter Offer email login option for guests without social media accounts [
- - e Dynamic DNS
required in addition for b
i Metwork interfaces Your business site:
this mode of access el e 1 |

Port forwarding [ Foree uszer to visit this web site after login
Monitoring / alerting
Hostname Enable timer window: [ Display pop-up with countdown aftsr login
Allowed 1P list
Allgwed MAC list Clear MAC atlogout: [ Code can be reused by a different computer
Blocked MAC list
Printer Setup i T
e ot aroe [0 ] Time in minutes, set o O o disable

Backup & restore

Default login time: Setea =73
Unless set by code Time in minutes, default (0} is 24h

MAC and IP azdress (defsul)

Authentication type:

Xbox auto login: [ Auto togin of Xbox games consols
i05 Internet check: b Block 05 (iPhonefiPad) Internet check

‘Custom login page settings:

O Use wizard: Use the wizard to sef up the login page

@ Custom background: sackground image

O Use wizard:

® Custom background:

) Custom login page:

ZIF srchive, ses manusl for feralls. may size 5 7050

WARNING: 2ll hotspot usars will be logged out when setiings are changed

Changs seffings
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Login page Menu Page
Display: Unlimited access
is selected

. =

s : & http://aplogin.com/adr O = & u & Login Page Settings

Setup Wizard ¥
Status
System information
Connected users
Usage reports
Billing reporis
Management
Manage codes
Hotspat availability
Change password
Reboot system
Advanced Setfings T

Login messages
Credit Card / PayPal
Disclaimer text
Time zone

Emeail setup
Content filter
Dynamic DNS
Bandwidth contral
Metwork interfaces
Firewall

Port forwanding
Menitoring / alering
Hostname

Allowed 1P fist
Allowed MAC list
Blocked MAC fist
Printer. Setup
Uparade firmwaare
Backup & restors

) Gt intemnet Soutions

Internet Hotspot Gateway
GIS-R3

Connected to the intemet: YES

Login Page Settings

The login page is used to display a login box to customers before they are allowed

fo use the Intemet.

Login page type:

Your business site:
Or M Facebook page
Enable imer window:
Clear MAC at logout:

Inactivity logout time:
Log off inactive users

Default login time:
Unless =&t by code

Authentication type:
Xbox auto login:

i05 Internet checlc

Controlled aceess {Require 2 login code)
Registered access (Callect Emsil address)
Social Media scocess (Using Facebook)

J =0

O Force user to visit this web site after login
[ Display pop-up with countdown after login

[ Code can be reused by a different computer

Time in minutes, set to 0 to disable
Time in minutes, default (0) is 24h

[MAC 2nd IF address {defaulty

O Auto login of Xbox games console

M Block i05 (iPhoneiiPad) Intermet check

Custom login page seftings:

O Use wizard

® Custom background:

O Custom login page:

Uise the wizard to set up the login page

Browse. .
be 8 JPEG, max size Is 109k
Agals. cymamicinive. Comimageopimzen’

Eackground image
COmgress e Imags

ZiP archive, 528 manual for delads, max SEe is 100k

WARNING: All hotspot users will be logged out when settings are changed
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6

Login page Menu Page
Display: Open access is

selected

Setup Wizard 3

Status

System information
Connected users
Usage reporis
Eilling reporis
Management
Manage codes
Hotspot availability
Change password
Reboot system

Advanced Settings 3

| Login seitings
Login messages
Credit Card / PayPal
Disclaimer text
Time zone
Email zetup
Content fitter
Dynarmic ONS
Bandwidth control
Metwork interfaces
Firgwall
Port foraarding
Monitoring / alerting
Hostname
Allowed 1P list
Allowed MAC list
Blocked MAC fist
Printer Seiup
Upagrade firmwars
Backup & restore:

Internet Hotspot Gateway

Connected to the Intemet: YES

> Guest intermet Soutons

Login Page Settings

The login page is used 10 Tantolied access (Require 2 login code)
to use the Intemet. Registered access (Collect Email address)
Social Media acoess (Using Facebook)
Unlimited 3 ree to -:isclaimuevr"!h

| e R

=t et

Login page type:

Your business site: |
Or i Facebook page

[ Foree user to visit this web site after login
Enable timer window: [ Display pop-up with countdown after login

Clear MAC at logout: [ Code can be reused by & diffiersnt computer

Insctivity Jopout fifme: Time in minutes, set to O to disable

Log off inactive users

Default login time: 3 Ay = it
Unless ==t by cods Time in minutes, default (0} is 24h

Authentication type:  [MAC and IF address [default)

Xbox auto login: O Auto login of ¥box games tonsole

105 Internet check: M Block i0S (iPhonefiPad) Intemnst check
Custom login page settings:

O Use wizard Lize the wizard to set up the login pags

® Custom background:  ssckgroune

O Custom login page:

ZIF anchive, see manual for detals, max size is 100kD

WARNING: All hotspat users will be logged out when settings are changed

Change setfings
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Social media access
additional data fields

Interactive configuration
parameters

The Social media access requires the hotspot operator to create a Facebook page for the
hotspot business. When the guest opens the login page a request will be made to connect
to the Internet using the users Facebook login. The uses login information is not visible to
the GIS gateway, but is communicated directly to the Facebook website. The user will be
asked to share his/her profile information and can decline. If the user agrees then the
profile information will be sent to the hotspot operator via email. This feature requires the
email feature to be configured (see the separate menu page). The users can optionally also
'like' the hotspot operators Facebook page. If the user declines then a nominal 5 minutes
of Internet access is provided. A checkbox can activate an optional login mechanism for
users who do not have a social media account.

The remaining parameters that are required for the login page configuration are listed
below.

¢ Business Web site or Facebook page: This is the Web site URL of the business
providing Internet service. This website URL can become the /landing page
(substituting the users home page) by checking the box below to force visit to this
website. When Social media login is selected this box should contain the URL of the
business Facebook page

e Force the user to visit this website after login: checking this box will replace
the users browser home page with the URL of the page explained in the previous
section.

e Enable Timer window: checking this box will enable the pop-up timer window
that the user sees after completion of the login process.

e Clear MAC at logout: By default an access code can only be used with one
computer. By checking this box the access code can be used on many computers,
tablets and smart-phones sequentially, but not concurrently.

¢ Inactivity logout time: This is a timer (shown in minutes, the default is 5
minutes) after which a user will be logged out when the user has stopped using the
Internet. This feature releases resources so that more people can use the Internet
service. Note that most computers have tasks that constantly connect to the
Internet even when the computer is not being used. The inactivity logout time will
therefore be effective when the computer is put into sleep mode (laptop screen
closed) or switched off.

e Default login time: This timer is normally set to zero: zero means it is inactive.
The timer is in minutes. This timer is used with the unlimited access and registered
access modes, and will disconnect the user after the time specified. This feature is
useful for a restaurant or coffee bar that prefers not to give codes for Internet
access, but wants to limit the time that each user has access to the Internet, before
having to login again.

¢ Authentication type: When computers are authenticated the default method is to
associate both the IP address and the MAC address of the computer with the access
code. In some cases it is desired to authenticate the user by IP address only (a)
when it is desired to permit the user to used one access code with several devices
(not simultaneously), and (b) when a wireless distribution network has been
configured for guest access, however WDS is not activated for point to point links
for whatever reason (in this case the MAC address is the wireless access point, not
the users computer).

e XBox auto login: Standard configuration XBox gaming products do not have a
browser and therefore cannot log in to the network like a computer can. Checking
this box will permit XBox products to be detected and allow them to bypass the login
page and connect directly to the Internet. The firewall rules apply to the XBox
however.

e iOS Internet check: Apple portable devices (phones and tablets) use the iOS
operating system. iOS attempts to connect to the Internet when in range of a
wireless network. Checking this box will block iOS access to the Internet.
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Custom login page
settings

Select the login page
background, and the
installation of a custom
programmed login page

There are three custom login page options available:
e The wizard selects 1 of 12 backgrounds during the setup process
e A custom JPG background can be uploaded
e A custom login page can be programmed using HTML

Additional details explaining the login page configurations are provided in the following
sections.

Internet Hotspot Gateway

| Guest Internet Solutions GIS-R3

Connected to the Intemet: YES

Setup Wizard ¥ | Login Page Settings |
Status

System information
Connected users

The login page is used to JTontolled access [Require & login code) owed
fo use the Intemet. Registered access (Collect Email address)
Social Media access (Using Facebook)
Unlimited sccess (Agree to disclaimer)

Usage reporis Login page type:
Billing reporis
Management Your business site: | |

vl Facebook page
IManage codes

[J Force user to visit this web site after login
Hotspat svailability =

Change password _ . ) ) _
Reboot system Enable timer window: [ Display pop-up with countdown after login
Advanced Setfings 3
& Clear MAC at logout: [0 Code can be reused by & different computer
Login zeftings

Login messages Inactivity logout time: P -

Credit Card / PayPal Log off inactive users Time in minutes, set to O to disable
Disclaimer text

Time zone Default login time: M .

Email setup Unless s=t by code Time in minutes, default (0) is 24h
Content filter

Cynamic DMS Authentication type: [MAC and IF address [default) |

Bandwidth contral

Mebwork interfaces Xbox auto login: [ Awto login of Xbox games console

Firewall
Port forwarding i0S Internet check: M Block i0S (iPhoneiiPad) Intemet check
Monitoring / alerting
Hostnams - )
Custom login page settings:
Allowed 1P Jj

O Use wizard: Use the wizard to set up the login page

rinter Setup ® Custom background Browse...

b LISIOM DAckground:  Bsckground image mist b JPEG, max size I5 168kt
Upgrade firmware Compress the IMage &t Rp-/00ls oymamisaAve comAMmageaptimizer’
ackup & restore

O Custom login page:

ZIP archive, See ManiAl for OetaNs, max size /s 100kE

WARNING: All hotspot users will be logged out when settings srcaefed I

Change setfings
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Using the wizard login
page

Login page custom
background

Custom login page

Custom Login Page
Example

The wizard login page setup has 12 background options suitable for different businesses. A
thumbnail picture of each login screen was shown during the wizard setup process.

e  Restaurant e Resort lobby area e Resort pool area
e  Coffee bar e Marina e  Business center
e Sports bar e Motel e Church
e Hotel e Conference center e Library

The login page background can be changed at any time by logging in to the unit as admin
and then clicking on the setup wizard menu option. Select the ‘login page branding’ option
and then select the desired background.

Finally save the selection by clicking on ‘save setting and continue to step 4’ and then on
‘save settings and finish'.

A login page custom background can be created in JPG format and uploaded using this
feature. The image size should not exceed 196KB, however it should be made as small as
possible so that the login page loads quickly for the user. The background image will be
placed behind the login information box and the image contrast will be reduced to highlight
the information box. The image can be a composite photo plus logo prepared using
software such as Photoshop.

A custom login page can be created using HTML code and uploaded to the Guest Internet
gateway. Login page sample designs can be downloaded from the Guest Internet website
at:

http:/ /www.guest-internet.com/loginpages

A custom design log in page can include advertising banners. When the login page design
has been prepared it can be tested using our simulator before installation. An example of
a customized login page with banner advertising is shown below.

; MPrarchase cyadil fae hedeamed o cess - Microsedl lnlermal Eopdiores =] &
Fle Edt Vew Foaoriles o Took  Hsp ¥
fkhar |l bt iognieet Fred cong “ Bw
Cogim Exnowa Pt A ks, Bt i B, B, Bdsasad | Upleadmarwr E1F fiin [ &
Bl p-hald. &
ENEY R A 1k

PE ELEUTHE
e [ ——— ‘?_Hh;m hopoamivedatiies | Gefting Heie | Sdveniiee | Sk deesy | Dney | Wessdiags |ostanng | Parkages | Seeiarkony

Asouwr

Vs Galery
4 M & Lecation
-‘1 Press ROGTY

Frerational Tourzm

Marma

Chmmact 1k
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The only requirement to create a login page is knowledge of programming using HTML
code and Javascript. The completed program is saved as a ZIP archive (e.g. using WinZip,
not the MAC zip). The login page can be customized with a logo, a corporate identity, and
information about the hotspot or public Internet service.

The login page file size cannot exceed 196KB. However try to keep the file size below 50KB
so that it loads quickly for the user. If your product firmware is older than 2.1r_b14 please
email technical support (info@guest-internet.com) requesting a new firmware installation.
The login page is uploaded to the gateway as a single zip file, this zip file needs to contain
a file called 'login.html' (all lower case, be careful not to call the file Login.html). The
login.html file must include the text shown below to locate the login box on the page.

'<!--LOGIN-->'

Login page examples can be seen in the sample login.html file which can be downloaded
from

http://www.guest-internet.com/loginpages

The zip file can contain images, flash files, HTML files etc. The zip file can contain any
number of directories and files; the files will be uncompressed by the gateway during
initialization. The directory structure in the zip file will be maintained when the files are
unzipped. The file login.html works as the index page: any HTML pages linked to, or
from, login.html can also be seen when using the gateway.

We provide a login page zip file simulator for testing new login pages. In order to test your
login.zip file we have a server application that will emulate a gateway. If you upload your
login.zip to this application first then you'll get feedback about any issues. To access the
application go to:

http://logintest.guest-internet.com/
User: test Pass: logintest

When you log in you will see a red box in the top right hand corner, click on this box and
you will be able to upload your login.zip file for test. If there is a problem with your zip
file the simulator will tell you, otherwise it will display the page with the login box.

When your login page has been tested you can login to the gateway admin page, click on
ADVANCED SETTINGS and then click on LOGIN SETTINGS. The last option in the list is
CUSTOM LOGIN PAGE. Use this option to upload your zip file.

Creating a ‘Walled A custom login page can be part of a business website, with menu tabs that link to the

Garden’ login page website. All URL's used on the website must be entered into the gateway URL table. The
user can navigate between the login page and the business website. However if the user
tries to navigate away to another web site then the login box will be shown. This type of
login page is called a ‘walled garden’

An example of a ‘walled garden’ login page is included with the zipped file downloaded at
http:/ /www.guest-internet.com/loginpages

You will see two files, called subway.zip and subway.txt. Subway.zip is upoaded to the
gateway as described above. Subway.txt contains a series of URL's that must be typed into
the Allowed IP Address Table (see later section).

The subway.zip file is small as it uses graphic files from the company website. The menu
tabs on the login page are linked to the company website. The user can navigate between
the login page and the company website without having to login to the Internet: providing
an access code or agreeing to the terms and conditions. However when the user tries to
access any other website then the login box is presented on the screen.

The user is able to navigate all pages in the company website because all the URL's
required for this are included in the Allowed IP Address Table. This is called a ‘Walled
Garden’. The Walled garden login page is shown in the figure on the next page.
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Countdown timer display

Terms and conditions
page

If the user clicks the login
page link to the terms and
conditions then the
information appears as
shown on the pages below.
This information can be
modified using the disclaimer
editor (see the menu).

When the user types the access code and clicks on the ‘connect and agree’ button then the
‘thank you’ page appears, informing the user that the login was successful, and requesting
the user to click a button to connect to the Internet.

When the button is clicked to access the Internet the users Web page appears (or the
landing page if set). In addition a small optional window opens (if the ‘enable timer
window’ box is checked) indicating the time that the user has been given to access the
Internet. The window also has a link to permit the user to disconnect from the Internet.
This window is disabled by default. This pop-up window may cause problems with portable
devices that use the iOS and Android operating systems.
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Login code error message

If the user enters the wrong
login code then a message is
shown in the login box
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All messages displayed on the login pages can be modified. This is very useful if the
hotspot is being setup in a non-English speaking country permitting interaction with the
users to be in the native language.

Login Messages

D~-ECX & Login Page Messages X -

Login page message
editor

Setup Wizard ¥
Status

System information
Connected users
Usage reports
Biliing reporis

Management
Manage codes
Hotspot availability
Change password
Reboot system

Advanced Settings ¥
Lu_g_m seﬂir!gs

| Login messages
Credit Card / PayPal
Disclaimer text
Time zone
Email setup
Conient filter
Dynamic DNS
Bandwidih control
Metwork interfaces
Firewrall
Port forwarding
Menitoring / alerfing
Hostname
Allowed IP fist
Allowed MAC list
Blocked MAC fist
Printer Sefup
Upgrade fimmware
Backup & restors

Internet Hotspot Gateway

| _Intg_m_etl_S_uluti_ur__ls GIS-R5+

Connected fo the Infernet: YES

Login Page Messages

The login page is used to display a login box to customers before they are allowed
to use the Infemet. The following messages will be displayed to the customer.

Access Message:
Displayed at login
(HTML may be used)

Access Message:
Login button text

Access Message:
Terms of usage texd
{HTML may be used)

Access Message:
Hotspot disabled
(HTML may be used)

Login Message:
Use Internet button

Login Message:
Use Internet text
{HTML may be used)

Logout Message:
When login expires
(HTML may be used)

Logout Message:
Logout button texd

Timer Message:
Timer window text
(HTML may be used)

Timer Message:
Timer window logout
(HTML may be uszed)

Logout Message:
Text after logout
(HTML may be used)

Logout Mezsage:
Close timer window

Error Message:
When no Internet
(HTML may bg ussd)

Enter = login tokem ta u=e this
Hot 3pot

Connect & agree

You must agree to our <a
href='/disclaimer.cgi’

Sarry, this hotspst i= neos
enabled.<br/¥<br/>Please try

Click Here

To start using the Internet.

Sarry, the time is
up...tbr/>Flaz=s purchass mors

¥ou will remzin connectsd for

Leave this window open. <br/>C]
Logout when you are donme.

You have besn logged ous. Thanks.

Close window

Ssrry, ns Inssrnet
aceess.<bz/r<bz/>Please tzy latex.

TS Te T

Error Message:
Login code in use
(HTML may be used)

Emror Message:
Login code expired
(HTML may be used)

The pas=-code you entared is <bsin
u=e</b>, please get 2 new pass-—

The paz=—code you entezzd has
<brexpired</b>, plea=e get a new
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There are a total of 19 messages that can be modified. The messages are as follows:

Access message 1: When the controlled access mode is selected this message is
displayed in the login box shown on the login page. The default message reads, “Enter
a login token to use this hotspot”.

Access message 2: This message appears on the button in the login box. The
default message reads, “Connect and agree”.

Access message 3: When the unlimited access mode is selected this message is
displayed in the login box. The default message reads, “You must agree to our terms
and conditions (highlighted) to use this service”.

Access message 4: When the hotspot availability mode is enabled this message is
displayed in the login box when the hotspot is inactive. The default message reads,
“Sorry this hotspot is not enabled. Please try later”.

Login message 1: This message is displayed on the button in the box when the
access code has been sucessfully entered. The default message reads, “Click here”.
The button is used to open the timer box.

Login message 2: This message is displayed in the box below the button when the
access code has been sucessfully entered. The default message reads, “to start using
the Internet”

Logout message 1: This message is displayed in the timer box when the access code
time has expired. The default message reads, “Sorry, the time is up. Please purchase
more time (highlighted) to continue”.

Logout message 2: This message is located inside the button of the timer box. The
default message reads, “Logout”.

Timer message 1: This message is shown at the top of the timer box. The default
message reads, “You will remain connected for”. The time countdown is shown below.

Timer message 2: This message is shown in the lower part of the timer box. The
default message reads, “Leave this window open. (newline) Click logout when you are
done”.

Logout message 3: This message is shown in the timer box after logout. The default
message reads, “You have been logged out. Thanks”.

Logout message 4: This message is shown at the bottom of the timer box after
logout. The default message reads, “Close window (highlighted)”.

Error message 1: The message “Sorry no Internet access, (newline) Please try later”
is displayed in the login box when the Internet connector does not have a connection
to the Internet.

Error message 2: The message “Sorry you have been blocked, (newline) Please
speak to a member of staff” is displayed in the login box when the user has been
blocked due to a violation.

Error message 3: The message “Sorry you have been blocked for using file sharing
software, (newline) Please speak to a member of staff” is displayed in the login box
when the user has been blocked due to the use of file sharing software.

Error message 4: The message “There is a problem with this hotspot” is displayed in
the login box when an operational error has been detected.

Error message 5: The message "The passcode you entered is not valid, (newline)
press the back button and try again” is displayed in the login box when the access
code is not valid.

Error message 6: The message “The passcode you entered is in use, (newline)
Please get a new passcode” is displayed in the login box when the access code is used.

Error message 7: The message “The passcode you entered has expired, (newline)
Please get a new passcode” is displayed when the access code expired.
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Credit Card
/PayPal

(Function not
available with the
GIS-R2)

card billing activated. The

The credit card billing feature allows an Internet hotspot operator to sell Internet access by
charging the customers credit card. The feature requires the hotspot operator to have a
valid business account with PayPal™ which is used to charge credit cards. A personal
PayPal™ account cannot be used to charge credit cards. PayPal™ will require the hotspot
operator to provide valid business information, including a business bank account, in order
to open a PayPal™ business account.

When PayPal™ is used to charge for Internet access, users can pay with their PayPal
account or a credit card. Users do not need a PayPal account to pay with a credit card.

In order to comply with PCI DSS (Payment Card Industry Data Security Standards)
directives, GIS products do not store any part of the credit card information provided by
the user. A log is maintained that has a transaction ID. When the hotspot operator needs
additional information it is necessary to log into the PayPal™ business account and use the
transaction ID to obtain additional information about the transaction.

Guest Internet Solutions does not make any additional charge for credit card processing.
The GIS gateway functions identically to a Point of Sale (PoS) terminal. Credit card charges
are the sole responsibility of the hotspot operator, who is referred to as the ‘merchant’ in
all transactions.

The credit card billing feature is not available on all product models. Currently it is available
with the GIS-K3, GIS-R3 to GIS-R20 products.

When the credit card billing feature is activated the login page is modified to include an
additional button ‘purchase token with PayPal™" as shown on the screen below.
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|  Commeddagma |

| Fuichass ioxan wilh FagFal™ |
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gin pag y. "
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additional button shows
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When the PayPal™ button
is clicked a drop down
menu is shown to select
the time and cost of the
Internet access. After the
selection is made then
the PayPal™ button is
clicked

The login page drop down
menu showing the
Internet access options
that have been
configured

0 Guest
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After the selection is made then the ‘Check out with PayPal™ button is clicked. The user
then sees the merchants payment page on the PayPal™ web site. Payment can be made
using a credit card as shown below.
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PayPal™ website
payment using a PayPal™

Guest .

account

Payment can also be made with a PayPal account. See the screen below.
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When the payment is completed then the GIS gateway displays an access code (token) for
the user to note. A confirmation email is also sent by the GIS gateway to the users email
address. A copy of the transaction information is also sent to the hotspot owners email
address.

In the case where PayPal™ declines the transaction then the user is informed of the
reason. The hotspot owner can also optionally have a message sent with information about
the declined transaction.

In order to set up credit card payments the GIS customer (hotspot owner) must go to the
PayPal™ website and open a PayPal™ Business account then obtain the API credentials.
There is no cost to open a business account but PayPal will charge a commission on every
transaction. The PayPal™ screen that is used to create a PayPal™ business account is
shown on the next page.
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PayPal™ website
introductory page

Go to the email setup
menu page first before
continuing with the
billing setup
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To create an API signature with your PayPal Business account:

Log in to PayPal, then click Profile under My Account.
Click My selling tools.

Click API Access.

Click Request API Credentials.

Check Request API signature and click Agree and Submit.

A hotspot owner name and email address must be configured for PayPal credit card billing
to work. The email must be configured and tested via the Email setup page before the
PayPal™ credit card processing is configured.
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PayPal™ credit card
billing setup page

Check the box shown to
enable PayPal™ payments
via credit card

Internet Hotspot Gateway
| GIS-R5+

Setup Wizard ¥
Status

Sysiem information
Connected users
Usage reports
Biliing reporis

Management
Manage codes
Hotspot availabilify
Change pazsword
Reboot system

Advanced Settings 3

Login settings
Login messages

| Credit Card / PayPal

 Disclaimer text
Time zone
Email setup

D Connected fo the Intermetl: YES

Credit Card and PayPal Payments

PayPal can be used to charge for Intemnet access. Users can
pay with their PayPal account or a credit card, users do not
need a PayPal account to use a credit card.

PayPal

In order fo set up credit card payments you must open a PayPal Business
account and obtain some API credencials. There is no cost to open a business
account but PayPal will charge a commission on every ransaction.

Click to open a PayPal Business account and see fransaction charges.

To create an API signature with your PayPal Business account:

Log in to PayPal, then click Profile under My Account.
Click My zelling tools.
. Click APl Access.
Click Request APl Credentials.
Check Request AP signature and click Agree and Submit

& hotspot owner name, email address and SMTP server must be set up if you
wiant to receive customer and payment details, please set this up via the Email
setup page. Customer details are not stored on this device.

Content filter
Dynamic DNS
Bandwidth contral
Mebwork interfaces
Firewall

Port forwarding
Monitoring / aleriing
Hostname

Allowed IP st
Allowed MAC list
Blocked MAC fist
Frinter Sefup Select the times e,
Upgrade firmware and costs to offer Time:
Backup & restore to customers Time:

Enable PayPal payments: [

PayPal Business account and APl settings: Provided by FPayPal

PayPal APl Usemame:
PayPal APl Password:

PayPal AP Signature:

Payment settings: Time: Cost: §
Cost: §
Cost: 5
Cost §
Cost: 5
Cost: 5
Cost: 5
Cost: §
Cost §
Cost: §

Al payments in e,

US Dollars {USDY Time:

Time:
A recsipt and
login code will Time:
be emailed fo the Time:
custamer after login Tine:

(3] ] [ 3 ] [ W [ [

Type of code:
Crested after payment

Single user[w] Multi user codes can be shared

Purchase Prompt:

Purchase Prompt:  Furhese ioven wih PayPalBirade;

When the PayPay™ business account has been authorized then it is necessary to obtain
three account parameters to copy to the boxes shown previously.

- PayPal™ API Username
- PayPal™ API Password
- PayPal™ API Signature

The next step is to enter up to ten time/cost parameters using the drop down menu. These
are the Internet access packages that will be officer to users. The example shown on the
previous page has six options that users can select. The boxes below the payment settings
are the messages shown on the users computer screen to indicate success or failure of the
purchase.
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@ http//aplogin... O~ B G X €8 Credit Card and PayPal Pay... L

be emailed to the Time: [x] Cost§
customer after login Time: El Cost §

Type of code:

- R
Crested after payment Single user[¥] Multi user codes can be shared

IE;%T:&EEIT:LQ.} Purchase token with PayPaléirsde;

Purchase Message:
To help with payment
(HTML may be us=d)

Payments can be made with sither z
Credit Caxzd or a PayPalstzade;

Cancel MESS'EQE: The puzc.::'-.\-ase has= Eeer. car:cel‘le-;i..
(HTML may be ussd) you have not besn billed.

Pay_PfllTM credit card Double Bill Message: = Togin code parehased wish yous
blIIlng setup page (HTML may be used) account less than an hour ago has
(continuation)

Success Message: Thank you, yoor account has been
(HTML may be wused) billed. & confirmation emzil has

Login Message:

(HTML msy be ussg) 08 In using cade

Cust Email Subject:

Customer Email:
2% = Code

Fov = Vaiue

%ol = Transaction |0
%ed = Date

Owmer Email Subject:

%oi = Transaction |D
%on = Cusiomer Name
e = Custormer Email
%od = Date

Seh = Hofspot 1D

Receive Emor Emails: | With details of transaclion & payment issues

Email settings must be updated before emails can be delivered
WARNING: All hotspot users will be iogged out when seltings are changed

The BayRal name and ihe PEyPs i000 ar FegiElrag T3EMErks of FayFal, inc

© Flred Sysiems Inc, 2012, Trademarnks, service marks and logos are propery of fielr respaciive owners. Privacy palicy Terms and conditions

Six boxes shown on the screen above have the messages that are sent to the purchasers
email address, and also to the hotspot owners email address. The parameters included in
the respective emails are shown.

These messages can be translated to other languages, or elaborated. It would be unwise
however to change the meaning of these messages.

Two message boxes at the bottom of the page show the format of the messages sent to
the customer (hotspot user) and to the hotspot owner (merchant). Take care if changing
these messages.
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Credit card billing report

6

Guest .

page

There is a final check box called ‘receive error emails’. When a transaction does not
complete then it is not necessary to receive a message about this in most cases. However
the hotspot owner might wish to be notified when an error condition occurs, for example if
the credit card is declined. The purchaser will also receive an email notification.

Once in operation, the hotspot billing system will be the ‘PoS’ of a business, such as an
Internet café. The hotspot owner will wish to produce accounts of the daily operations. A
complete transaction record is provided by the PayPal™ business account, and the
information can be downloaded and imported into popular accounting programs such as
Quickbooks™.

The GIS gateway also stores a report summary, described earlier in the section: Status
Functions: Billing Reports. An example of a billing report is shown on the following page.
This report can be downloaded in CSV (comma separated value) format and loaded into a
spreadsheet program such as Excel™.

Guest Internet Solutions T Gk

Conneced oo e internel: fES
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— i [ T I IPRIATALIERI001T
Iarzge codes Tar | Lm T 13T WIECOATS
Homspot avadlabibny o TECE BT =TT P pe—
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Rt sysiem L 1 a2T TR r
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TECOHLLL W 100 T BT AU ET IEEN AR T Hazi gz
TAEECEILL 2219 B [T T inim b o . e e

A summary of transactions for the current day, previous day, current month and previous
month are presented at the top of the page.

The table rows itemize each transaction. The transaction ID code refers to the code
generated by the PayPal™ business account. The transaction ID permits the PayPal™
record to be located.

No credit card information is stored on the GIS gateway to comply with the Payment Card
Industry Data Security Standards (PCI DSS) requirements.
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Edit Disclaimer

Change Disclaimer menu

6

Guest .

When the guest connects to the Internet service he or she has to agree to the terms and
conditions of use before being permitted to access the Internet.

The terms and conditions of use is a document contained within the Guest Internet unit
that was drafted by a legal team to remove liability from the Internet service provider in
the case that the guest is using the network for illegal purposes, such as downloading
copyrighted material. The disclaimer is based on Federal laws, however each state, county
and municipality can also draft laws regarding the use of the Internet. Customers outside
the United States may require a completely different document.

By clicking on the Disclaimer text menu option an editing window opens that permits any
part of the disclaimer document to me modified. The company name has already been set
to the name of your business entered during the wizard setup process. Additional clauses
can also be added to the document.

« [

sl € nhttp:/faplogin... 0~ B X €% Hotspot Disclaimer

Internet Hotspot Gateway
GIS-R5+

Connected to the Internet: YES

4 I_}ugs.tl_lr_lltgrn_et Sn_lu_t_i_uns

Setup Wizard ¥ Hotspot Disclaimer

Status
The box below contains the disclaimer document that will be presented to hot

© Fired Syeieme in

System information
Connecled users
Usage reporis
Billing reports
Management
Manage codes
Hotspot availability
Change password
Rebool system
Advanced Seitings 3

Login settings
Login messages
Credit Card | PayPal

Time zone

Email setup
Content filter
Dymamic DNS
Bandwidth control
Metwork interfaces
Firewall

Port forwarding
Monitoring / alerting
Hostname

Alowed [P list
Allowed MAC fist
Elocked MAC list
Printer Setup
Upgrade finmwyare
Backup & restore

2. Trademarks, service marks and ogos are praparty of thair respective owners.

spot users when they attempt to use the Intermet. You can modify the disclaimer
to suite the needs of your business.

TERMS AND COMDITIONS OF TU3E
Internet Access Hot—Spot Sexvice

Terms and Conditions of Service Usage and Information
Agre=mant

I. IMPORTANMT! THIS IS A BINDINS LEGRL AGREEMENT

{thi=z "Agreement"). PLERSE READ THESE TERMS RND CONDITIONS
OF USE CAREFULLY EEFORE USIMG THIS SERVICE. This= Agresmeant
govern= pour use of this Service |collactively,

the "Sexwvice") and i= by and betwssn COMPRNY MAME
ixeferrxed to hexein as "THE PROVIDER", "we", "u='",

or "our") and you, on bahalf of yours=elf and everyone youm
repraszent ("you"}. By using, viewing, transmitting,
caching, =toring and/or otherwis=e utilizing the Sexvics,
the services or functions offered in or by the Service
and/or the contents viewable thrzough the Sexvice in any
way, you have agreed to sach znd 21l of the terms and
conditions =at forth below, and waive any right to claim

Update disclaimer

Privacy polcy Tenmns and condillons

If you have any concerns about liability issues in your area, then please consult a
specialized attorney who will help you to modify the disclaimer document, or draft a new

one.
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The correct time zone is selected during the setup wizard. However if the gateway is
moved to a different location then the time zone can be changed.

Time Zone

A drop down menu is used to select the correct time zone.

P~-BCeX ﬂTimeZone

Set time zone menu

j buest aternet delntious

Setup Wizard ¥

Status
System information
Connected users
Usage reporis
Eilling reports

Management
Manage codes
Hotspot availability
Change password
Reboot system

Advanced Settings T

Login setfings

Login messages
Credit Card / PayPal
Disclaimer text

Time zong

Email setup
Content filter

Dynamic DNS
Bandwidth control
Metwork interfaces
Firewall

Port forwarding
Monitoring [ alerting
Hostname
Allowed IP list
Allowed MAC fist
Blocked MAC list
Printer Setup
Upgrade finmware
Backup & restore

Internet Hotspot Gateway
GIS-Rb6+

Connecied to the Internet: YES

Time Zone

Select the ime zone / locafion where the hotspot is instalied.

Time zone:

US/Eastem E|

WARNING: Changing the timezong

Updat

Pacsic/Nus oy ;
Paciic/Norfolk dsting login
Pacsfic/Moumes

Pacsic/Pago Page

PacsficPalau

Paciic/Pitcaim

Paciic/Ponape

Pacific/Port Moresby

Pacific/Ranctonga

Pacsfic/Saipan

Pacific/Sameoa

Paciic Tahi

Pacdic/ Tarawa

Paciic/Tengatapu

Pacfic Truk

PacificWake

Paciic/\Waks

PacficiYap

US{Hawaii

LS/ Indiana-Eearke
LESMichigan
US!Mountain
US/Pacific
US/Samos

© Fired Syetame ing, 2012. TRROSMArKS, SErVIice Marks and igos ane praparty of thair respectve amers. Privacy polcy Tenns and condillons

Click on the correct time zone in the list to set the gateway time zone.
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Email Settings

Set email menu

Gateway features that require email transmission include device monitoring and credit card
billing. The Email settings page must be configured before the email features can be

used. The settings that are configured are:

SMTP server name
SMTP server port number
SMTP username (usually not required)

SMTP password

Use SSL encryption (yes/no)
Hotspot owner name
Hotspot owner email

e = || @ http://aplogin.com/adr 2 ~ & | = Email Setup : | I 9%

Internet Hotspot Gateway

Connected to the intemet: YES

Guestnemet Slions

Setup Wizard 3
Status

System information
Connected users
Usage reports
Billing reporis
Management
Manage codes
Hotspot availability
Change password
Reboot system
Advanced Settings 3
Leogin seftings
Login messages
Credit Card / PayPal
Disclaimer text
Time zone
Email setup
Content filter
Dynamic DMNS
Bandwidth contral
Mebwork interfaces
Firewsall
Port forwarding
Maonitoring J alerting
Hostname
Allowed 1P list
Allowed MAC list
Blocked MAC fist
Printer Setup
Uparade firmwars
Backup & restore

© Firs4 Systems Inc, 2015. Traoemarks.

Email Setup

Email setup is not necessary for the operation of the hotspot, emails are however
sent from the hotspot when payment are made by credit card, when
monitoring/alerting iz enabled or when login notifications have been requested

SMTP Server:

A —

{eg mail bellzouth net)

SMTP Server Port: (Usually 25)
iy st ]
{Ususally not required)

bt ]
(Ususlly not required)

Use 55L Encryption: [ (Usually not required)
e ]
Will appesr in emails

e 1
‘Wafid email address

Send Test Email: Check SMTP server and connechivity

Sendto Email address: [ |

| Updste and send test email |

Google's Gmail can be used o relay emails from this gateway. To use
Gmail you will need a Gmail account. Set the SMTP Server to
smip.gmail.com, the SMTP Server Port to 587, provids your Gmail
Usermname and Pagssword and select Use S5L Encrypiion

TVICE MArks and I06 are Propeny of Mek I2EPEcive JWMErs. Privacy pailcy Terms and

The email test feature should be used to verify that the SMTP server will transmit the
email. When it is not possible to use the SMTP server of the Hotspot owner’s email account
then use a Gmail account to send them email.

@ Guest .
[nternet

Guide to Operation

Copyright © Guest Internet Solutions, 2015. All Rights Reserved www . guest - internet . com




Content Filter

The OpenDNS Website:
select the type of account
required and proceed to
registration.

Web content filtering is available on GIS gateway and wireless products. Content filtering
ensures that Internet surfing is family friendly. Any attempt to access sites that have
undesirable content (e.g. adult sites) for viewing in public places such as hotel lobbies,
libraries or schools is blocked; providing the web sites are being viewed using domain
names rather than IP addresses.

Guest Internet Solutions partners with a 3 party content filtering service, OpenDNS, who
maintains a current list of web sites to block. OpenDNS has three types of accounts. A
summary of the OpenDNS features with each type of account is shown on the following

page.
- BASIC: free account
- DELUXE: $9.95/year for households, $5/user for businesses
- ENTERPRISE: $2000/year for businesses

The difference between the BASIC and DELUXE/ENTERPRISE accounts is the depth and
breadth of the content filtering. The BASIC account provides an excellent service and will
ensure that no one is viewing adult content material in a public area. For schools and
businesses where it is desirable to have comprehensive filtering then a DELUXE or
ENTERPRISE account will provide excellent results and is well worth the small cost of the
service. The DELUXE and ENTERPRISE accounts will block staff access to personal email
and web sites such as Ebay and Facebook, avoiding loss of productivity.

For more information please go to the OpenDNS Website:
http://www.opendns.com/

Before the GIS content filtering service can be used an account must be created with
OpenDNS at the website:

http://www.opendns.com/start/

Select the type of account desired. A free account can be created initially and then
upgraded later according to the filtering requirements. Click on 'Sign Up’ for a basic
account and complete the information requested on the screen;
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The OpenDNS account
registration. Complete
the information
requested then click on
Continue

The next page requests
you to change the DNS
address on your
computer or router and
test the settings. This
step is not necessary with
GIS gateway products as
the DNS addresses are
already installed in the
equipment.

0 Guest
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Provide your email address and password. This email and password will be required by the
GIS product to use your content filtering account. Select the options ‘where did your
hear...” and ‘where will you use...” to complete the account registration process. Finally click

on CONTINUE.

Fou'ne jusl thies sleps mawy from b salid, lesief, smadbei
and more redlatsle et = fur el

L
W

Lrewlie g et pooenrd

TR S P | PN e (e e

A lovesgr fmrmen

il e, el e Daler (00 L RS

18 awry peak men sk skl = e gl D colagrs e e 1 bl s
=

Lallio 1]
el Wl ccrbed @i
Rl i E e i PRy remgnrey el Ve et Py p—
T b e e oW S T il T ek i B i -
LAEE EHY
e il v e e
rdshira . Piagd L
e DM L kel iy s . D0 O I bl el el il g
FHCATRIECN By DO L TE BRI S S e ek s
i dane

Arteen Bl o b i |
e

(N

e ———
Tina' P b e Cmimi s, [ o s s i

e 1 W O e, s, el S o al e
AR A T

€

it 1] i

Ll

= 0]
0
| ]
| @]

FEST YRR SE]1INGS

Tl e s deace i

Copyright © Guest Internet Solutions, 2015. All Rights Reserved www . guest - internet . com

107



Open DNS account login O pe n D N S[

6

Guest
Internet

Go back to the Open DNS home page at:
http://www.opendns.com/
Click on sign in (top right of screen) to see the screen shown below. Login using your

email address and password.

T (i P
L_:ll.?'l'_ll_j mnrnm -

welcome 1o

SN B Dl

After login you will see the OpenDNS Dashboard home page (see overleaf). Information
must now be provided to begin using the OpenDNS content filtering service.
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Click on the button ‘Add
this network’, and then
provide a name for the
network as shown below.
Check the dynamic
address box for DSL or
cable modem. T1
connections will be static.
Finally click on the DONE
button.

Next you will see a page
showing your IP address,

to the configuration page.
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OG- M- oriuem
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Youve successiully added a network! Just a few mone
steps and youTe home free.
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Tammthing smpie l&e "Dfficn” or " o™ wi da.

r. e this a dynamic 1P addrese? What i3 dynamie 1P address?.
[ Vi, & b dyriamic

3. Dowrdoad tha software and stay safe: The Openbis Updabaer
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Next you have to select
your content filtering
level: you will see that
content filtering is not
active until you make
your selection. Make your
selection, high, moderate,
low, depending on the
level of content filtering
you require. Finally click
on the APPLY button.

One final step remains.
You must now login to
the GIS product as
ADMIN and select
content filtering in the
menu. The page you will
see is shown here. Check
the box to enable
OpenDNS then enter your
OpenDNS username and
password. Finally click
the ‘Update content filter’
button.
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Setup Wizard ¥

Status
System information
Connected users
Usage reports
Billing reports

Management
Manage codes
Hotspot availability
Change password
Reboot system

Advanced Settings ¥
Login setfings
Login messages
Credit Card / PayPal
Disclaimer text
Time zone
Email zetup
Content fter

© Dynamic DNS
Bandwidth control
Metwork interfaces
Firewall
Port forwarding
Manitoring [ alerting
Hostname
Allowed IP list
Allovred MAC list
Blocked MAC list
Printer Setup
Upgrade firmware
Backup & restore

& Fired Systems ine. 2012 Trademarks, service marke and logos are proparty of thelr respactive owners,
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13 ~BOX ﬁ. Content Filter

Internet Hotspot Gateway
GIS-R5+

Connecled to the Intemet: YES

Content Filter

Web content filtering is provided through our pariner,
OpenDNS. OpenDMS is the leading provider of free D s
security and infrastructure services that make the pen

Intemet safer through integrated Web content filtering,

anti-phishing and DNS. OpenDHS services enable

consumers and network administrators to secure their networks from online
threats, reduce costs and enforce Intemet-use policies. OpenDNS is used by
miliions of users and organizations around the world.

In order to use this service you will need to open and et up an OpenDNS
account. Please refer to our manual for defailed instructions on how o do this.

Enable OpenDHS: O
OpenDNS Usemame:

OpenDMS Password:

UEE"E Content Filier

Privacy polcy Tenms and conoftions
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Any attempt to access a
blocked site will give the
page shown here.

There is a configuration
step that makes your
content filter look
professional. You can
upload your business logo
to the OpenDNS page
shown above to
personalize it for your
users and guests. Click on
the ‘customization
message shown and
upload your business
logo.
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After customization your
guests and users will see
the page shown when
they try to see blocked
web sites.

Finally, you can complete
your OpenDNS account
information. Select the

menu options SETTINGS
as shown. Some settings
have already been
entered. Select the menu
options on the left side of
the screen to complete
the remaining settings.
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Dynamic DNS The Dynamic DNS is used to access the gateway remotely when the DSL or Cable Internet
service has a dynamic IP address setting. The gateway is located using the services of
DynDNS (http://www.dyndns.com/).

The Dynamic DNS setting requires a hostname account with DynDNS. When the box is
checked to enable the DynDNS agent the DynDNS hostname, username and password
must be entered.

Subsequently, the DSL or cable router can be located using the hostname URL which is
resolved to an IP using the DynDNS server.

/faplagin., O ~ B & X | @ Dynamic DNS Update B

. Internet Hotspot Gateway
 Guest Internet Solutions GIS-R5+

Connected to the Intemet: YES

Dynamic DNS

configuration page PR R Dynamic DNS Update

Status

. . Dynamic DMNS is provided through our pariner,
System information DynDMS com. DynDKS aliows you to set up a hostname  Pewerod by (‘ DY!‘I
Connected users like exampile.dynadns.org which can be used to connect
Usage reporis fo the GIS device for remote managament and moenitoring.

Billing reports In order to use this service you will need to open and =2t up a DynDNS account
Management Please refer to our manual for instructions on how to do this.

Manage codes
Hotspot availability Enable DynDNS: O

Change password DynDMS Hostname
Reboot system

Advanced Seftings 3

DynDMS Usemame:
DynDMS Password:

Login settings

Login messages [ este Gy sasing
Credit Card / PayPal

Disclaimer fext

Time zone
Email setup
Confeul by

Network interfaces
Firewall

Port forwarding
Manitoring / alerting
Hostname
Allovred IP list
Aflovied MAC st
Blocked MAC list
Printer Setup
Upgrade firmware
Backup & restore

© Fired Syetems inc. 2012 Trademarks, service marks and logos are property Of their respactive owners, Privacy policy Tenms and conditine

To access the gateway remotely, the DSL or Cable router must have port forwarding
enabled with a port number allocated to the GIS gateway. The port number allocated may
be appended to the hostname URL to access the gateway.
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Bandwidth

Control

Bandwidth control page

@ Guest .
[nternet

Bandwidth control is very important for a public Internet hotspot. Many users simply want
to check emails, or flight times and such browser-based applications consume little
bandwidth.

However some users have applications that require a very large Internet bandwidth: such
as peer-to-peer applications, sometimes-called file sharing applications (Bittorrent,
Limeware, etc.), or large file downloads (music MP3's, videos). The bandwidth control
prevents users with large bandwidth applications from slowing users who have low
bandwidth applications by setting a maximum download and upload speed limit. Both
upload and download speed limits are required because DSL is asynchronous (ADSL): the
download speed available is much faster than the upload speed. Setting a very slow upload
speed (32Kb/sec) is hardly noticeable by most users, however this speed slows file-sharing
applications, which try to use the maximum upload speed available.

Both download and upload speeds are set by clicking on each dropdown menu and
selecting the desired speeds. When the speeds have been selected then click on Change
Settings for the new speeds to take effect.

— e e

o0 | = - - 1l T -
e | & nitp://aplogin.com/adr O ~ & || (& Waiting for aplogin.com | ‘ L 08

Internet Hotspot Gateway

@ Guest Internet Solutions GIS-R3

Connected to the Intemet: YES

Setup Wizard T Bandwidth Control

Status
. ) Bandwadth control is used to limit the data rates (speed) at which guests can
System information upload or download from the Intemet as well as the total data transfered.
Connected users
Usage reports Default speed limits:
Billing reports
Management Download speed:
IManage codes
Hotspot availability Upioad speed:

Change password
Reboot system Speed limits can also be set for ingividual guests when using Controlled access
mode. This iz done by setting speed limits for the guest's login code.

Advanced Settings T

Login setfings Default data limits for login session:
Login messages

Credit Card / PayPal Download lirmit:
Disclaimer text

Time zone Upload imit

Email setup

Cantent filter Diats limits can also be set for individus! guests when using Controlled access
Dynamic ONS mods. This is done by setting data limits for the guest's login code
Bandwidth conirol

Metwork interfaces

Firewall

Port forwarding

IMonitoring / alerting

Hostname

Allowed IP list

Allowed MAC list

Blocked MAC list

Printer Sefup

Uparade firmware

Backup & restors

© Fira4 SYslEms Ing, 2015, Trademarks, Eervice Marke and I0gos are progeny of Melr IeEpaciive JWNErs. Privacy palicy Terms and candiions
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Setting the download and
upload speed limits

6

Guest .

If upload and download speed settings have been selected with the access codes, then
those speed settings will override the bandwidth settings on this page. This permits a slow
free Internet service to be provided, while a charge can be made for a fast Internet
service.

Similarly, if upload and download byte limits have been selected with the access codes,
then those speed settings will override the bandwidth settings on this page.
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The default data limits can be set for each user session. This sets a limit on the maximum
number of bytes that can be downloaded and uploaded in one user session. This feature is
very useful for hotspot operators who are charged for data volume by the ISP, such as the
case where the backhaul circuit is a 4G wireless network.

Click on the drop-down menu bars to select the download and upload limits. Note that the
limits set here will be overridden by any limits that are associated with the access code that
the user enters to initiate the session.

When the settings have been selected click on the update settings button.

Bandwidth usage depends on the type of data traffic that the Hotspot users are sending
and receiving over the network. Contact your broadband sevice provider for additional
information about data charges and limits.

Internet
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Network
Interfaces

Network Interface Menu
Page showing the WAN
tab.

Most network designs follow simple rules: the Internet router is a ‘DHCP server’ and all
computers are ‘DHCP clients’. Some networks however require special configurations. A T1
internet connection may require that all computers and network devices be configured with
‘fixed IP addresses’. The Network Interfaces menu option is selected to change the
device configuration for non-standard networks.

When configuring the Guest Internet product for a non-standard network configuration, the
help of a network specialist may be required, as there are many configuration options. One
mistake may prevent the Guest Internet product from functioning correctly. In the worst
case a configuration mistake might prevent you from communicating with the Guest
Internet products and you will be locked out. In this case the only course of action is to
reset factory defaults and start again. If you are locked out then go to the later section of
this manual.

Open the network interfaces page by clicking in the Network Interfaces menu line. The
network interfaces page is shown below. This page may have opened during the wizard set
up process if the Guest Internet unit had to be configured with a fixed IP address.

‘ Internet Hotspot Gateway
) Guest Internet Solutions GIS-R5+

Connected to he Intemet: YES

Network Interface Setup

Change these seffings to alter the network interfaces. Choose the interface to
change from the fist below. The icons S, and 7 indicate whether the inferface is a
wired of wireless interface. A reboot of the device will be required once the changes
have been made.

Setup Wizard ¥

Status
System information
Connected users
Usage reporis
Billing reports ‘o lan
Management
Manage codes Use DHCP Bl Uncheck for static
Hotspet availability IP Addreszs | 57 DHS 1
Change password
Reboot system

Advanced Seftings ¥

Login setiings
Login messages
Credit Card / PayPal
Disclaimer fext
Time zone
Email setup
Content filter
Dynamic DNS
Bandwidth control

| Metwork interfaces
Firewall
Port forwarding
Manitoring 7 alerting
Hostname
Allovred IP list
Allovred MAC st
Blocked MAC list
Printer Setup
Upgrade finmware
Backup & restore

wan

s,

Metmask |255.256 2550 DNS2 |
Gateway |1 } Only DNS 15 necessary

Hardware

Update Setting=

& Fired Syeteme inc, 2012 Trademarks, service marke and logos are praparty of thelr respective canears, Privacy policy Tenms and condtions
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e

The screen view on the previous page shows the WAN tab (Wide Area Network). These
settings are for the gateway unit Internet port. The DHCP box checked for default
configuration. In this case the DSL router or cable modem provides the IP address for the
gateway. When the gateway is used with a T1 circuit it may require setting the unit to a
fixed IP. In this case the Use DHCP box is unchecked and the three IP addresses shown
must be typed in manually: IP Address, Netmask and Gateway.

Clicking the LAN tab (Local Area Network) shows the settings used for the LAN ports on the
gateway. The LAN ports are always a DHCP server and provide IP addresses for devices
connected to the LAN ports. Computers connected to wireless access points request an IP
address from the gateway LAN ports.

et @ nitp//aplogin., 2 =~ B € X || @ Network Interface Setup

. Internet Hotspot Gateway
3 Guest Internet Solutions GIS-R6+

Connecled to the Intemet: YES

Setup Wizard ¥ | Network Interface Setup

Status Change these =eifings fo alter the network interfaces. Choose the interface to
System information change from the list below. The icons S and 7 indicate whether the interface is a
wired of wireless interface. A reboot of the device will be required once the changes

3;’;;:?:;0;283 have been made
Eilling reporis 4 lan | S wan
Management
Manage codes Interface se‘la‘._'rngs: DHCP server getft_ing_s:
Hotspot availability IP Address 182165081 Start P 102 185.06.10
Changs password Metmask  255.255.240.0 EndIP  192.183.111.254
Network Interface Menu Refoot system Hardware |0227 22eddabc |  Leasetime 36400
Page showing the LAN Arlvaticos Setmpxs
tab. Login seffings

Login messages
Credit Card / PayPal
Disclaimer fext
Time zone
Email setup
Content filter
Dynamic DMNS
Bandwidth confrol

| Metwork interfaces
Firewall
Port forwarding
Monitoring / alering
Hostname
Allowed IP list
Allovred MAC fist
Blocked MAC list
Printer Setup
Upgrade fimmware
Backup & restore

© Fired Syelems Inc, 2012 Trademarks, service marks and logos ane property of thelr respective owners, Privacy policy Tenms and condftions

The LAN Network Interfaces configuration permits you to set parameters that will improve
the service for your guests. For example you can set a limit on the number of guests that
can connect to the gateway unit simultaneously. The procedure is described below.

Click on the LAN tab (network interface). You will see the IP range start and IP range end.
The IP range is set for a maximum of 240 users connected (see the last digits of the IP
addresses, 250 — 10 = 230). Obviously this number is higher than a DSL line can support.
A good value to limit the number of guests is between 20 for a standard DSL line and 50

Guest | .
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Network Interface Menu
Page for the GIS-K1
showing the WLAN
(wireless) tab with
network settings. This
page is not available on
gateway products (GIS-
R2 to GIS-R40)

.

for a very fast DSL line. You can set the maximum number of users to 25, for example, by
changing the last 3 digits of the IP range end, from 240 to 35. The number of users is
determined by subtracting the IP range start from the IP range end (in this case 35 - 10 =
25 users).

When any change has been made to the network settings then click the update settings
button so the changes take effect. Please consult a network specialist if you require any
special network information for your gateway installation.

Products with a wireless interface (GIS-K1) have three tabs on the network Interface page:
- WLAN: the wireless interface
- WAN: the Ethernet port that connects to the Internet via the DSL router
- LAN: The Ethernet ports that are fire-walled for PoS computers

Note that the LAN interface shown for the GIS-K1 is a fire-walled switch that can be used
to connect back-office and point of sale computers to protect them from hackers.
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The screen above shows the WLAN (Wireless local area network) IP settings. This interface
is always a DHCP server.

The WAN (wide area network) configuration is identical to other gateway products. The
WAN interface can be configured as a DHCP client, or with a fixed IP address. The LAN
(local area network) IP settings are configured as a DHCP server. Care should be taken if
the LAN IP address is modified: the isolating firewall is valid only for the private address
ranges 192.168.x.x, 172.16.x.x and 10.x.x.x. The firewall will not function for other IP
(public) address ranges if selected using this page.
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|

Wireless Settings Products that have a wireless interface (GIS-K1+, GIS-K3) also have an additional menu
page for wireless settings. There are two configuration options:
for the GIS-K1
d t | - Name (SSID)
product only - Channel

The menu page is shown below.
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The Name (SSID) (Service Set IDentifier) is the name that is broadcast by the wireless
transmission. Any laptop computer within range of the transmission will detect and show
the SSID of the K1+ and K3 units.

The channel can be selected to avoid conflict with adjacent transmitters if there is more
then one hotspot at a location. It will be necessary to use laptop identification software,
such as NETSTUMBLER to identify the channel number of adjacent transmissions.
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WAN Settings
(GIS-R5, R10, R20
and R40 only)

GIS-R5, R10, R20 and
R40 WAN1 Configuration

The GIS-R5, R10, and R20 products have dual port WAN interfaces. The GIS-R40 has a
quad-WAN interface. Multiple WAN connections permit these products to balance loads
over two Internet backhaul circuits to increase the throughput and permit more users to be
connected simultaneously. In addition the dual WAN has a fail-over feature: when one of
the WAN backhaul circuits fails then all traffic is routed through the functional circuit.

The WAN settings page shows two WAN circuits. Each circuit can be configured
independently as a DHCP client, or with a static IP address.

Note that both WAN circuits are configured by default to have the same DNS address, in
this case the Google public DNS servers are installed. It is necessary to have identical DNS

server address for both backhaul circuits to avoid DNS problems with client computers.

The respective configuration pages are shown below.
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GIS-R5, R10, R20 and
R40 WAN2 Configuration
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The GIS-R5, R10 and R20 can have the WAN ports configured for either dual WAN or single
WAN. The default is dual-WAN. When the configuration is changed from dual to single
WAN the WAN2 port becomes a LAN port. The GIS-R40 default configuration is four WAN
ports, however the WAN port configurations can be changed also.
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LAN Settings
(GIS-R5, R10, R20
and R40 only)

GIS-R10 LAN1
Configuration

The GIS-R5, R10, R20 and R40 products have dual port (quad-port on the GIS-R40) WAN
interfaces. Two WAN connections permit these products to balance loads over two Internet
backhaul circuits to increase the throughput and permit more users to be connected
simultaneously. In addition the dual WAN has a fail-over feature: when one of the WAN
backhaul circuits fails then all traffic is routed through the functional circuit.

The LAN settings differ between the two models. The GIS-RR5 has three Ethernet ports
that can be configured for any IP address range. The GIS-R10 has a single Ethernet port
that can be configured for any IP address range. The GIS-R20 has two Ethernet ports that
can be configured independently for applications where multiple isolated subnets are
required. The GIS-R40 has fourEthernet ports that can be configured independently for
applications where multiple isolated subnets are required.

The respective configuration pages are shown below.
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When the GIS-R10 WAN configuration is changed from dual to single then the WAN2 port
becomes the LAN1 portl, and LAN1 changes to LAN2.
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port Configuration

The GIS-20 has two LAN ports in the default settings. If the WAN ports are reconfigured
from dual to single WAN then the GIS-R20 has one WAN port.

The GIS-R40 has four WAN ports in the default settings.
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Firewall

Firewall Menu Page

The gateway has a firewall that provides four features: remote management, blocking
private IP address ranges, blocking of virus DoS attacks, and blocking of peer-2-peer file
sharing.

The first feature permits administrator login access via the Internet port to allow remote
management of the gateway by opening the HTTP/HTTPS port. By clicking the box to
activate Internet port access the admin login is available on the Internet port by typing a
fixed IP address into the browser. The gateway can be administered from anywhere on the
Internet providing that the business network has a fixed IP address and the business router
has port forwarding. Port forwarding is required from a device that owns the public facing
IP address to a device that has a private (NAT) IP address. If the GIS device gets a public
IP then no port forwarding is required, if it gets an IP address in the range 192.168.X.X,
172.16.X.X, or 10.X.X.X then packets need to be forwarded for TCP port 80/HTTP (and 443
for HTTPS/SSL) on the public facing device to the GIS unit.
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conneched to. This setting will stop guests from accessing your company nefwork
or router settings. All packets to private IP ranges 192 168.0.0M16, 172.16.0.0M2
and 10.0.0.0v8 will be dropped.

Block private IP ranges:

Block guest computers from slowing this device with DoS (Denial of Senice)
attacks, Trojans, Wormes or Vinuges, If left unprotected a malicious or infected
computer could consume all the resources of the gateway. Leave this feature
enabled unless you experience issues connecting to this device.

Block DoS attacks: ]

Block guest computers from sharing files using peer-to-peer networks like
BitTomrent, FastTrack (Kazaa) and Gnutella (LimeWire). Guests sharing files will
be blocked for the selected time. Permanent blocks will need to be remowved
manually by accessing the Blocked MAC list. All timed blocks will be removed if
the gatewsy reboots.

Block P2F file sharing: O
Select block time:

WARNING: All hotzpat users will be logged out ‘when seftings are changed

Change setings
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Guest .

Allow remote
management

The second feature prevents public Internet users accessing business computers in the
network that the Internet (WAN) port is connected to. This option is selected by default to
ensure compliance with the recommendations of PCI DSS

https://www.pcisecuritystandards.org/security_standards/pci_dss_download_agreement.html

The third feature blocks any computer infected with has a software virus or Trojan that is
sending out a packet stream as part of a DoS (denial of service) attack. If the computer is
permitted to connect to the Internet then the service will become very slow for all users.
Therefore the default setting is to block infected computers.

The fourth feature when selected blocks any computer that has active torrent file sharing
software. Many businesses that offer a public Internet service subsequently receive
notifications of illegal sharing of copyrighted material. The business must cease of face
penalties. A hotel is venerable to legal action because the management cannot know if a
guest has file sharing installed on his or her computer. By activating the P2P (peer to peer)
blocking service the business can prevent any computer with P2P software from connecting
to the Internet. A drop down menu permits the offending computer to be blocked for a
period of time, or permanently. We recommend that permanent blocking should be
selected as a malicious user who is reconnected can use an encrypted service to share
files, and encrypted communications cannot be detected.

A computer is connected to one of the LAN ports to configure the Guest Internet gateway.
Connecting a computer to the gateway Internet port and checking the Allow Remote
Management box can also be used to configure the gateway. When connecting to the
Internet port the Hostname URL cannot be used: The IP address of the Internet port has
to be used. If remote management is used frequently then it is necessary to set the
Internet port to a fixed IP address: the DHCP address configuration may cause the IP
address to change when the gateway is rebooted.

The management port number must also be specified. It is usual to use port 80 (HTTP)
however any port can be used.

The gateway can also be managed outside the network via the Internet by enabling port
forwarding on the DSL or T1 router. It will then be necessary for the telecom provider to
give a fixed IP for the network so that it can be accessed remotely, or deploy the dynamic
DNS feature. The procedure to access the gateway remotely is as follows:

Determine whether you are using static public IP address or DHCP

1) If using static public IP address:

a) Set the WAN IP address of the GIS-R unit to the static IP address given to you by
your Internet provider (e.g. 91.122.50.70 )

b) On the firewall page check the remote access box
¢) Select a port number (8600 for example)

d) To access the GIS-R unit remotely use the static public IP address of the Internet
provider plus the port number:

Using the example enter the IP/port into your browser when connected remotely:
91.122.50.70:8600

2) if using DHCP:

a) find the LAN IP address range of the Internet provider router's subnet

Internet
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b) find the LAN dynamic range of the Internet provider router's subnet

c) pick an IP address in the Internet provider router's subnet, out of the LAN DHCP
range

d) set the WAN IP address of the GIS-R unit to the chosen static IP address. If the
LAN DHCP range is 192.168.1.10 — 192.168.1.254 choose an IP address between
192.168.1.2 and 192.168.1.9, for example: 192.168.1.5

e) on the firewall page (Advanced Settings) of the GIS-R unit check the
remote access box
f) select a port number between 8502 and 8600
g) set a port forwarding rule in your Internet provider router
for example:
application port range protocol ip address
name public private
GIS-R 9050 8505 TCP/UDP 192.168.1.5

h) find the WAN IP address of the Internet provider router, for example:
98.211.180.90

i) to access the GIS-R unit remotely use the WAN IP address of the Internet provider
router plus the public port number: for example: 98.211.180.90:9050

GIS-R2 Remote Access Business network:
Private IP range
GIS-R2 192.168.xx.xx or 10.xXX.XX.XX

ms':’rlt(:h -_ Internet
| Metwork

DSL/T1 circuit

LE

Wireless Internet (Router port
forwarding
enabled)
| NI e :
Switch ’/,‘I-\‘ ﬁ
Busine ss a Remote ©_ . /
center Internet . < ]
Kiosk conﬁguratlor\/
computer computer
Block private IP ranges The Guest Internet gateway has a firewall that is designed to protect computers connected

to the Internet port network from public users connected to the gateway LAN ports. The
firewall provides compliance with the PCI DSS requirements for data security. The business
network is connected as shown in the diagram on the following page.
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Public user access is blocked to the business

Gateway Firewall Details network that includes a point of sale terminal
Public network (DMZ): wireless Set private IP range 192.168.xx.xx 172.16.xx.xx
hotspot, kiosks, business center or 10.xx.xx.xx to prevent access from the public
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computer S —

Checking the box to block private IP ranges activates the gateway firewall. When activated
the firewall ‘drops’ or discards all data IP packets that are sent by public users to the three
private IP address ranges:

192.168.xx.xx 172.16.xx.xxX  10.XX.XX.XX

The firewall is effective when the business network is configured for one of the three
private IP ranges listed above.

A hacker can connect to the public network, however any attempt to discover or connect to
computers in the business network requires the transmission of IP packets that have the
business network IP range as the destination address. Any such IP packets are not
forwarded from the LAN port to the Internet WAN port and so do not reach their intended
destination.

Note that full PCI DSS compliance also requires a second firewall located between the DSL
router and the business network to prevent computers being hacked from the Internet.

The configuration of the firewall in the GIS-K1 product is identical to the GIS-R-series
gateway products.

The Guest Internet GIS-K1 gateway default setting has a firewall configuration that is
designed to protect business computers connected to the same network as the Internet
port. Public users connected to the gateway LAN ports cannot access any computer or
device on the WAN side of the gateway. The firewall provides compliance with full PCI DSS
requirements for data security, blocking attacks from both the public wireless network and
from the Internet. The business network is connected as shown in the first diagram on the
following page.

The GIS-K1 permits expansion of the wireless network by adding wireless access points.
This mode is compatible with non-wireless gateway products. This configuration is shown
in the second diagram on the following page.
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extending the public
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Many personal computers are infected with viruses or worms that are programmed to
conduct a Denial of Service attack (DoS) on a network server. The purpose of the DoS
attack is to stop a server communicating with users for a period of time. The perpetrators
of a DoS attack have to program millions of computers to repeatedly access a web site in
order to stop the website working. For this reason the DoS attack code is distributed as a
virus. The computer owners do not realize that their computer is infected, only that it
appears to be "running slow".

DoS attacks are programmed for malicious reasons, for retribution, or illegal gain. The
perpetrators have high technical skills but they are not smart enough to understand that
they can get a well paid job with those skills.

When a computer infected with a DoS virus is connected to the public network then it will
consume all the available bandwidth and cause the hotspot service to be very slow for all
other users. The GIS gateway can detect a DoS attack and block that computers access to
the Internet, ensuring that all other users have a normal Internet service.

This option is active by default. Do not disable unless you are prepared to deal with users
complaining of very slow Internet access.

Many younger Internet users share music and video files through Internet file sharing
services that communicate using variants of the Torrent protocol. One such service that
was closed down temporarily is 'Pirate Bay'. When the files being transferred are not
authorized by the copyright holder of the information, then the transfer of information is
illegal, as specified by the Digital Millennium Copyright Act (DMCA).

Copyright holders have set up server farms to download the material they own and during
this process they log the IP address that provided the file element. A Torrent client is also a
server, files can be downloaded but are also uploaded to others without the knowledge of
the computer owner.

When the copyright owner has the IP address then a communication is sent to the ISP who
owns the block of IP addresses, of which the offending IP address is part. The ISP has an
agreement to issue a 'DNCA Takedown' notice to the IP users, advising that the service will
be terminated if if illegal file transfers are not stopped. If illegal file transfers continue then
the ISP has an obligation to terminate service to the offending customer.
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Most hotels have received 'DMNCA Takedown' notices and have an obligation to respond
and to terminate illegal activity. The common option is to install a firewall that will block file
sharing.

Gust Internet products incorporate a firewall filter that blocks Torrent communications to
prevent transfer of files illegally. When this feature is activated, any computer that has
Torrent software installed will be blocked from accessing the internet. A drop down menu
permits the computer to be blocked for a minimum of five minutes, up to a permanent
block.

Hotels are recommended to activate this feature to avoid any risk of Internet service
termination due to a guest having a computer with Torrent software installed.

Internet
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H Port forwarding permits a computer on the WAN side of the gateway to connect to a device
Port Forwardlng on the LAN side of the gateway. Port forwarding is very useful for remote configuration of
wireless access points.

Port forwarding can be configured for up to 25 devices (up to 250 on the R10/R20/R40).
The port forwarding configuration page requires four parameters for each device.

The first field is the port number assigned for the device.
The second field is the destination IP (fixed) of the LAN side device.

The third field is the port number used to access the device (usually port 80
however most devices permit this to be changed).

The fourth field is for comments used to identify the device.

A static WAN port setting is required to access forwarded devices.
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IMPORTANT NOTE: The LAN side device fixed IP must be in the same subnet as the LAN
DHCP range, however the subnet DHCP range must be modified so that
the device fixed IP’s are outside the DHCP range.

Each device connected to a LAN port is addressed by:

http:// < IP of WAN port> : < assigned port number>
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Monitoring /

Alerting

Monitoring and Alerting

Menu Page

The purpose of the monitoring and alerting feature is to advise the Hotspot owner that a
wireless access point or other device connected to the LAN port has failed. The GIS
gateway can be set to periodically ‘ping’ each device in the device list. If a device does not
respond then a second attempt is made to ‘ping’ the device. If the device does not respond
after two attempts then a message is sent out using the previously configured email. The
email message has a subject line and content derived from the device hame entered when
configuring monitoring and alerting as follows:

Subject: Compex WPP54g on the GIS-R2 is DOWN

Device ‘Compex WPP54g on the GIS-R2' with MAC address '00-80-48-50-93-3a’
attached to Hotspot ID 5f7d7d45 stopped responding at 2011-05-28 16:19:51 EDT

A similar message is also sent out if the device comes back on line.

The monitoring and alerting configuration screen is shown below.
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Information has to be provided for three fields, and there is also a drop down tab to select
the port that the device is connected to.

MAC address The MAC address is provided for the device Ethernet port. Not that wireless access points
usually have two MAC addresses, one for the Ethernet port and one for the wireless port.

IP address The IP address is a static address that is configured in the device for access to the
administration pages. This is set to a default by each manufacturer but is programmable.

Note that the IP address must be in the same subnet as the Ethernet port to which it is
attached. However if the Ethernet port is a DHCP server then the DHCP range must be
modified to ensure that no IP address can be issued which is the same as the device.

Interface selector Select the Ethernet interface that the device will be connected to, (LAN, WAN, etc).

Device name Type a text string that describes the device (and the location of the device if necessary).
This text string will be sent via email if the device does not respond.
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Hosthame

The hostname is a special URL or Web address that is used by Guest Internet products for

the login page and to access the configuration pages. The default hostname is:

aplogin.com

Therefore to access the configuration pages in a browser enter the URL in the address line

as:

http://aplogin.com/admin

The username is admin; the password was entered during the wizard setup.

When the Hostname menu entry is clicked the page shown below appears in the browser

window.

Sefup Wizard ¥
Node Hostname Menu

Page

Status

System information
Connected users
Usage reporis
Billing reports
Management
Manage codes
Hotspot availability
Change password
Reboot system
Advanced Settings ¥

Login setfings
Login messages
Credit Card / PayPal
Disclaimer fext
Time zone
Email zetup
Content filter
Dynamic DNS
Bandwidth control
Metwork interfaces
Firewall
Port forwarding
Monitoring { alerting
[t
Allowied 1P list
Alloveed MAC list
Blocked MAC list
Printer Setup
Upgrade fimmware
Backup & restore

) Guest Interet Sulutions

ﬁ Hostname

Internet Hotspot Gateway
GI3-R5+

Connected to the Intemet: YES

Hostname

Sef the hostname of this device, this would usually be aplogin.com

This iz the hostname (domain) seen by users when they try to access the Intermnet
and get forwarded to the login page.

When users enter the code o access the Internet the data is sent using S3L
{hitps). So that users don't get an emor message in the browser we provide an
S5L cerificate for aplogin.com with this system. If you change the hosiname
you will have fo provide your own SSL cerfificate or explain to users why they are
seeing an error message in their browser telling them the login page is not
SECUre.

Click to upload the SSL certificate for your hostname.

Hostname: aplogin.com

WARNING: Al hotspot users will b2 fogged out when seifings are changed

Change Hostname

© Fired Systems Inc, 2012 Trademarks, service marks and logos are property of thelr respective vwners, Privacy policy Tenms and conditkins

The hostname can be changed, however the URL for the new name must be purchased
and be a valid Internet URL. When the hostname has been changed click on the change
hostname button. The hostname is changed only for special applications. Changing the
hostname is not recommended for normal use. A valid SSL certificate must be purchased
for the URL that has been purchased, and uploaded to the SSL certificate menu.
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Allowed IP List Allowed IP addresses permit your guests to access websites without completing the login
page process. If you entered the address of your business Web site during the wizard
setup process you will see that your website address is already included in this table. You
can add other Web site addresses that you want your guests to access directly without

logging in.
For example. The Guest Internet product may be installed in a hotel and the hotel charges
for Internet access. If however the hotel wishes to give guests free access to airline

websites then the URL's of the airlines are entered in this window. Click on the Allowed IP
addr menu tab to see the table of allowed IP addresses shown in the figure below.

Internet Hotspot Gateway
GIS-R5+

Connected to ihe Intemet: YES

Setup Wizard Allowed IP addresses
Status ! .
: ) The list below contains IP addresses and hostnames that users can access
System information whether they are logged in or not. This list may contain the hostname (domain} of
Coennected users your web site or the hosiname, domain or IP address of web sites finked to from
Usage reports the advert banners
Billing reports Place the |P addresses and hostnames you would like fo allow access to in the
Management box below (one eniry per line), please enter domains without hitp or any /
A"OWEd IP Add resses Manage codes {SiaSh'l

page Hotspoet availability
Change password
Reboot system

Advanced Seftings 3

Login settings
Login messages
Credit Card / PayPal
Disclaimer text
Time zone
Email setup
Content filtsr
Dynamic DNS WARNING: All hofspot users will be logged out when setings are changed
Bandvadth confrol
Metwork interfaces
Firewall
Port forwrarding
IMonitoring ! alering
Hostname
Allowed IP list.
 Allowed MAC fist
Blocked MAC list
Printer Setup
Upgrade finmware
Backup & restore

© Fired Systems Inc. 2012 Trademarks, service marks and logos are proparty of thelr respeciive ownars, Privacy policy Tenms and condftions

Type in the URL or IP address that you wish to allow guests to access without logging in.
There is no limit to the number of IP addresses /URL’s that can be entered. Finally click on
update list to make the IP active.

The Allowed IP Addresses table is used to construct a ‘walled garden’ login page. See the
Login page section for more information about creating a Walled Garden login page.
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Allowed MAC List

Table of Allowed MAC
Addresses Meun Page

Allowed MAC addresses permit you to configure the Guest Internet unit so that specific
computers can bypass the login process. These computers can be your business
computers, or a laptop computer used for network maintenance.

Click on the Allowed MAC list menu line and you will see the screen shown below.

— = o e

@ )| @ nitp/aplogin.com/adr O ~ € || @ Allowed MAC addresses B i o £03

_ Internet Hotspot Gateway
Guest Internet Solutions GIS-R3

Connected to the intemet: YES

Setup Wizard 3 Allowed MAC addresses
Status

. X The list bedow contains MAC addresses of wireless cards or laptops that are
System information allowed to freely access the Internet regardless of whether they are legoed in or
Connected users ot

u iz
B?ge repor! Type the MAC address in the box below (one entry per fine} in the form
o 00:00:00:00-00:00. A maximum of 100 MAC addresses can be fisted.

Management
Manage codes [ Apply bandwidih limits and log access from allowed MACs.
Hotspot availability MAC addresses will have fo use HTTP fo gain infernet access
Change password
Reboot system
Advanced Setfings 3
Leogin setiings
Legin meszages
Credit Card / PayPal
Disclaimer text
Time zone
Email setup
Content filtker
Dynamic DNS
Bandwidth control
Mebwork inferfaces
el Update list
Port forwarding
Ionitaring / glerting
Hosiname
Allowed IP list
Allowsd MAGC fist
Blocked MAC fist
Printer Sefup
Upagrade firmwars
Backup & restore

WARNING: All hotspot users will be logoed out when settings are changed

© Fire4 Sysiems Inc, 2015, Trade K2 MArks and i0gos are propeny of melr r2 2 ¢ ! Privacy pailcy Terms and o

The MAC address of your computer will be noted on a label with the FCC ID number. The
MAC address is a sequence of six 2-digit alphanumeric codes separated by a colon. There is
no limit to the number of MAC addresses that can be entered. A typical MAC address might
look like this:

00:2C:0D:55:A3:1E

Type the MAC address into the table and click the update list button to permit each
computer to access the Internet, bypassing the login screen. The 'apply bandwidth limits'
box should be checked if it is desired to apply the firewall rules to the bypassed user.
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H Any user can be prevented from using the Internet Hotspot by including the MAC address
Blocked MAC List of that users computer on the blocked MAC address list.

A computer is blocked using the usage report page (see previous section). Select the user
by access code or MAC address and click on the ‘block user’ button. That users computer
MAC address is then included in the list below. A user might be blocked for trying to use
P2P software.

The blocked MAC address screen is shown below.

A e i"‘? ¢ hitp://aplagin., 2 = B € X || €] Blocked MAC addresses ” L

: Internet Hotspot Gateway
) Guest Internet Solutions GISR5+

Connecied to the Infemet: YES

Setup Wizard ¥ Blocked MAC addresses
Status - i , ,
: . This list contains MAG addresses of users biocked from this hotspot. Click [f]to
Table of Blocked MAC System information remove a user from the list and allow them to use the hotspot.
Connected users
Addresses Menu Page a0 fepoks

Billing r Blocked MAC Address Remove
80.C1:6E:45.07:B7

Management E

Manage codes
Hotspet availability
Change password
Reboot system
Advanced Seftings ¥

Login zettings
Login messages
Credit Card / PayPal
Disclaimer fext
Time zone
Email setup
Content filter
Dynamic DNS
Bandvadth control
Meterork interfaces
Firewall
Port forwarding
Ionitoring [ alering
Hostname
Allowed 1P list
Allovred MAC fist
Blocked MAC list
Printer Sefup
Upgrade firmuare
Backup & restore

© Fired Systems inc. 2012 Trademarks, service marks and logos are proparty of thelr respective owners. Privacy policy Temms and conditions

The users computer can be removed from the blocked MAC list by clocking on the remove
button shown on the screen above.

@ Guest | ,
Intemet Guide to Operation Copyright © Guest Internet Solutions, 2015. All Rights Reserved www . guest - internet . com 137



g
—_— =

Ticket Printer The ticket printer GIS-TP1 is used to print access codes for a point of sale station in
Internet Cafes or for user businesses, such as a hotel concierge desk, or a trade show
Setup management desk.

The GIS-TP1 connects to the gateway LAN port via an Ethernet cable connected to a
switch. The printer uses standard 58mm thermal paper widely available for point of sale
terminals.

The GIS-TP1 ticket printer can be operated using a personal computer or laptop. The
better solution is to use a tablet computer because the printer operation interface is
designed for a touch screen display. Any type of tablet can be used: both iPAD’s and
Android tablets work very well. The setup cost can be minimized by using a sub $100
Android tablet with a 7inch display.

The connection of the GIS-TP1 ticket printer is shown below.

DSL/

Ticket Printer Network Cable

Configuration

GIS-gateway

Wireless Internet

......

Ticket printer
Control tablet

GIS-TP1 ticket printer

The GIS-TP1 combined with a tablet computer makes a very convenient point of sale
register for businesses such as Internet cafes. The ticket printer scripts are configurable
and so the printed ticket is also the customers purchase receipt.

Up to ten ticket printer buttons can be configured for the tablet display. Each button
represents the duration of an access code, and can also represent the cost of the ticket.
The tablet display is operated in an identical manner to any point of sale terminal. The
customer requests Internet access for a specific duration, the operator touches the display
button that corresponds to the Internet access that was requested. The operator can
charge the customer before giving the ticket, or give the ticket without charging when the
Internet is offered as a free service.

To use the GIS-TP1 ticket printer, the printer is first connected to the gateway LAN port via
a switch and powered up. Next the printer is activated using the printer setup menu
display, shown on the following page.
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B Printer Setup

: Internet Hotspot Gateway
) Guest Internet Solutions GIS-RS*

Connected to the Intemet: YES

Setup Wizard ¥ Printer Setup
Status i 3 z :
The GIS-TP1 ficket prinfer can be used fo prnt code fokens for guests. The settings

System information below are used to enable the printer and change the printer settings
Connected users
Usage reporis Printer Status:
Billing reports

Management Test Printer:
Manage codes . ) o

Ticket Printer Setup Page Hotspot availability Business Name: Businass Name

Change password
Reboot system Ticket Header: Welcome sext - thiz cam include

= login instructions or adverts
Avaticed Seltmi s Text will appear above

Login settings the code.
Login messages
Credit Card / PayPal
Disclaimer text
Time zone Ticket Footer: Addisional text for contacst
Email setup information or to =ay thank you

Text will appear at the
Content filter =

bott i the ticket
Dynamic DNS bl

Bandwidth contro Max 100 characters.
Metwrork interfaces
Firewvall
Paort forwarding
Monitoring / alerting
Hostnare
Allowed P list
Allowed MAC list
Blocked MAC list

| Printer Setup
Upgrade ﬁnfrware
Backup & restore

Max 100 characters.

Show Time on Ticket: [T Brint time unitil expiry of code on tickst

© Fired Syetems Inc, 2012 Trademarks, S2rvice Marke and 0goe are proparty of thelr respactive cwners, Privacy policy Tenms and conaitions

When the configuration page is first opened the printer status will be shown as disabled.
First click on the printer status enable button to enable printing via the printer. Next type
the messages that will be displayed on the ticket: the business name, the ticket header text
that is printed before the access code, and finally the ticket footer text which is printed
below the access code. In addition a check box selects the option to print the duration of
the access code.

When the printer configuration is complete click the update settings button. Note that only
one printer can be connected to each gateway. The gateway is now ready to communicate
with the printer, however the codes display must be configured to initiate ticket printing.

Ticket printing is controlled using a computer. The ticket printer screens have been
designed for use with a tablet computer touch screen. Use an iPAD or Android tablet, the
display can be small (e.g. 7inches) or large (e.g. 10 inches). The tablet computer is
convenient to install together with a point of sale terminal.

The ticket printer screens can also be operated using a laptop or desktop computer by
clicking the buttons with a mouse.
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Codes screen setup

One-click button setup

Guest

[nternet Guide to Operation

|

First ensure that a CODES password has bee set in the previous section: Management

Functions: Change Password.

Using the tablet computer, connect to the wireless access point that is connected to the
gateway LAN port. When the tablet is connected then open the browser, instead of the
home page, the login page will be displayed. Now type the following into the browser URL

line.

aplogin.com/codes

A box will open requesting the username and password. The username is codes, the
password was set previously using the Management Functions: Change Password.

When the login process has been completed the display will show the screen below.

| Access Code Management

One-click buttons: Create and print new codes with one click

[ Add a one-click button |

[Manage one—click butions |

Create | View codes

Up to ten One-click buttons can be added to the display to control the printer. Each one-
click button initiates printing of an access code with the specific duration associated with
the one-click button. Click the button ‘add a one click button’. The screen shown below will

be displayed.

Access Code Management

Create a one-click button:

Name of button:

[single  [+]

Default |7

Expiry Time:

Download Limit:
L

[30mins ]  user Type:
[Default =]  Upload Limit:

-
Manage one-click buttons: Remove and reorder butfons

Create button

Exit management
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One-click button created

Operators screen with
three buttons created

Parameters have to be set to configure the button. The first parameter is very important as
this name is what the operator will see on the display. An example is shown.

Name of button: 1 hour for $5.00

The text ‘1 hour for $5.00’ will be displayed on the button. This will tell the operator that
when a customer requests a 1-hour code this button should be touched, and the customer
should be charged $5.00.

The remaining button parameters can now be selected. Because the message says ‘1-hour’
then click the expiry time drop down menu and select 1 hour. Then select user type as
single, and set a download and upload limit if required. Finally click on create button. The
button that has been created is now shown on the display, and can be seen in the example
below.

Access Code Management

Create a one-click button:

Name of button:
Expiry Time: [20mins [+] wuserType:  [Single  [5]

Download Limit  [Default  [r] Upload Limit  [Default  [~] Create button

One-click button added

Manage one-click buttons: Remove and reorder butions

[ Remove one-click button |

Exit management

More buttons can be added with up to ten buttons maximum, for example ‘1-day for
$10’, and ‘1-week for $25'.

Now exit the management screen to see the operators screen. The screen shown below
has had three buttons created.

Access Code Management

One-click buttons: Create and print new codes with one click

[thirt_y—mins] lfour—hours‘ ‘one—day

[ Manage one-click buttons |

Create / View codes

e Guest |
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|
Click on a button to display the access code and send the code to the printer. The screen
shown below will be seen.

Access Code Management
Onecfick bpsiens: S and ol new pooal sith pne- e
Access code generated by A S
clicking the one-click | thrty-mins | | four-hours | | ana-day |
buttons , D A

Foarw il LOWHES

[ Coante ) Viaw cogat |

Buttons can be modified or deleted at any time by clickihg on manage one-click
buttons.

When this button is clicked the screen shown below is displayed.

Access Code Management

Create a one-click button:

Manage one-click Name ofbution:
buttons, edit or delete Expiry Time: IBG mins EE User Type: fSingIe :E
Download Limit  [Defaull  [v] Upload Limit.  [Default  [=]

Manage one-click buttons: Remove and reorder buttons

thirty-mins [[Remave one-click bution |

four-hours Remove one-click bution [Move up |

Remove one-click bution

Exit management

The operator’s display also has a button ‘create/view codes’. When this button is clicked
the screen shown on the following page is displayed.
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Create/view codes
display

Custom code generation
display

0 Guest
[nternet Guide to Operation

6 hitp://aplogin., 2 ~ B ¢ X nAccasCode Managemnent =

Access Code Management

One-click buttons: Create and print new codes with one click

[thirty—mins ] four-hours l l one-day

| Manage one-click buttons |

Create custom codes: You have you used 18 of 10000 codes

Code Text [Random [+]  Mumber of codes to create: [1 [+]
Expiry Time: mins [+ User Type: I I

Download Limit.  [Default _[=] Upload Limit:  [Default  [+] Create Codes

Check ! Delete Codes: Codes are automalically deleted 7 days after they expire

Enter code fo check: [Check Code | [ View All Codes |

A code that has been generated and given to a user can be checked to verify the time
remaining for the code. Type the code in the box ‘enter code to check’ then click the check
code button.

A custom code requires the selection of random text or custom text. If a random code is
selected then select the number of codes to be printed. Select the expiry time, user type,
and download / upload limits. Click the create codes button to generate the custom code
as shown in the screen below.

Access Code Management

One-click buttons: Create and print new codes with one click

{thirty—mins] l four-hours l l one-day

| Manage one-click buttons |

Create custom codes: You have you used 10 of 10000 codes

Code Text [Random [v]  Number of codes to create: [1 [+]
Expiry Time: [30mins  [+] User Type:  [Single  [+]

Download Limit:  [Default  [+] Upload Limit:  [Default  [+] Create Codes

New Codes:

# Code Time Type Down Up
W284GW 30 mins single user default default

| Check | Delete Codes: Codss are automatically deleted 7 days after they expire

Enter code to check: ~ [Check Code]| [ View All Codes |
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View all codes display

;] hitp://aplogin... 2 = & € X || € Access Code Management *

Access Code Management

One-click buttons: Create and print new codes with one click

Download Limit:  [Default  [+] Upload Limit  [Default [«] Create Codes

[thirty—mins] l four-hours ‘ l one-day

[ Manage one-click buttens |

Create custom codes: You have you used 8 of 70000 codes

Code Text [Random [+]  Mumber of codes fo create: [1 [+]
Expiry Time: [30mins [+] User Type:  [Single  [+]

Check | Delete Codes: Codes are automatically deleted 7 days after they expire

Enter code to check: | Check Code | | View All Codes

1| Code Time | Type |Used | Time Left Eg::g ktL)}iE‘s Dol\.:;:gad Ug:;zd
[ | OBXH45 | 30 mins | single | NO 30 mins = % 0 1}
[ | OTOWAF | 30 mins | single | NO 30 mins ® % 0 ]
[E | 20EY1E | 30 mins | single | NO 30 mins g = 0 i}
O | 4LL5DH | 2 hours | single | MO 2 hours 0 ]
| 7158TB | 30 mins | single | NO 30 mins * E; 0 0
[0 | 9FGKRE | 2 hours | single | NO 2 hours * * 0 ]
[ | CBKQYQ | 30 mins | single | NO 30 mins * * 0 1]
O | D5TXCC | 30 mins | single | MO 30 mins * 0 1]
] | W2W31K | 30 mins | single | NO 30 mins * i 0 ]

* Default bandwidth limit (kbit/s)

Rob’s Cafe

Your code for Internet access is:

1D OH OM

AGL5TX

Thank you for visiting Rob’s Café.

Please visit us again soon and try
our delicious home baked pastries

AV VAV VA VAV VI VI VA VoV VA VA Ve

All access codes can be viewed by clicking the view all codes button. When this button is
clicked a screen similar to the one shown below will be displayed.

When the code is sent to the printer the code is printer in receipt format. The figure below
shows the ticket that is printed onto the thermal paper.
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Upgrade Firmware

Upgrade Firmware Menu
Page

The Guest Internet product firmware can be upgraded by loading the firmware file from
the computer used for the upgrade process. Firmware upgrades will be announced through
the Guest Internet newsletter as they become available.

Remember that each Guest Internet product has a unique firmware file. Ensure that you
are downloading the correct firmware file for your product.

When the firmware file has been loaded from the computer then click on the Upgrade
Firmware menu link. You will see the page shown below.

@ login.. 0~ B & X || € Firmware Upgrade

. Internet Hotspot Gateway
) Guest Internet Solutions GIS-RE+

Connected to the Intemet: YES

Setup Wizard ¥ | Firmware Upgrade
Status

. . To upgrade the fimmware simply upload the file with the new firmware. Select the
System information file using the box befow.
Connected users

Usage repors Choose upgrade file:
Billing reports

Management Upgrads Firmmeare

Manage codes
Hotspet availaility
Change password
Reboot system
Advanced Seftings ¥

Login setfings
Login messages
Credit Card / PayPal
Disclaimer text
Time zone
Email setup
Content filter
Dynamic DMS
Bandwidth control
Metwork interfaces
Firewall
Port forwarding
Monitoring / alerfing
Hostname
Allowed IP list
Allowed MAC fist
Blocked MAC list
Printer Setup

| Upgrade firrare
Eackup'& re;stﬁre

© Fired Syslems Inc, 2012 Trademarks, service marks and logos are proparty of thelr respective caners, Privacy policy Terms and condfilons

Click on browse to find the correct upgrade file that you downloaded from the Guest
Internet web site onto your computer. When the file is located, click on the file then click
on the Upgrade Firmware button.

The upgrade process will take approximately 15 minutes. Do not disconnect power to the
gateway during this process or the program storage memory may be corrupted.

A message will indicate when the upgrade process is complete and then the unit will reboot
to work with the new firmware.

e Guest |
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All configuration parameters that have been set on a gateway unit are stored in a file in
memory. The configuration file can be downloaded to a computer and saved for backup
purposes. This page also permits the configuration backup file to be uploaded into the
gateway to restore a previous configuration setting.

Backup and
Restore

L] hitps//aplogin.. 2 ~ BEC X | @ System Backup

Internet Hotspot Gateway
GIS-R5+

Connecied to the Internet: YES

) Guest Internet Solutions

Setup Wizard ¥
Status

System information
Connected users
Usage reporis
Billing reports

System Backup

Use this page to save and restore the settings on this node. Always keep a
backup of the seffings in case of hardware problems or if a firmware restors is
necessary. You will be able fo download a copy of the configurafion file fo your
computer. Store this file in a safe place. To restore the file simply upload the file
fo this unit and reboot. The backupirestore saves all setfings including the
lagin_zip filz and the disclaimer text.

Management
The login codes are NOT saved. Please export codes to a G5V (Comma

Manage codes Separated Values) file for backup and restore via the code management page.
Hotspot availability
Change password Select file to restore:
Reboot system
. . Advanced Seftings ¥
Configuration -
Login settings
baCkup/ restore menu Login messages [ Download setings (backup) file ]
page Credit Card / PayPal

Disclaimer fext

Time zone Reset to factory defaults

Email setup Use this option to restore the gateway to factory defaults. All setfings, login codes,
Content filter usage logs and login background images will be erased. The setup wizard will be

Dynamic DNS
Bandwidth control
Metwork interfaces
Firewall

Port forwarding
Maonitoring / alerting
Hostname
Allowed IP list
Allowed MAC list
Blocked MAC list
Printer Setup
Upgrade finmvware
Backup & restore

dizplayed once the system has been rebooted.

Raset to factory defaulis

& Fired Syetems Inc, 2012. Trademarks, service marks and logos are praperty of thelr respective ocwners. Privacy policy Temms and condilons

The backup file contains the following information

- All configuration settings
- The login page zip file (if uploaded)
- The modified terms and conditions text

Configuration settings backup and restore has two important applications. The first is to
save the configuration file each time that the gateway configuration is changed. If some
problem occurs with a configuration change then the previous configuration can be
restored. The second application is for installers who are putting many similar configured
gateways in a restaurant or hotel chain. One gateway is configured for the application and
then the configuration file is saved. The configuration file is restored into all other
gateways to be installed at different locations, thus speeding the installation process.

This screen also has a button that can be used to reset the unit to factory defaults. The
function of this button is identical to the reset button on the rear of the enclosure. After the
button is clicked all settings will be erased and the unit will restart with the wizard page.
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9: RESET THE PRODUCT CONFIGURATION

Reset the Product
Configuration to
Factory Defaults

The GIS-K1 gateways
have a hole in the
enclosure as shown with
the reset button behind it

GIS-R2 gateway has a
reset button in the rear of
enclosure

GIS-R3 gateway has a
hole in the enclosure with
the reset button behind it

It is possible to get locked out of the Guest Internet gateway product, by forgetting the
password or by incorrectly changing one of the IP addresses shown on the network
configuration page.

This section describes procedures to reset all product parameters to factory defaults so that
the product can be accessed once more. After this procedure however the product will
have to be reconfigured. Upon restart the wizard screen will appear.

Reset to defaults as follows:

1. Power up the gateway unit and locate the hole in the enclosure for the reset
button (shown in the diagram).

2. Using a paper clip, push the reset button (a click will be felt) and hold down for 10
seconds, after which the factory defaults will be restored.

ﬁ reset

reset

e Guest |
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GIS-R4 gateway has a
reset button in the rear of
enclosure

GIS-R5 gateway has a
hole in the enclosure with
the reset button behind it

GIS-R6 gateway has a
hole in the enclosure with
the reset button behind it

GIS-R10 gateway
connection to reset to
factory defaults

0 Guest
[nternet Guide to Operation

reset

The GIS-R10, GIS-R20 and GIS-R40 products do not have a reset button. These products
are reset to the factory default configuration using a computer connected to the primary
WAN port of the device. The computer Ethernet port is set to an IP of 192.168.200.2. The
browser is then opened at an IP address of: 192.168.200.1.

Set browser to
192.168.200.1

To see the reset screen
Username: reset
Password: reset

Copyright © Guest Internet Solutions, 2015. All Rights Reserved

Ethernet
cable to
WAN1 port

Set computer
static IP to

192.168.200.2
255.255.255.0
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GIS-R20 gateway
connection to reset to
factory defaults

GIS-R40 gateway
connection to reset to
factory defaults

Reset Factor Defaults
Screen

Guest

[nternet Guide to Operation

- —
Set browser to _

192.168.200.1

To see the reset screen
Username: reset
Password: reset Ethernet

cable to

Bieaszisvalig III-\ WAN1 port
I
— Set computer

static IP to
192.168.200.2
255.255.255.0

Set browser to
192.168.200.1
To see the reset screen
Username: reset

Password: reset Ethernet

cable to
WAN1 port

Set computer
static IP to

192.168.200.2
255.255.255.0

A box will open requesting a username and password. The username is reset and
the password is reset. Click on enter and the screen shown below will appear.

e L

. B e wd ik = Bl

Click on the Reset to defaults button and then wait two minutes. Finally, switch
the product power off then on and proceed to reconfigure the product using the
wizard as described in an earlier section.

Copyright © Guest Internet Solutions, 2015. All Rights Reserved www . guest - internet . com 149



10: PROGRAMMERS REFERENCE

Access Code
Request API for
PoS and PMS
Systems

API Implementation with
the GIS-gateway

This section describes implementation of PoS access code requests using the Guest
Internet firmware API

The access code request API is implemented in GIS firmware so that PoS vendors can
include a screen button that prints a hotspot access code on the ticket printer for sale to
guests. The access code request API is implemented in all GIS firmware versions and is
available to PoS vendors and other systems integrators upon request. In order to
implement the API the network configuration must be made as shown below.

The GIS firmware includes a firewall from the DMZ to the private network to ensure
compliance of the PCI-DSS recommendations. The firewall prevents any DMZ public access
to the private subnet, which protects sensitive information stored in PoS computers. The
GIS-gateway has four LAN ports to connect DMZ devices.

i=
-

GIS-R6
T i Wireless access points
— Internet

r . DSL/
; Switch Cable
- a— —
— £ B " i
- S f . |
| 4 R L :
- Users _|_ 71 Business ) |
=" | | | |
. W m| —| center  R——
- LS| | computer T
o P S =l Sl
L= P S = i s
r:.nj —_ BT %_ ___-u_:l-.._...-—
q_-:.."'.f — %y e
_-_- - Computer interfacing with the API for code management.

Access Code Request API
Criteria:

The computer can be connected to the LAN side or the
WAN side (with remote access activated) of the gateway.

Any computer can make an API request, however the API request must include the
password for CODES (not the password for ADMIN).

A computer in the DMZ can make a request directly to the gateway. A computer in the
private network can make a request only after the remote access box in the firewall menu
has been checked.

The API has three separate functions
- Generate one or more codes (up to the limit permitted by the gateway)
- List access codes available on the gateway with status of each

- Delete codes and remove from the database

@ Guest .
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Guest Internet Login

Code API

Creating codes

Any computer or other system capable of performing HTTP communications can control the
login codes on the GIS R and K units remotely. The programmer must have the password
for the CODES login in order to perform API commands.

The access code API has been designed to allow systems such as POS (Point-of-Sale) to
automatically manage code generation, removal and testing. Hotspot administrators
wishing to control codes from a web browser should not use the API, instead they should
use the web user interface at http://aplogin.com/codes.

Access to the API is controlled via a username and password. The username is always set
to ‘codes’; the password can be changed via the password page in the web management
interface. There is no default password.

The API is designed for programmers and systems integrators who understand HTTP
communications; how to form queries and how to parse responses from a web server. A
hotel or restaurant wishing to implement the GIS API on their PoS system should seek
advice from the PoS supplier before deciding to use the feature: there will be some cost
associated with implementing the API calls in the PoS software.

Codes can be added to the system via a single HTTP call, the URL to use is:
http://aplogin.com/codes/makecode.cgi
The IP of the GIS device can also be used instead of the hostname

Parameters to pass are shown in the following table:

Parameter Values Optional Comments
num Number of codes to create no Argument must be included in the call. The maximum number of
codes is limited by the codes available on the gateway (see
error messages)
time Time in minutes no Argument must be included in the call.
type Type of code: no Argument must be included in the call.
n = normal / single user
m = multi-user
download | Download limit (kbps) Yes Argument is optional and is not necessary for the call
upload Upload limit (kbps) Yes Argument is optional and is not necessary for the call

@ Guest
[nternet

An example call would be:

http://aplogin.com/codes/makecode.cgiznum=1&time=30&type=n

This would create a normal, single user code with a 30 minute duration.

The API call will either return a new code which is ready to use or an error; the possible
errors are listed below:

ERROR: Invalid parameters

ERROR: You can't create more than XX codes
ERROR: Code type not valid

ERROR: Code time not valid

ERROR: Code upload limit not valid

ERROR: Code download limit not valid

Guide to Operation
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Deleting codes

If not logged in to the device, the password should be passed as an argument:

http://codes:password@aplogin.com/codes/makecode.cgi

The programmer can provide the password with each call to ensure that the call can be
completed in the event that power has been cycled on the GIS device or on the PoS.

Codes can be deleted from the system via a single HTTP call, the URL to use is:

http://aplogin.com/codes/deletecode.cqi

Parameters to pass include:

Parameter

Values

Optional Comments

code

Code to be deleted

no Argument must be included in the call.

@ Guest .
[nternet

Viewing codes

An example call would be:

http://aplogin.com/codes/deletecode.cgi?code=876DTW

This would remove the code 876DTW fif it exists on the system.
The API call will either return OK or an error; the possible errors are listed below:

ERROR: Invalid parameters
ERROR: Code does not exist
ERROR: Unable to delete code

Codes cannot be tested individually but a call can be made to list all of the codes on the
system, it is then up to the software making the API call to parse the data returned and
present it in the format required for the user or make any search or tests required on a
code.

A list of codes can be obtained from the system via a single HTTP call, the URL to use is:
http://aplogin.com/codes/showcode.cgi
There are no parameters to pass for this API call.

The API call will either return a list of codes or an error message, the list of codes are
presented in a tab (\t) delimited format with a header row. An example output is shown on
the following page:

Guide to Operation
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CODE
113DRW
1AT1AQ
3BOAQO
61QG8G
8CWJLE
94KH4E
ARLGHO
BJKBH7
M47TGF

WY7WOR

TIME

30

30

30

30

30

32

Creating codes

Get list of allowed MACs

Get list of blocked MACs

Block a MAC

TYPE USED LEFT DOWN uP
n Yes Expired * *
t No 30 * 100
n Yes Expired * 999
t No 30 * *
n No 30 * *
n No 30 * *
m No 30 * *
n Yes Expired * *
t No 32 * 999
t No 2 * 999

The * (asterisk) in the UP and DOWN limit columns show that no limit has been set and
that system wide limits will be imposed on the user.

The error message below will be returned if the clock is not set on the system, without the
clock it is not possible to calculate the time remaining:

ERROR: Clock not set

Codes can be added to the system via a single HTTP call, the URL to use is:

http://aplogin.com/codes/makecode.cgi

Password for codes needs to be created first at:

http://aplogin.com/admin/password.cgi

If not logged in to the codes interface at http://aplogin.com/codes, the password

should be passed as an argument:
http://codes: password@aplogin.com/codes/makecode.cqi

The IP of the GIS device can also be used instead of the hostname.

Type the URL:

http://aplogin.com/admin/macmanage.cgi?list=allowed

Type the URL:

http://aplogin.com/admin/macmanage.cgi?list=blocked

Type the URL:
http://aplogin.com/admin/macmanage.cgi?mac=00:11:22:33:44:55&action=block

Where the MAC address is written in the colon separated format as shown

@ Guest .
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Allow a MAC

Enable remote
management

Program Implementation

Type the URL:

http://aplogin.com/admin/macmanage.cgi?mac=00:11:22:33:44:55&action=allow

Where the MAC address is written in the colon separated format as shown

Remote management can be enabled by substituting aplogin.com for the IP address of the
gateway.

The API can be accessed with any programming language or operating system.

Use a web/http client library. Libcurl (http://curl.haxx.se/libcurl/) is probably one of
the best open source ones. Essentially, only a web client is required to make an HTTP
request to the web server on the GIS-gateway. The response will come as plain ASCII and
can be parsed in any number of ways.

If a secure connection is required then a library capable of HTTPS as well as an SSL library
like openSSL is required.

Here is a simple example in C using libcurl:

http://curl.haxx.se/libcurl/c/simple.html

e Guest |
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11: LINUX DISTRIBUTION

All Guest Internet products use the Linux operating system, as part of the software suite included with
each product. The Linux operating system is distributed under the GNU (General Public License). Guest
Internet Solutions and its parent company Fire4 Systems Inc. abides by all the terms of the GNU. The
Linux distribution installed in Guest Internet products is available on a CD. Customers can request a copy
of the Linux distribution CD and will be charged $10 for packing and postage of the CD. For more
information, please call 1-800-213-0106.

The software distribution does not include proprietary applications programs developed exclusively for
Guest Internet Solutions by Fire4 Systems (UK) Ltd.

GNU GENERAL PUBLIC LICENSE
Version 2, June 1991

Copyright (C) 1989, 1991 Free Software Foundation, Inc., 51 Franklin Street, Fifth Floor, Boston,
MA 02110-1301 USA. Everyone 1s permitted to copy and distribute verbatim copies of this license
document, but changing it is not allowed.

Preamble

The licenses for most software are designed to take away your freedom to share and change it. By
contrast, the GNU General Public License 1is intended to guarantee your freedom to share and change
free software--to make sure the software 1is free for all its users. This General Public License
applies to most of the Free Software Foundation's software and to any other program whose authors
commit to using it. (Some other Free Software Foundation software 1is covered by the GNU Lesser
General Public License instead.) You can apply it to your programs, too.

When we speak of free software, we are referring to freedom, not price. Our General Public
Licenses are designed to make sure that you have the freedom to distribute copies of free software
(and charge for this service if you wish), that you receive source code or can get it if you want
it, that you can change the software or use pieces of it in new free programs,; and that you know you
can do these things.

To protect your rights, we need to make restrictions that forbid anyone to deny you these rights
or to ask you to surrender the rights. These restrictions translate to certain responsibilities for
you 1if you distribute copies of the software, or if you modify it.

For example, 1if you distribute copies of such a program, whether gratis or for a fee, you must
give the recipients all the rights that you have. You must make sure that they, too, receive or can
get the source code. And you must show them these terms so they know their rights.

We protect your rights with two steps: (1) copyright the software, and (2) offer you this license
which gives you legal permission to copy, distribute and/or modify the software.

Also, for each author's protection and ours, we want to make certain that everyone understands
that there is no warranty for this free software. If the software is modified by someone else and
passed on, we want 1its recipients to know that what they have 1is not the original, so that any
problems introduced by others will not reflect on the original authors' reputations.

Finally, any free program 1is threatened constantly by software patents. We wish to avoid the
danger that redistributors of a free program will individually obtain patent licenses, 1in effect
making the program proprietary. To prevent this, we have made it clear that any patent must be

licensed for everyone's free use or not licensed at all.

The precise terms and conditions for copying, distribution and modification follow.

@ Intemﬂ Guide to Operation Copyright © Guest Internet Solutions, 2015. All Rights Reserved www . guest - internet . com 155



GNU GENERAL PUBLIC LICENSE
TERMS AND CONDITIONS FOR COPYING, DISTRIBUTION AND MODIFICATION

0. This License applies to any program or other work which contains a notice placed by the
copyright holder saying it may be distributed under the terms of this General Public License. The
"Program", below, refers to any such program or work, and a "work based on the Program'" means either
the Program or any derivative work under copyright law: that 1is to say, a work containing the
Program or a portion of it, either verbatim or with modifications and/or translated into another
language. (Hereinafter, translation 1is included without limitation in the term "modification".)
Each licensee 1is addressed as "you".

Activities other than copying, distribution and modification are not covered by this License; they
are outside its scope. The act of running the Program is not restricted, and the output from the
Program 1is covered only 1f 1its contents constitute a work based on the Program (independent of
having been made by running the Program).

Whether that is true depends on what the Program does.

1. You may copy and distribute verbatim copies of the Program's source code as you receive it, in
any medium, provided that you conspicuously and appropriately publish on each copy an appropriate
copyright notice and disclaimer of warranty,; keep intact all the notices that refer to this License
and to the absence of any warranty,; and give any other recipients of the Program a copy of this
License along with the Program.

You may charge a fee for the physical act of transferring a copy, and you may at your option offer
warranty protection in exchange for a fee.

2. You may modify your copy or coples of the Program or any portion of 1it, thus forming a work
based on the Program, and copy and distribute such modifications or work under the terms of Section
1 above, provided that you also meet all of these conditions:

a) You must cause the modified files to carry prominent notices stating that you changed the
files and the date of any change.

b) You must cause any work that you distribute or publish, that in whole or in part contains
or 1s derived from the Program or any part thereof, to be licensed as a whole at no charge
to all third parties under the terms of this License.

c) If the modified program normally reads commands interactively when run, you must cause
it, when started running for such interactive use 1in the most ordinary way, to print or
display an announcement including an appropriate copyright notice and a notice that there 1is
no warranty (or else, saying that you provide a warranty) and that users may redistribute
the program under these conditions, and telling the user how to view a copy of this License.
(Exception: 1if the Program itself 1is 1interactive but does not normally print such an
announcement, your work based on the Program 1s not required to print an announcement.)

These requirements apply to the modified work as a whole. If identifiable sections of that work are
not derived from the Program, and can be reasonably considered independent and separate works 1in
themselves, then this License, and its terms, do not apply to those sections when you distribute
them as separate works. But when you

distribute the same sections as part of a whole which 1is a work based on the Program, the
distribution of the whole must be on the terms of this License, whose permissions for other
licensees extend to the entire whole, and thus to each and every part regardless of who wrote it.

Thus, it 1is not the intent of this section to claim rights or contest your rights to work written
entirely by you,; rather, the 1intent 1is to exercise the right to control the distribution of
derivative or collective works based on the Program.

In addition, mere aggregation of another work not based on the Program with the Program (or with a
work based on the Program) on a volume of a storage or distribution medium does not bring the other
work under the scope of this License.

3. You may copy and distribute the Program (or a work based on 1it, under Section 2) in object code
or executable form under the terms of Sections 1 and 2 above provided that you also do one of the
following:
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a) Accompany it with the complete corresponding machine-readable source code, which must be
distributed under the terms of Sections 1 and 2 above on a medium customarily used for
software interchange; or,

b) Accompany it with a written offer, valid for at least three years, to give any third
party, for a charge no more than your cost of physically performing source distribution, a
complete machine-readable copy of the corresponding source code, to be distributed under the
terms of Sections 1 and 2 above on a medium customarily used for software interchange; or,

c) Accompany it with the information you received as to the offer to distribute corresponding
source code. (This alternative is allowed only for noncommercial distribution and only 1if
you received the program in object code or executable form with such an offer, in accord with
Subsection b above.)

The source code for a work means the preferred form of the work for making modifications to it. For
an executable work, complete source code means all the source code for all modules it contains, plus
any associated interface definition files, plus the scripts used to control compilation and
installation of the executable. However, as a special exception, the source code distributed need
not include anything that is normally distributed (in either source or binary form) with the major
components (compiler, kernel, and so on) of the operating system on which the executable runs,
unless that component itself accompanies the executable.

If distribution of executable or object code is made by offering access to copy from a designated
place, then offering equivalent access to copy the source code from the same place counts as
distribution of the source code, even though third parties are not compelled to copy the source
along with the object code.

4. You may not copy, modify, sublicense, or distribute the Program except as expressly provided
under this License. Any attempt otherwise to copy, modify, sublicense or distribute the Program 1is
void, and will automatically terminate your rights under this License. However, parties who have
received copies, or rights, from you under this License will not have their licenses terminated so
long as such parties remain in full compliance.

5. You are not required to accept this License, since you have not signed it. However, nothing
else grants you permission to modify or distribute the Program or 1its derivative works. These
actions are prohibited by law 1if you do not accept this License. Therefore, by modifying or

distributing the Program (or any work based on the Program), you indicate your acceptance of this
License to do so, and all its terms and conditions for copying, distributing or modifying the
Program or works based on it.

6. FEach time you redistribute the Program (or any work based on the Program), the recipient
automatically receives a license from the original licensor to copy, distribute or modify the
Program subject to these terms and conditions. You may not impose any further restrictions on the
recipients' exercise of the rights granted herein. You are not responsible for enforcing compliance
by third parties to this License.

7. If, as a consequence of a court judgment or allegation of patent infringement or for any other
reason (not limited to patent 1issues), conditions are imposed on you (whether by court order,
agreement or otherwise) that contradict the conditions of this License, they do not excuse you from

the conditions of this License. If you cannot distribute so as to satisfy simultaneously your
obligations under this License and any other pertinent obligations, then as a consequence you may
not distribute the Program at all. For example, if a patent license would not permit royalty-free

redistribution of the Program by all those who receive copies directly or indirectly through you,
then the only way you could satisfy both it and this License would be to refrain entirely from
distribution of the Program.

If any portion of this section 1is held invalid or unenforceable under any particular circumstance,
the balance of the section is intended to apply and the section as a whole is intended to apply in
other circumstances.

It is not the purpose of this section to induce you to infringe any patents or other property right
claims or to contest validity of any such claims,; this section has the sole purpose of protecting
the integrity of the free software distribution system, which 1is implemented by public license
practices. Many people have made generous contributions to the wide range of software distributed
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through that system 1in reliance on consistent application of that system; it 1s up to the
author/donor to decide if he or she is willing to distribute software through any other system and a
licensee cannot impose that choice.

This section 1is intended to make thoroughly clear what 1is believed to be a consequence of the rest
of this License.

8. If the distribution and/or use of the Program 1s restricted in certain countries either by
patents or by copyrighted interfaces, the original copyright holder who places the Program under
this License may add an explicit geographical distribution limitation excluding those countries, so
that distribution is permitted only in or among countries not thus excluded. In such case, this
License incorporates the limitation as 1if written in the body of this License.

9. The Free Software Foundation may publish revised and/or new versions of the General Public
License from time to time. Such new versions will be similar in spirit to the present version, but
may differ in detail to address new problems or concerns.

Each version is given a distinguishing version number. If the Program specifies a version number of
this License which applies to it and "any later version", you have the option of following the terms
and conditions either of that version or of any later version published by the Free Software
Foundation. If the Program does not specify a version number of this License, you may choose any
version ever published by the Free Software Foundation.

10. If you wish to incorporate parts of the Program into other free programs whose distribution

conditions are different, write to the author to ask for permission. For software which 1is
copyrighted by the Free Software Foundation, write to the Free Software Foundation; we sometimes
make exceptions for this. Our decision will be guided by the two goals of preserving the free

status of all derivatives of our free software and of promoting the sharing and reuse of software
generally.

NO WARRANTY

11. BECAUSE THE PROGRAM IS LICENSED FREE OF CHARGE, THERE IS NO WARRANTY FOR THE PROGRAM, TO THE
EXTENT PERMITTED BY APPLICABLE LAW. EXCEPT WHEN OTHERWISE STATED IN WRITING THE COPYRIGHT HOLDERS
AND/OR OTHER PARTIES PROVIDE THE PROGRAM "AS IS" WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESSED OR
IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE. THE ENTIRE RISK AS TO THE QUALITY AND PERFORMANCE OF THE PROGRAM IS WITH YOU.
SHOULD THE PROGRAM PROVE DEFECTIVE, YOU ASSUME THE COST OF ALL NECESSARY SERVICING, REPAIR OR
CORRECTION.

12. IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING WILL ANY COPYRIGHT
HOLDER, OR ANY OTHER PARTY WHO MAY MODIFY AND/OR REDISTRIBUTE THE PROGRAM AS PERMITTED ABOVE, BE
LIABLE TO YOU FOR DAMAGES, INCLUDING ANY GENERAL, SPECIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGES
ARISING OUT OF THE USE OR INABILITY TO USE THE PROGRAM (INCLUDING BUT NOT LIMITED TO LOSS OF DATA OR
DATA BEING RENDERED INACCURATE OR LOSSES SUSTAINED BY YOU OR THIRD PARTIES OR A FAILURE OF THE
PROGRAM TO OPERATE WITH ANY OTHER PROGRAMS), EVEN IF SUCH HOLDER OR OTHER PARTY HAS BEEN ADVISED OF
THE POSSIBILITY OF SUCH DAMAGES.

END OF TERMS AND CONDITIONS

This Manual is Copyright © Fire4 Systems, Inc., 2005-2015. All Rights Reserved

Guest Internet Solutions is a division of Fire4 Systems Inc.
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